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Network Diagram ศนูยเ์ทคโนโลยีสารสนเทศและการส่ือสาร สป.มท.
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Network Diagram ศนูยเ์ทคโนโลยีสารสนเทศและการส่ือสารเขต
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Ethernet LAN



Ethernet LAN

▪LAN ยอ่มาจาก Local Area Network คอืระบบเครอืขา่ย แบบเชื่อมต่อคอมพวิเตอรแ์ละ
อุปกรณ์เขา้ดว้ยกนัในระยะจ ากดั เชน่ ในอาคารเดยีวกนั หรอืบรเิวณเดยีวกนัที่สามารถ
ลากสายถงึกนัไดโ้ดยตรง สว่นมากจะใชส้ายเคเบิล้ หรอื ทีเ่รยีกกนัวา่ สาย LAN เป็น
ตวักลางในการเชื่อมต่อ 

▪อเีทอรเ์น็ต (Ethernet) เป็นชื่อเรยีกวธิกีารสือ่สารในระดบัล่างหรอืทีเ่ราเรยีกวา่โพรโทคอล 
(Protocol) ของ LAN  ทีพ่ฒันาขึน้โดย 3 บรษิทัใหญ่ คอืบรษิทั Xerox Corporation, 
Digital Equipment Corporation (DEC) และ Intel ปัจจุบนั Ethernet เป็นเทคโนโลยี
เครอืขา่ยทีไ่ดร้บัความนิยมมาก



MAC Address
6 octets หรือ 6 bytes = 6x8 = 48 bits

MM:MM:MM:SS:SS:SS

▪ Physical address → ถกูก าหนดคา่
มาจากโรงงานทีผ่ลติ ซึง่เป็นคา่ตายตวั
บน interface และไมซ่ ้า

▪ 24 bits แรก = ID ผูผ้ลติ (ตาม IEEE)  
24 bits หลงั = serial number ของ
อุปกรณ์ทีผู่ผ้ลติก าหนดให้



Broadcast Domain

▪ Broadcast Domain คอืขอบเขต หรอื 
เครอืขา่ยทีข่อ้มลูแบบ broadcast สง่กระจาย
ไปถงึผูร้บัภายในนัน้

▪ การแบง่ Broadcast Domain สามารถใช้
อุปกรณ์ L3 หรอื feature บนอุปกรณ์ L2 
(แบง่ VLAN ดว้ย switch) ท าได้



Collision Domain

▪ Collision Domain คอืขอบเขต หรอื สว่นของเครอืขา่ยซึง่อุปกรณ์ตัง้แต่ 2 ตวัขึน้ไปท าการแบง่ใช ้
bandwidth เดยีวกนั ท าใหข้อ้มลูสามารถวิง่ชนกนัได้

▪ การแบง่ Collision Domain สามารถใชอุ้ปกรณ์ L2 ขึน้ไป (ดงันัน้จะเกดิในเครอืขา่ยทีใ่ช ้Hub)



Catalyst Switch

Medium-Sized Switched 

Network Construction 



▪ Hub & Switch หน้าทีห่ลกัจะเหมอืนกนัคอื เชือ่มต่อใหเ้ครือ่งคอมพวิเตอรท์ีต่ ัง้อยูค่นละทีส่ามารถ
ตดิต่อสือ่สารกนัได้

▪ HUB นัน้เวลาสง่ขอ้มลูนัน้จะเป็นแบบ broadcast กระจายไปทกุเครือ่งแต่ถา้เป็น switch นัน้ จะดวูา่ขอ้มลู
นี่เป็น ของเครือ่งไหนแลว้คอ่ยสง่ไปยงัเครือ่งนัน้

▪ Hub จะท างานที ่Layer 1 ท าหน้าทีท่วนซ ้าสญัญาณ ถา้ในเวลาเดยีวกนั เครือ่งหนึ่งในเครอืขา่ยตอ้งการสง่
ขอ้มลู เครือ่งอืน่ๆ จะไมส่ามารถสง่ขอ้มลูได้

▪ Switch จะท างานเหมอืนกบั Hub แต่ ขณะทีเ่ครือ่งหนึ่ง สง่ขอ้มลูไปยงัอกีเครือ่ง เครือ่งอืน่ๆ จะยงัสามารถ
สง่ขอ้มลูไดพ้รอ้มๆ กนั

▪ Switch ท าหน้าทีแ่ตก collision domain ใหญ่ๆ ออกเป็น collision domain ทีเ่ลก็ลง
▪ ควรใช ้switch แทน Hub ใน Ethernet LAN network

Layer 1

Layer 2

Layer 3

HUB

Switch L2

Switch L3



Layer 3 Switch

▪ สามารถท างานไดใ้นทัง้ระดบัของ layer 2 และ layer 3
▪ ถา้เป็นการสง่ขอ้มลูกนัในระดบั layer 2 จะคงพจิารณา MAC address เหมอืนเดมิ แต่ถา้เป็น

การตดิต่อกนัในระดบั layer 3 switch จะพจิารณา ip address เป็นหลกั
▪ ขอ้มลู ที ่layer 3 switch จะสง่ต่อออกมานัน้ ถา้มนัท างานในระดบัของ layer 2 กจ็ะสง่ขอ้มลู

ออกมาเป็น frame แต่ถา้ท างานในระดบั layer 3 นัน้จะสง่ผา่นขอ้มลูเป็นลกัษณะของpacket 
▪ layer 3 switch มคีวามสามารถดา้นการจดัการ

เสน้ทางสง่ขอ้มลูไปปลายทาง (route) และใช ้
routing protocol ได้ เหมอืนกบัพวก router ดว้ย 
(แต่จะต่างกบั router คอื ไมก่นัการสง่ broad cast 
ขา้มเครอืขา่ย)



Layer 2 vs. Layer 3 Switching



Address Learning

▪ ขัน้ตอนการสง่ frame เมือ่เปิด switch ใหม่
Learning
เรยีนรูแ้ละจบัคู ่MAC ตน้ทางกบั interface จาก frame ทีเ่ขา้มา
Flooding
สง่ frame ออกไปยงัทกุ port ยกเวน้ port ตน้ทาง โดยใชว้ธิ ี
- Unknown Unicast
- Multicast
- Broadcast
Forwarding/Filtering
- Forwarding : สง่ frame ทีพ่บ Des MAC ในฐานขอ้มลูออกไปเฉพาะ port ทีจ่บัคูไ่ว้
- Filtering : กัน้การสง่ frame ออกใน port อื่นทีไ่มไ่ดถ้กูจบัคูก่บั Des MAC นัน้



MAC Address Table

▪ Initial MAC address table is empty.

เริม่แรก ตาราง MAC Address จะยงัคงไมม่ขีอ้มลู



Learning Addresses

▪ Station A sends a frame to station C. สถานี A สง่ frame ขอ้มลู ให ้C

▪ Switch caches the MAC address of station A to port E0 by learning the source address of data 
frames.  Switch เรยีนรูท้ ีอ่ยูต่น้ทางจาก frame และบนัทกึ MAC ของ A ยงั port E0 

▪ The frame from station A to station C is flooded out to all ports except port E0 (unknown unicasts 
are flooded). Frame จาก A ถูกกระจายไปยงัทุก port ยกเวน้ E0 เพือ่ใหไ้ป C



Learning Addresses (Cont.)

▪ Station D sends a frame to station C. สถานี D สง่ frame ขอ้มลูไปยงั C

▪ Switch caches the MAC address of station D to port E3 by learning the source address of data 
frames. Switch เรยีนรูท้ ีอ่ยูต่น้ทางจาก frame และบนัทกึ MAC ของ D ยงั port E3 

▪ The frame from station D to station C is flooded out to all ports except port E3 (unknown 
unicasts are flooded). Frame จาก D ถูกกระจายไปยงัทุก port ยกเวน้ E3 เพือ่ใหไ้ป C



Filtering Frames

▪ Station A sends a frame to station C.  สถานี A สง่ frame ขอ้มลู ไปยงัสถานี C

▪ Destination is known; frame is not flooded. รูป้ลายทางแลว้ frame จะไมถู่กกระจายอกีต่อไป



Filtering Frames (cont.)

▪ Station A sends a frame to station B. สถานี A สง่ frame ขอ้มลูไปสถานี B

▪ The switch has the address for station B in the MAC address table.

switch มทีีอ่ยูข่องสถานี B แลว้ ในตาราง MAC Address



Broadcast and Multicast Frames

▪ Station D sends a broadcast or multicast frame.

▪ Broadcast and multicast frames are flooded to all ports other than the originating 
port.

Broadcast frame และ multicast frame จะถูกกระจายไปยงัทุก ports อื่นๆ นอกจาก port ทีเ่ป็นตน้ทาง



Catalyst 2960 Series

SwitchX#show mac-address-table

Mac Address Table

-------------------------------------------

Vlan Mac Address       Type        Ports

---- ----------- -------- -----

All    0008.a445.9b40    STATIC      CPU

All    0100.0ccc.cccc    STATIC      CPU

All    0100.0ccc.cccd    STATIC      CPU

All    0100.0cdd.dddd    STATIC      CPU

1    0008.e3e8.0440    DYNAMIC     Fa0/2

Total Mac Addresses for this criterion: 5

SwitchX#

Managing the MAC Address Table



Configuring a Switch Password



Configuring SSH

Switch(config)#username admin privilege 15 password cisco

Switch(config)#ip domain-name ninehua.com

Switch(config)#crypto key generate rsa

#768

Switch(config)#ip ssh version 2

Switch(config)#line vty 0 4

Switch(config-line)#login local

▪ การ access เขา้ไปที ่Router หรอื Switch ดว้ยการ Telnet ถอืว่าไมม่คีวามปลอดภยั ดงันัน้ควรจะ 
access โดยการใช ้SSH ซึง่จะมคีวามปลอดภยัมากกว่า เพราะจะมกีารเขา้รหสั หรอื encryption



Implementing 

VLANs and Trunks

Medium-Sized Switched 

Network Construction 



Issues in a Poorly Designed Network
▪ Unbounded failure domains

ขาดการจ ากดัขอบเขตของการเสยีหาย

▪ Large broadcast domains

Broadcast domain ใหญ่

▪ Large amount of unknown 
MAC unicast traffic

MAC Unicast traffic จ านวนมากทีไ่มรู่ท้ ีม่า

▪ Unbounded multicast traffic

ขาดการจ ากดัขอบเขตของ multicast traffic

▪ Management and 
support challenges

การบรหิารจดัการและสนบัสนุนการใชง้านท าไดย้าก

▪ Possible security 
vulnerabilities

อาจเกดิช่องโหวใ่นการรกัษาความมัน่คงปลอดภยัเครอืขา่ย



VLAN Overview – Virtual LAN

VLAN = Broadcast Domain = Logical Network (Subnet) 

▪Segmentation

▪ Flexibility

▪Security



VLAN

▪ VLAN คอื การแบ่งกลุ่มการใชง้าน
ของ switch เชงิ logical โดยการสรา้ง 
VLAN ลว้น า interface แบ่งเขา้ไปเป็น
สมาชกิในแต่ละ VLAN
▪ เครือ่งภายใต ้VLAN เดยีวกนั 
ตดิต่อสือ่สารกนัได้
▪ ตดิต่อขา้ม VLAN ตอ้งใชอุ้ปกรณ์
Layer 3 เขา้มา route ระหวา่ง VLAN
▪ ถา้ switch ไมแ่บ่ง VLAN = ทุก port 
อยูใ่น VLAN 1 เดยีวกนั โดย default

Broadcast
domain

Broadcast
domain

VLAN
10 VLAN

20

แบง่ Broadcast Domain 
แบบ logical

VLAN1

Broadcast
domain



VLAN Benefits

▪ ใช้ Bandwidth คุ้มค่าขึน้
ลดจ านวน broadcast traffics ทีเ่ป็นสาเหตุของปัญหาความคบัคัง่ภายในเครอืขา่ย รวมทัง้ยงัมผีลท าให้

อุปกรณ์ตอ้งใชท้รพัยากรในการประมวลผลสงูขึน้โดยไมจ่ าเป็น

▪ เพ่ิมความปลอดภยั
จ ากดัการเขา้ถงึขา้ม VLAN ดว้ย feature layer 3 เชน่ ACL (Access Control List) จะชว่ยจ ากดัขอ้มลู

ใหอ้ยูใ่นวงทีเ่หมาะสม เช่น จ ากดัการเขา้ถงึ server การจ ากดัวงขอ้มลูของแผนกหนึ่งจากแผนกอื่นทีไ่มเ่กีย่วขอ้ง 
ลดความเสีย่งการโดนโจมตแีบบ spoofing (หลอกเหยือ่ใหไ้ปปลายทางผดิเพือ่ขโมยขอ้มลู/ขอ้มลูไมถ่งึปลายทาง) 

▪ มีความยืดหยุ่นในการใช้งาน
สามารถขยายเครอืขา่ย หรอื ยา้ย VLAN ไดง้า่ย โดยใชก้ารตัง้คา่ แทนการยา้ยสาย รองรบัการ

ปรบัเปลีย่นโครงสรา้งองคก์ร



VLAN Range



VLAN Membership Modes



VLAN Configuration

▪ สร้าง VLAN

▪ ก าหนดช่ือ VLAN

Switch(config)#vlan [vlan-id]

Switch(config-vlan)#name [vlan’s name]

Switch# configure terminal

Switch(config)#vlan 10

Switch(config-vlan)#name sales

Switch(config-vlan)# end 

sales

sales

sales accounting

accounting

accounting

ตวัอย่าง



VLAN Configuration

▪ Verify VLAN
Switch #show vlan brief



VLAN Database

▪ ในการสรา้ง VLAN ขึน้มา ขอ้มลูของ VLAN จะไมไ่ดเ้กบ็ใน RAM เหมอืนการตัง้คา่ทัว่ไป แต่
จะเกบ็อยูบ่นหน่วยความจ า flash ชือ่ว่า VLAN.DAT

▪ ถา้ตอ้งการลบ VLAN ทัง้หมดทิง้ จะตอ้งลบไฟล ์VLAN.DAT บน flash

Switch# dir flash:

Directory of flash:/

1 –rw- 3058048 Mar 01 2015 04:12:16    c3550-i5k2l2q3-mz.121-13.EA1a.bin

2 –rw- 736  Mar 01 2015 04:12:16    vlan.dat

Switch# delete flash:vlan.dat

Delete filename [vlan.dat]?

Delete flash:vlan.dat? [confirm]

Switch#erase startup-config

<output omitted>

Switch#reload



VLAN operation

ในการสรา้ง VLAN นัน้ port ของ switch นัน้จะท าหน้าทีอ่ยู ่2 ประเภท คอื Access port และ Trunk 
port
Access Port
▪ เป็น Port ทีท่ าหน้าทีเ่ชือ่มต่อระหวา่ง Client ไปยงั switch ซึง่เราจะใชส้าย LAN แบบสายตรง 

(Straight Through) ในการเชือ่มต่อ
▪ port ทีถ่กู set เป็น Access Port น้ีจะม ีtraffic ของ VLAN เพยีง VLAN เดยีวทีว่ิง่ผา่นหรอื port 

น้ีจะต่ออยูก่บัอุปกรณ์ทีม่คีา่ MAC address เพยีงคา่เดยีวนัน่เอง เชน่
- port ที ่set ระหวา่ง switch และ Client
- port ที ่set ระหวา่ง switch และ Server
- port ที ่set ระหวา่ง switch และ Router (มขีอ้แมว้า่ Router ทีเ่ชือ่มต่อนัน้ จะตอ้ง

ไมใ่ช ่Router ทีท่ าหน้าทีใ่นการ Route Traffic ระหวา่ง VLAN)



Access Port Configuration

▪ ตัง้ค่า Access Port

Switch (config)# interface [interface module/port]

Switch (config-if)# switchport mode access

▪ น า port เข้ามาเป็นสมาชิกของ VLAN
Switch (config-if)# switchport access vlan [vlan id]

▪ ตวัอย่าง
Switch> enable

Switch# configure terminal

Switch (config)# interface fa0/2

Switch (config-if)# switchport mode access

Switch (config-if)# switchport access vlan 2

Switch (config-if)# no shutdown

vlan2

fa0/2



Access Port Configuration

▪ เราสามารถ manage port หลาย port พร้อมกนัได้
port เรียงต่อกนั → range

port ไม่เรียงต่อกนั → range แล้วใช้ลกูน ้าคัน่ (   ,   )

Switch (config)# interface range fa0/2-3

Switch (config-if-range)# switchport mode access

Switch (config-if-range)# switchport access vlan 2

Switch (config-if-range)# no shutdown

Switch (config)# interface range fa0/2 , fa0/5 , fa0/10 , 

fa0/20 



VLAN operation

Trunk Port
▪ เป็น port ทีท่ าหน้าทีเ่ชือ่มต่อ switch ตวัอื่น ๆ ทีเ่ป็นสมาชกิของ VLAN ต่างๆ ใหม้าอยูด่ว้ยกนั 

และท าหน้าทีส่ง่ผา่น traffic ซึง่วิง่ผา่นไดม้ากกว่า 1 VLAN ใหก้ระจายไปยงั switch ตวัอื่นๆ ทีม่ ี
port ทีถ่กูก าหนดใหเ้ป็น VLAN เดยีวกนักบั switch ตวัตน้ทางได ้หรอื ทีเ่รยีกกนัโดยทัว่ไปวา่ 
Uplink Port 

▪ Trunk port เป็น port ทีม่คีา่หลายๆ คา่วิง่ผา่น เชน่ VLAN หลายๆ VLAN หรอืมคีา่ Mac address 
หลายๆ ค่าวิง่ผา่น

▪ ตวัอยา่งในการ set port ใหเ้ป็น Trunk port เชน่
- port ทีท่ าหน้าที ่connect ไปยงั switch ตวัอื่น ๆ เชน่ Uplink Port
- port ทีท่ าหน้าทีเ่ชือ่ม ไปยงั Router ตวัทีท่ าหน้าที ่Route Traffic ระหวา่ง VLAN



VLAN operation



Encapsulation on Trunk

IEEE 802.1Q
▪ ใชว้ธิเีพิม่ field ขนาด 4 bytes ประกอบดว้ย หมายเลข VLAN ขนาด 12 bits เขา้ไประหวา่ง Ethernet 

frame (แบบนี้ไมม่กีาร encapsulate Ethernet frame แต่เป็นการแทรก field ลงไป) 
▪ รองรบัการท า native LAN 



802.1Q Trunking



Trunk Configuration

▪ ตัง้ค่า Trunk Port

Switch (config)# interface [interface module/port]

Switch (config-if)# switchport trunk encapsulation [isl/dot1q]

Switch(config-if)#switchport mode trunk

1. ISL

Switch(config)#interface Fa 0/1

Switch(config-if)#switchport trunk encapsulation isl

Switch(config-if)#switchport mode trunk

2. 802.1q

Switch(config)#interface Fa 0/1

Switch(config-if)#switchport trunk encapsulation 802.1q

Switch(config-if)#switchport mode trunk

▪ ตวัอย่าง

✓ ระบปุระเภท encapsulation ก่อนท่ีจะเปล่ียนให้อยู่ mode trunk
✓ Switch บางรุ่น ใช้ได้แต่ dot1q เท่านัน้ กจ็ะไม่ต้องเลือก สามารถใส่ค าสัง่ 

switchport mode trunk ได้เลย



fa0/11 fa0/6

Configure the 
interface as a trunk

Trunk Configuration

▪ VLAN 1 = default native VLAN

SW1(config)# interface fa0/11

SW1(config-if)#switchport mode trunk

SW1(config-if)#switchport trunk allow vlan 10,20

SW1(config-if)#switchport trunk native vlan 99



Trunk Verification



Voice VLAN



10G        1 10G        2 10G        3 10G        425X 36X 37X 48X

Catalyst 9200L 48 PoE+ 4x10G

1X 12X 13X 24X

VLAN 110 VLAN 10 VLAN 110 VLAN 10

Physical Diagram Non-Voice VLAN



10G        1 10G        2 10G        3 10G        425X 36X 37X 48X

Catalyst 9200L 48 PoE+ 4x10G

1X 12X 13X 24X

VLAN 110 VLAN 10 VLAN 110 VLAN 10

Physical Diagram Voice VLAN



10G        1 10G        2 10G        3 10G        425X 36X 37X 48X

Catalyst 9200L 48 PoE+ 4x10G

1X 12X 13X 24X

To Switch To PC

Physical Diagram Voice VLAN









COPI_SWC92_F2_01#sh interfaces Gig 1/0/13 switchport 
Name: Gi1/0/13
Switchport: Enabled
Administrative Mode: static access
Operational Mode: static access
Administrative Trunking Encapsulation: dot1q
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off
Access Mode VLAN: 1800 (Data_Wired)
Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: disabled
Voice VLAN: 120 (Services_Voice)
Administrative private-vlan host-association: none 
Administrative private-vlan mapping: none 
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dot1q
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings: none
Operational private-vlan: none
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Display Voice VLAN



COPI_SWC92_F2_01#sh interfaces Gig 1/0/13 trunk 

Port        Mode             Encapsulation  Status        Native vlan
Gi1/0/13    off             802.1q         not-trunking 1

Port        Vlans allowed on trunk
Gi1/0/13    120,1800

Port        Vlans allowed and active in management domain
Gi1/0/13    120,1800

Port        Vlans in spanning tree forwarding state and not pruned
Gi1/0/13    120,1800

Display Voice VLAN



Switch Stack













COPI_SWC38_01(config)#switch 2 provision ws-c3850-12s

COPI_SWC38_01#switch 1 priority 15

COPI_SWC38_01#copy run start

COPI_SWC38_01#reload

Config Switch Stack

COPI_SWC38_01#switch 2 priority 10

COPI_SWC38_01#copy run start

COPI_SWC38_01#reload slot 2

1

2

3

Connect Stack Cable 











Wireless Lan Overview



















Standard Wireless Lan

















Autonomous WLAN Solution



Wireless Lan Controller Solution



Wireless Lan Controller Solution







Cisco WLAN Product 
Portfolio Overview

Access Points



Leading the industry with Wi-Fi innovations
For every major change in WLAN over the last 20+ years

1999 2011 2014 2016 2018 2019

Cisco
Wi-Fi 
leadership

Autonomous 
access

Controller and 
coordinated 
access points

Cisco CleanAir®: 
Interference detection and 

mitigation

Connected 
Mobile 

Experiences

Application 
Visibility

and Control

Hyperlocation

Flexible Radio 
Assignment (FRA) 

(dual 5 GHz) 

Software-Defined Access

Intelligent Capture and 
real-time telemetry

What’s next?

802.11b/g 802.11n 802.11ac Wave 1 802.11ac Wave 2

Cisco Next-Generation 
Wireless Stack

Aironet® 3500 
Series

Aironet 
3600 Series

Aironet 
3700 Series

Aironet 
3800 Series

Aironet 
4800



New Cisco Catalyst 9100 Series Access Points

DNA Assurance with
iCAP

Integrated or external 
antenna SKUsBluetooth 5 USB

Mission criticalIdeal for small to medium-sized deployments

Catalyst 9117
(Wi-Fi 6 compatible)

• 8x8 + 4x4
• MU-MIMO, OFDMA (only DL)
• Spectrum intelligence
• 1 x 5 mGig
• Non Triggered TWT
• Integrated Antenna only

Catalyst 9115
(Wi-Fi 6 certifiable)

• 4x4 + 4x4
• MU-MIMO, OFDMA
• Spectrum Intelligence
• 1 x 2.5 mGig
• TWT

Catalyst 9120
(Wi-Fi 6 certifiable)

• 4x4 + 4x4
• Cisco RF ASIC for Next gen CleanAir
• Dual 5GHz, HDX
• RF signature capture
• IoT ready (Zigbee, Thread)
• Container support for IOT apps
• 1 x 2.5 mGig
• TWT

Powered by Cisco 
RF ASIC

May 
‘19

Mar 
‘19

Mar 
‘19



Dimensions and Weight comparison 

SKU Physical Dimensions

Catalyst 9115AXI 8.0” x 8.0” x 1.5”

Catalyst 9115AXE 8.0” x 8.0” x 1.7”

Catalyst 9117AX 8.70” x 8.70” x 1.94”

Catalyst 9120AX 8.5”x8.5”x1.7”

AIR-AP2800 8.66” x 8.68” x 2.17”

Weight

1.98 lb (0.9 kg)

2.43 lb (1.1 kg) 

3.02 lb (1.4 kg) 

2.87lb ( 1.3 kg) 

3.12 lb (1.41 kg) 

AIR-AP1830I 8.3” x 8.3” x 2”

AIR-AP1850I 8.3” x 8.3” x 2”

2.05 lb (930 grams)

3.12 lb (1.41 kg) 



Cisco Catalyst 
9117AX



Cisco Catalyst 9117AX Series Access Points: 
Next-generation 8x8 802.11ax

Cisco Aironet® AX26

▪ Next-generation 802.11ax access points with 8x8 MIMO with eight spatial 
streams:

▪ 8x8:8 on 5 GHz with MU-MIMO and downlink OFDMA

▪ 4x4:4 on 2.4 GHz with MU-MIMO and downlink OFDMA

▪ Combined data rate of 10.1 Gbps

▪ Cisco DNA ready

▪ Analytics enabled with Intelligent Capture

▪ Built-in BLE radio (Bluetooth 5.0)

▪ Multigigabit Ethernet (1 Gbps, 2.5 Gbps, 5 Gbps)

▪ USB

▪ Supports up to 500 Wi-Fi devices

▪ Internal antenna only

▪ 8x8 .11ax compatible – Note: Uplink OFDMA not supported



Cisco Catalyst 9117AX Series mechanicals



Cisco Catalyst 9117AX Series mechanicals



Wireless LAN 
Controllers



Cisco Unified Wireless Principles

Cisco Prime or 

DNA Center

Wireless LAN

Controllers

Aironet Access 

Point

MSE/CMX

(DNA Spaces)

Campus Network

Wireless Clients



Cisco WLAN Controller Key Functions
Centralized control of Access Points

• Provides a central management point for Access Points in an Enterprise Network, using 
CAPWAP protocol

• Central point for configuration of wireless network

• Examples: WLANs, Security, Policy, RF & Radio Parameters.

• Performs central software upgrade for Aps

• Manages association and authentication of wireless clients

• Traffic forwarding between Wireless clients & Network

• Manages seamless roaming of clients 

• Manages Radio Frequency (RF) dynamically 

• Radio Resource Management (RRM) – DCA, TPC, CHD etc.

• Helps in monitoring & troubleshooting of wireless network.



Wireless LAN Controllers

Physical Virtual

AireOS

IOS-XE

Mobility Express
WLC 3504
WLC 5520
WLC 8540

Catalyst 9800-80
Catalyst 9800-40

vWLC *
(Flex Only)

Catalyst 9800-CL
- Private & Public 



New Cisco Catalyst 9800 Series Wireless Controllers

Deploy AnywhereAlways-on

• Software updates with no disruption 

• Rolling AP upgrades

• Seamlessly add new AP models

Secure

• Detect encrypted threats with ETA

• Automated macro/micro 
segmentation with SDA

• WPA3 Support*

• On-Prem, Private/Public cloud, 
Embed wireless on a Switch

• GovCloud ready

• Scale as you grow

Powered by IOS XE
Open and Programmable

Trustworthy Solutions
Modular operating system



CMX 10.6.1, Cisco DNA Spaces 

- See - Act - Extend
- Bluetooth Low Energy (BLE)

Cisco Catalyst 9800 interoperability

Cisco Prime® Infrastructure 3.6
-Configuration
-Monitoring

Cisco Identity Services 

Engine (ISE) 2.4 and higher
- BYOD
- Guest access

Cisco DNA Center 1.3
- Automation
- Assurance
- Maps and topology

What wireless controllers are supported?

- All form factors

What modes are supported?
- Local, Flex, Fabric, Cisco Catalyst 9800 on ME 

(future)

Cisco® Catalyst® 9800 Series 
16.11 release

Wave1 11ac 

Wave2 11ac

9115AX, 9117AX

9120AX



Deploy It the Way You Want It

6000 APs3000 APs2000 APs1000 APs250 APs

Catalyst 9800-80
6000 APs, 64K Clients, 80 Gbps

Catalyst 9800-40
2000 APs, 32K Clients, 40 Gbps

Catalyst 9800-SW*
200 APs, 4K Clients

On-premise Appliance | Public or Private Cloud | On a Switch

Catalyst 9800-CL
6000 APs, 64K Clients

Catalyst 9800-CL+

1000 APs, 10K Clients

Catalyst 9800-CL
3000 APs, 32K Clients

ENCS

Catalyst 9800-L
250 APs, 5K Clients, 5 Gbps

Catalyst 9800 Wireless Controller Portfolio (IOS-XE)



C9800-40: industry’s first fixed wireless controller 
with seamless software updates

4  x 1GE/10GE Ports

SP/RP Port Fiber RP Port
USB 3.0Console

Up to 2,000 APs Up to 32,000 Clients 40 Gbps

Fully programmable multi-core network processor Support for Netflow, AVC and ETA



DUAL AC POWER SUPPLY

EXTERNAL INTERFACES

• RJ-45 Console Port
• Mini USB Console Port
• 2 External USB Ports 
• RJ-45 Ethernet Management Port (SP)
• RJ-45 Ethernet Redundancy port (RP)
• SFP Gigabit RP Port
• 4 x 10GE/1GE SFP and SFP+ ports

LEDs

• Power Status LED
• Alarm LED
• High availability LED
• USB console LED
• 10/100/1000 RJ45 Link LED
• 10/100/1000 RJ45 Activity LED
• SSD Activity LED 
• System Status LED

Gigabit SFP RP 
Port

Dimensions : 17.3” (439 mm) wide, 1.75”(44.4 mm) 
tall (1RU), and 18.3”(464 mm) deep*     

*compared to 30.98” (786 mm) in 5520

C9800-40-K9

AIR-CT-5508-K9

AIR-CT-5520-K9

C9800-40-K9 Front Panel 

1 RU



Evolution of Wireless Controllers 
Enterprise Campus and Full-Service Branch

•1500 APs, 20000 Clients
•20 Gbps Throughput

5520

Catalyst 9800-40

•1500 AP Groups
•1500 FlexConnect Groups,
• 100 Flex APs/FCG

•4096 VLANs, 512 Interface Groups
•40000 PMK Cache
•512 WLANs

•24000 Rogue APs, 32000 Rogue Clients
•25000 RFIDs
•3000 APs/RRM Group
•320000 AVC Flows

• 2000 APs, 24000 Clients

• 40 Gbps Throughput

• 4096 VLANs, 100 VLAN Groups

• 48000 PMK Cache

• 4096 WLANs

• 8000 Rogue APs, 12000 Rogue Clients

• 24000 RFIDs

• 4000 APs/RRM Group

• 300000 AVC Flows

• 2000 Policy Tags

• 2000 Site Tags,

• 100 Flex APs/Site



SFP/SFP+ Support for C9800-40-K9

• GLC-BX-D

• GLC-BX-U

• GLC-LH-SMD

• GLC-SX-MMD

• GLC-ZX-SMD

• GLC-TE

Note: 

SFP-GE-S, SFP-GE-L and SFP-GE-Z are End-of-Sale, and will not be

officially supported

10G ports will operate in 1GE mode but will not support operation at 10/100M. 

Hence the 10G ports will not support the following SFPs for 10/100M:

• GLC-GE-100FX=

• SFP-GE-T

• GLC-TE

• SFP-10G-SR

• SFP-10G-SR-X

• SFP-10G-LR

• SFP-10G-LRM

• SFP-10G-LR-X

• SFP-10G-ER

• SFP-10G-ZR

• SFP-H10GB-ACU7M

• SFP-H10GB-ACU10M

• DWDM-SFP10G-30.33 –DWDM-SFP10G-61.41

SFP MODULES SFP+ MODULES



C9800-40-K9 LEDs:  PWR, SYS, ALM

No. LED Label Description LED Color Behavior

1 PWR Power Green If all the power rails are based on the specification.

2 SYS System On Remains ON during IOS boot complete.

Blinking Green Remains blinking when IOS booting is in progress.

Amber Remains ON during system crash.

Blinking Amber Remains blinking during secure boot failure

Off Remains OFF during ROMMON boot.

3 ALM Alarm Green Remains ON during ROMMON boot complete.

Blinking Green Remains blinking when system upgrade is in progress.

Amber Remains ON during ROMMON and SYSTEM boot ups.

Blinking Amber Remains blinking during temperature error and secure boot failure.

Red Critical Warnings 



C9800-40-K9 LEDs:  HA, EN, LINK, SSD

No.
LED 

Label
Description LED Color Behavior

4 HA High Availability Green Remains ON when HA is active.

Blinking Green Remains blinking when HA Standby Hot.(Future)

Amber Blinks slowly when booted or HA Standby Cold. (Future)

Blinks Fast Blinks fast during HA maintenance. (Future)

5 EN USB console enabled Green Indicates that the mini USB connector is used as the console.

6 LINK Management Solid Green Indicates that the RJ-45 connector is not used as the console.

Flash Green Indicates that the RJ-45 connector is being used as the console.

Built-in Module (1 SFP + Port Status of 4 LEDs with 
1 per SFP)

Off Indicates that the port is not enabled.

Amber Port enabled with a problem in the Ethernet link.

Green Port enabled with a valid Ethernet link.

7 SSD SSD Activity Green Remains ON during the SSD activity.
TECEWN-2005



• Power Supply ( PEM 0 and PEM 1)

• Hot-swappable

• FRU

• Power Supply Fans 

• Integrated Module Fans

• Power/Standby switch

C9800-40-K9 Rear Panel 

Power Supply Condition Green (OK) LED Status Amber (FAIL) LED Status

No AC power to all power supplies OFF OFF

Power Supply Failure (includes over voltage, over 
current, over temperature and fan failure)

OFF
Red for Power Supply Failure 

Amber for Fan Failure 

Power Supply Warning events where the power 
supply continues to operate (high temperature, high 
power and slow fan)

OFF 1Hz Blinking

AC Present/3.3VSB on (PSU OFF) 1Hz Blinking OFF

Power Supply ON and OK ON OFF

1 Fans 3 Power supply (PEM 0)

2 Power supply (PEM 1) 4 Power/standby switch



Cisco Wireless 
Architecture



Cisco Wireless Principles

Wireless Controllers
(WLC)

Wireless
Access Point (AP)

Cisco DNA Center
(Prime Infrastructure)

Cisco DNA Spaces
(MSE/CMX)

Campus Network

Cisco DNA Spaces

1

2

3

4

Wireless
Access Point (AP)



CAPWAP (RFC 5415)

• CAPWAP: Control And Provisioning of Wireless Access Points is used between APs and Wireless 
controller and based on Cisco’s LWAPP over IPv4 or IPv6

• CAPWAP carries both control and data traffic between AP and Wireless Controller

• Control plane is DTLS encrypted

• Data plane is DTLS encrypted (encryption optional)

Access Point
Wireless     

ControllerClient



IPsec/ MACSEC 802.1z WPA/2/3 Auth

End-to-end Security/ Encryption 

Client
(AnyConnect VPN for 
enhanced security)

Network
Access Point

Wireless 

Controller

CAPWAP Tunnel 
(DTLS Encryption)

Certificate/ 802.1x 



Branch Wireless Deployment Options

Mobility Express Flex Connect

FlexConnect

Cisco DNA Center

ISEAutomationPolicy Assurance CMXSecurity

BRANCH BRANCH BRANCH

• Single/Multi site networks
• Low IT footprints

Single or Multi-Site

WAN

Single/Multi-site networks
Low IT footprints
11ac Wave 2 AP (1800, 2800, 3800, 4800)

Distributed Network
Highly Scalable

Local Controller

Local WLAN Controller

` `

WLC

`

Mobility Express



Central Mode



Central Mode

• Control Traffic run through the controller (Centralized Control Plane)

• Data Traffic run through the controller (Centralized Data Plane)

Client
Network

Access Point

Data (CAPWAP)

Control (CAPWAP)

Wireless 

Controller
Switch



Central Mode

• Control Traffic run through the controller (Centralized Control Plane)

• Data Traffic run through the controller (Centralized Data Plane)

Client Network

Data (CAPWAP Encrypted)

Control (CAPWAP Encrypted)

Access Point
Wireless 

Controlle

r

Switch



Why Centralized Wireless Deployment?
• Simple IP Addressing and mobility

• All wireless client traffic is switched at the WLC

• Client IP addressing & VLAN(s) defined on the WLC

• Client Layer 3 roaming without reassigning an address

• Single point of connection to the wired network

• Easier to apply security & QoS policies for wireless users

• Simplified Overlay Design

• Traffic is tunnelled (using CAPWAP Protocol) from AP to WLC

• Can be deployed on top of any wired infrastructure

• Throughput governed by WLC capabilities



FlexConnect



FlexConnect Deployment

• Control Traffic run through the controller (Centralized Control Plane)

• Data Traffic bypasses controller and directly forwarded from switch (Distributed Data Plane)

Client

Network

Data 

Control (CAPWAP)

Access Point
Wireless 

Controlle

r

Switch



FlexConnect Deployment

• Control Traffic run through the controller (Centralized Control Plane)

• Data Traffic bypasses controller and directly forwarded from switch (Distributed Data Plane)

Client

Network

Data 

Control (CAPWAP Encrypted)

Access Point
Wireless 

Controlle

r

Switch



FlexConnect Deployment

• Control Traffic run through the controller (Centralized Control Plane)

• Data Traffic bypasses controller and directly forwarded from switch (Distributed Data Plane)

• Data Traffic run though controller (ACL/ AAA Override for Centralized Data Traffic)

Client

Network

Data 

Control (CAPWAP Encrypted)

Access Point
Wireless 

Controlle

r

Switch



Standalone Mode

Connected Mode

Central Switching

Local Switching

01

02

03

04

When FlexConnect AP can reach Controller, it 

gets help from controller to complete client 

authentication

When FlexConnect AP cannot reach 

Controller, it goes into standalone mode 

and does client authentication by itself

Data traffic is tunneled back to 

WLC for an SSID

Data traffic is switched 

onto local VLANs for an 

SSID

FlexConnect Terminology/Glossary



Flex Connect Design Considerations

WAN Limitation Apply

Deployment Type WAN Bandwidth (Min) WAN RTT Latency (Max) Max APs per Branch Max Clients per Branch

Data 64 kbps 300 ms 5 25

Data 640 kbps 300 ms 50 1000

Data 1.44 Mbps 1 sec 50 1000

Data+Voice 128 kbps 100 ms 5 25

Data+Voice 1.44 Mbps 100 ms 50 1000

Monitor 64 kbps 2 sec 5 N/A

Monitor 640 kbps 2 sec 50 N/A

C
It is highly recommended that the minimum bandwidth restriction remains 24 Kbps per AP with the round trip latency no 

greater than 300 ms for data deployments and 100 ms for Data + Voice deployments.

+

http://www.youtube.com/watch?v=QiCOmqvWUaw


FlexConnect Resiliency - WAN Failure

▪ FlexConnect APs will go to 
Standalone mode
▪ No impact for locally switched SSIDs

▪ Disconnection of centrally switched SSIDs 
clients

▪ Static authentication keys are 
locally stored in FlexConnect AP

▪ Lost Features
▪ RRM, WIDS, location, other AP modes

▪ Web authentication, NAC

WAN Failure

Remote Site

WAN

Central Site

Application

Server



FlexConnect – AAA Survivability
Local Backup RADIUS 

▪Normal authentication is done centrally

▪On WAN failure, AP goes to Standalone 
mode and authenticates new clients 
with locally defined RADIUS server

▪ Existing connected clients stay 
connected

▪ Clients can roam with 
▪ CCKM fast roaming, or

▪ Re-authentication

Local Backup RADIUS

Remote Site

WAN

Central Site

Central 

RADIUS

CCKM Fast Roaming

Local Backup

RADIUS



VLAN 7

QoS = Platinum

VLAN 3

QoS = Silver

FlexConnect AAA VLAN Override

▪ AAA VLAN Override with local or central 
authentication

▪Up to 16 VLANs per FlexConnect AP

▪ VLAN ID must be enabled per AP or 
FlexConnect Group

▪ Consistent configuration between AP and 
switch port required

Description

Remote Site

WAN

Central Site

FlexConnect Group 

RADIUS

Application

Server



FlexConnect ACL – Split Tunneling

▪ Split tunneling allow some traffic to be locally switched although the 
WLAN is defined as centrally switched

▪ Split tunneling is using a NAT/PAT feature with ACL to perform the local switching

▪ Split tunneling is using the AP IP address for the NAT/PAT feature

Overview

WLCFlexConnect AP
CAPWAP

WAN

Central Server

Central Traffic

Local Printer

NAT/PAT

ACL

Local Traffic



Why FlexConnect Wireless Deployment?

• WAN Distributed Branch Offices, with resiliency

• Survivability across WAN for small, medium & large sites (client 
data & authentication)

• Optimized Control and Data Planes

• Client data traffic can be switched locally, while APs are managed 
centrally

• Throughput not governed by central WLC 

• Efficient AP Upgrade across WAN

• With the Smart Image Upgrade, software only sent to Master AP, 
reducing WAN bandwidth requirements



SD Access
(SDA, Campus Fabric)



Software Defined Access (SDA)

• Simplifying Data, Control and Management Planes

• Control Plane centralized at WLC

• Forwarding (Data) Plane separated from services plane (reside in 
different fabrics)

• Data plane is distributed

• Cisco DNA Center single management touchpoint

• Simplified Policy

• Separation of policy (QoS, security etc.) from client IP address / 
location

• Seamless Roaming Domain

• Stretch client subnet without extending same VLAN everywhere



ISE / AD

WLC

CAPWAP (Control)

Simplified IP addressing? WLC as mobility 

Anchor

Yes with WLCSimplified operations?

CAPWAPNetwork Overlay?

WLC as Mobility 

Anchor

L3 roaming across 

Campus?

Foreign-AnchorGuest traffic segmentation?

Centralized Wireless Network Strengths

CAPWAP (Data)



Wireless in SDA



150

Wireless on top of SDA Fabric

ISE / AD

SD-Access 

Fabric

C

BB

APIC-EM

CUWN wireless Over The Top (OTT)

Non-Fabric 

WLC

Non-Fabric 

APs

▪ CAPWAP for Control Plane and Data Plane

▪ SDA Fabric is just a transport

▪ Supported on any WLC/AP software and hardware

▪ Only Centralized mode was supported at FCS

CAPWAP

Control & Data

▪ No SDA advantages for wireless

▪ Migration step to full SD-Access

▪ Customer wants/need to first migrate 
wired (different Ops teams managing 
wired and wireless, get familiar with 
Fabric, different buying cycles, etc.) and 
leave wireless “as it is”

▪ Customer cannot migrate to Fabric yet 
(older APs, need to certify the new 
software, etc.) 

Cisco DNA Center



SD-Access Wireless: True integration in Fabric

ISE / AD

SD-Access 

Fabric

C

BB

APIC-EM

SD-Access Wireless

Fabric enabled

APs

Fabric 

enabled WLC

▪ CAPWAP Control Plane, VXLAN Data plane

▪ WLC/APs integrated in Fabric, SD-Access advantages

▪ Requires software upgrade (8.5+)

▪ Optimized for 802.11ac Wave 2 APs

CAPWAP

Cntrl plane

VXLAN

Data plane

Cisco DNA Center

▪ True wireless integration with Fabric

▪ Provides all the advantages of SDA for 
wireless clients:

▪ Full automation with Cisco DNA Center

▪ Hierarchical segmentation (VRF and SGT)

▪ Same policy as wired

▪ Distributed Data Plane with no drawbacks

▪ Optimized traffic path for Guest

▪ Recommended option



Why use SD-Acess?

• Automation

• Unified Wired-Wireless automation for design and 
deployment 

• Segmentation

• Macro-Micro Segmentation for enhanced security 
(Common policies for Wired-Wireless)

• Scale

• Distributed data plane for Wireless (No restriction with 
Wireless Controller Data throughput)   

SD-Access Wireless

Fabric enabled

APs

Fabric 

enabled WLCCAPWAP

Cntrl plane

VXLAN

Data plane

Cisco DNA Center



AP Groups



Understanding AP Groups

• AP Groups is a logical concept of grouping APs which 
deliver similar Wi-Fi services; these services can be:

• By physical location, and/or

• By functional services 
(data, voice, guest, …)

• Same AP groups need to be defined in all WLC’s of a 
mobility group

Overview

Remote Site A
Remote Site B

Central Site

WAN

AP Group 1

AP Group 2

AP Group 3

Flex WLC

Scaling 8540 5520 9800-40 9800-80 3504

#AP Groups 6000 1500 2000 6000 150

#WLAN (SSID) 512 512 4096 4096 64

#VLAN 
Interfaces

4096 4096 4096 4096 64



AP Groups Usage

WAN

Central Site

Store Site

Manufacturing Site

AP Group 2

AP Group 3

AP Group 1

Corporate-Voice

Guest-Access

Corporate-Data

Guest-Access

Corporate-Data

@ Internet

Scanners

AP groups give the ability to enable Wi-Fi 
Services (WLAN) based on physical location

Central Site
Corporate-Voice, Corporate-Data, 
Guest-Access

Manufacturing Site
Corporate-Voice, Corporate-Data, Scanners

Store
Corporate-Data, Guest-Access

Per Location SSID



AP Groups Usage

• AP groups give the ability to statically map Wi-Fi service 
(WLAN) to VLAN based on physical location

• Users see the same Wi-Fi service on all sites.

• Admin can monitor and filter based on different IP@ each 
site

• Can also be used to have smaller Wi-Fi subnets

• For example per floor subnets 
in a building.

Corporate-Data

Corporate-Data

Corporate-Data

VLAN-1

VLAN-2

VLAN-3

Manufacturing Site

Store

Central Site

WAN/MAN

AP Group 1
Head Office

AP Group 2

AP Group 3

Per AP Group SSID to VLAN Mapping



Wi-Fi Security







Identity PSK



Challenges for Enterprises: Advanced security encryption across all devices 

Increased demand for 

IoT devices 

Identity security 

without 802.1x 

Simple Operations

High Scale 

Cost Effective 

Cisco Advantage:

Highly scalable identity PSK solution designed for a large multi controller network  

Keys Solution Asks:

Private PSK with RADIUS integration; Per client AAA override  (VLAN / ACL, QoS etc)



Identity PSK 

Wireless LAN Controller

Device MAC Group Private PSK

IOT Devices aabbcc

Sensors xxyyzz

Employees ---

PSK WLAN

MAC Filtering

AAA Override 

✓

✓

✓
IOT Devices

Sensors

Employees

Cisco-AVPair += "psk-mode=ascii”
Cisco-AVPair += "psk=aabbcc"

Cisco-AVPair += "psk-mode=ascii”
Cisco-AVPair += "psk=xxyyzz"

No PSK attributes 

WLAN PSK

xxyyzz

aabbcc

ISEAccess Point



IOT SSID Security and Segmentation

WLCAccess Point

Enterprise

Backbone

ISE AAA Override 

IOT Sensors 
VLAN ID = 10

IPSK

IOT Lighting
VLAN ID = 10

Smart Devices
VLAN = 20

IOT Sensors 
PSK = aabbcc

IOT Lighting 
PSK = eeffgg

Smart devices 
PSK = xxyyzz

✔✔

✔

IOT SSID

IOT Sensors IOT Lighting Smart Devices

IOT Sensors

IOT Lighting

Smart Devices 

Identity PSK VLAN 

IOT Sensors aabbcc 10

IOT Lighting eeffgg 10

Smart 
Devices 

xxyyzz 20

ACL 

PERMIT

PERMIT

DENY 

SGT
Backend 
Servers

4 PERMIT

5 DENY 

6 DENY

SGT = 4 

SGT = 5 

SGT = 6 

✔



802.1x





802.11 Fundamentals
Authentication

CAPWAP RADIUS

Supplicant Authenticator
Authentication Server

Wireless LAN Controller Identity Services Engine



802.11 Fundamentals
Authentication

LDAP

Credential 
Server

CAPWAP RADIUS

Supplicant Authenticator
Authentication Server

Wireless LAN Controller Identity Services Engine



802.11 Fundamentals
Authentication

CAPWAP RADIUS

Authenticator
Authentication Server

Wireless LAN Controller Identity Services Engine

EAPRADIUS802.1x

LDAP

Credential 
Server



802.11 Fundamentals
Authentication

Identity Request

Identity Response Identity Response

EAP Type Negotiation

Authentication Sequence Between Supplicant and Authentication Server

EAP Success EAP Success

CAPWAP RADIUS

Wireless LAN Controller Identity Services Engine

Association Response



TECEWN-2002

WPA-Enterprise
802.1 and Extensible Authentication Protocols

Tunnel-Based

Outer Methods

EAP-PEAP

EAP-FAST

Inner Methods

EAP-MSCHAPv2 EAP-GTC EAP-TLS

Certificate-Based

EAP-TLS





Web Auth



Agenda

This session covers the configuration steps to setup Guest solution with the 
C9800, including:

• Local Web Authentication (LWA) with C9800

• With internal portal

• With internal custom portal 

• With an external portal

• Central Web authentication (CWA) with C9800 and ISE

• Setting up a Foreign – Anchor guest solution



AP-WLC DHCP/DNS
RADIUS Server

Additionally:
• PSK / 802.1X0

Pre-webauth ACL2

Host Acquires IP Address, Triggers Session State
3

Host Opens Browser

Login Page

Host Sends Login

4

WLC Queries AAA Server (or Int. DB)

AAA Server Returns Policy

Server
authorizes 
user

5

WLC Applies new WebAuth Policy (L3) 6

WebAuth SSID1

Local Web Authentication (LWA)

LOCAL because the redirection URL
and the pre-webauth ACL are locally
configured on the Wireless
Controller.

PSK / 802.1X

Local 
Web Auth



Configuring Local Webauth
Webauth Parameter Map

• Navigate to Configuration > Security > Web Auth and either modify the existing Parameter map or create a 
new one.

• Configure the General settings first. Here is where you choose the type of webauth

choose the desired webauth type (see 
next slide)

You can disable Success and Logout popup 
windows. By default these are enabled



Configuring Local Webauth
Webauth Parameter Map

• Consent:

• Authbypass:

Different webauth type determines a different user login experience:

▪ Webauth:

▪ Webconsent:
Client connects to the SSID and gets an IP 
address, but the client goes to RUN state only if 
the MAC address is allowed either locally or in 
AAA. If not, the client it is
not allowed to join.



Configuring Local Webauth
Webauth Parameter Map for Internal Portal

• Configure the desired advanced parameter for the Parameter Map

Set the other optional settings like (success page, redirect page on failure, etc

Leave this blank if using the internal portal

Leave this blank if using the internal portal



Configuring Local Webauth
Webauth Parameter Map for Internal Portal

• Configure the desired advanced parameter for the Parameter Map

• If using the internal portal, a pre-auth ACL to allow DNS, DHCP, and HTTP/HTTPs client traffic before 
the user is authenticated, it is automatically created by the wireless controller

Set the other optional settings like (success page, redirect page on failure, etc

Leave this blank if using the internal portal

Leave this blank if using the internal portal



Configuring Local Webauth
AAA settings – AAA Authentication method list - internal DB

• Configure the AAA settings. Go to Configuration > Security > AAA > AAA Method List > Authentication and 

add a Login Authentication method: 

• Note #1: If you are going to authenticate clients with credentials configured locally on the C9800, login to CLI 
and run this config command: aaa authorization network default local

• Note #2: internal guest users are configured under Administration > User Administration. Create a new user 
and select privilege “no access”(see next slide)

Make sure you select type “login”

• Choose “local” if you want to 
authenticate the users locally on 
the C9800

• Choose “Group” and then select 
and available AAA group



Configuring Local Webauth
AAA settings – AAA Authentication method list - internal DB

• TIP: If you want to use local database users, go to Administration > User Administration and create a guest 
credentials:

Set the privilege to “no access” so the user will just be able to login to 
the network but not to the controller



Configuring Local Webauth
AAA settings – AAA Authentication method list – external AAA

• Customers may want to use an external repository for guest users and use RADIUS  for authentication.

• In this case the user needs to add a server and a server group to C9800 under Configuration > Security > AAA > 
Server / Group (same as when using AAA for dot1x)

• Go to Configuration > Security > AAA > AAA Method List > Authentication and add a Login Authentication 
method list. The only difference vs. an authentication list for dot1x is the the type that has to be “login” 
(instead of dot1x):

Choose Type = login



Configuring Local Webauth
SSID (WLAN profile) configuration

• Configure the WLAN. Go to Configuration > Wireless > WLANs >  and add and configure the SSID for webauth:

▪ Configure the name and enable the SSID ▪ Set the L2 security to none ▪ check “Web policy” and select the 
Parameter map and Authentication list 
defined earlier



Configuring Local Webauth
Policy profile configuration

• Create a new policy profile or modify the default one

Under General tab:
• Enable the profile
• Verify Central Auth is checked
• Anything else can be left to default

Under Access Policy tab:
• Select the VLAN you want the guest users to use
• Anything else can be left to default

1

2



Configuring Local Webauth
Policy Tag and AP assignment

• Define a policy tag and assign it to the APs. Go to Configuration > Tags & Profiles > Tags > Policy and edit the 
policy tag or create a new one. Associate the WLAN to the Policy profile configured

• Go to Configuration > Tags & Profiles > Tags > AP and assigned the Policy tag to the AP

Associate the WLAN profile to the Policy profile



Configuring Local Webauth
Tag to AP assignment

• TIP: how to assign the same TAG to multiple APs via the GUI? a simple way is the following:

1

2
3

Select the Advanced setup and click on start now

Click on Tag the APs
Select the APs and click on +Tag APs



(Optional) Local 
Webauth (LWA) with 
customized internal 
portal



Configuring Local Webauth
Optional: customized internal portal

• User can download a WebAuth bundle to the controller and use customized page for Login, Success page, etc…

• Download the bundle to the C9800 in .tar format. Go to Administration > Backup & Restore > Config File 
Management and select WebAuth bundle as file type and the transfer mode

Important NOTE:
▪ The downloaded bundle will get extracted in bootflash: in specific 

directories
▪ As of 16.10, the user will have to move the html files from the 

directories to bootflsh
▪ This is fixed in release 16.11



Configuring Local Webauth
Optional: customized internal portal

• Once the bundle has been installed, the user can select the customized web pages in the Configuration > 
Security > Webauth > Webauth Parameter Map > Advanced section under the Customized page configuration:

• The naming changes in 16.11 and looks like this:

Release 16.10

Release 16.11



(Optional) Local 
Webauth (LWA) with 
with external portal



Configuring Local Webauth
Webauth Parameter Map

• Note #2: when configuring an IP address for the portal a pre-auth ACL is automatically created to allow the 
HTTP and HTTPS traffic (TCP port 80 and 443) from the wireless clients to the external web authentication 
server. In the case of ISE, the portal is using port 8443, so an ACL has to be created to allow traffic to ISE, 
example:

c9800#sh ip access-lists ise-preauth-acl

Extended IP access list ise-preauth-acl

10 permit udp any any eq domain (1188 matches)

20 permit tcp any any eq domain

30 permit udp any eq bootps any

40 permit udp any any eq bootpc

50 permit udp any eq bootpc any

60 permit ip any host 172.16.3.4 (416 matches)

70 permit ip host 172.16.3.4 any

80 permit icmp any any (24 matches)

90 deny ip any any (9369 matches)

wlan c9800-lwa 3 c9800-lwa

band-select

ip access-group web ise-preauth-acl

no security wpa

no security wpa akm dot1x

no security wpa wpa2 ciphers aes

security web-auth

security web-auth authentication-list local-web-users

security web-auth parameter-map local-web

Applied to the WLAN



Configuring Central 
WebAuth (CWA)



AP-WLC DHCP/DNS ISE Server

Host Acquires IP Address, Triggers Session State

4

Open SSID with MAC Filtering
1

AuthC success; AuthZ for unknown MAC returned:  
Redirect/filter ACL, portal URL

Host Opens Browser – WLC redirects browser to ISE web page

Login / AUP Page

Host Sends Username/Password or Accepts AUP

5

Web Auth Success results in CoA

Server
authorizes 
user

6

MAB re-auth

MAB Success

Session lookup – policy matched

Authorization ACL/SGT/timeout returned.7

First authentication session
2

3

CENTRAL because the redirection 
URL and the pre-webauth ACL are 
centrally configured on ISE and 
communicated to the WLC via 
RADIUS.

Central Web Authentication (CWA)

Central 
Web Auth



Configuring Central Webauth (CWA)
Adding a ISE as Radius Server

• Add ISE as AAA server to C9800. Navigate to Configuration > Security > AAA > Servers / Groups > RADIUS > 
Servers > and click Add and enter the RADIUS server's information

Enter all the mandatory information
Mandatory settings have a *

Enable support for CoA

This is the shared secret that needs to 
configured on ISE as well



Configuring Central Webauth (CWA)
Adding a Server Group and AAA Authentication method list

• Go to Configuration > Security > AAA > Servers / Groups > RADIUS > Server Groups, click Add and define a 
server group and add the defined AAA server:

• Go to Configuration > Security > AAA > AAA Method List > Authentication and create a new method list by 
clicking Add:

Select the ISE server defined earlier

Add the server group we have just defined

Choose type “dot1x” and group type “group”



Configuring Central Webauth (CWA)
Adding Authorization and Accounting (optional) method list

• Create an authorization method list. Navigate to Configuration > Security > AAA > AAA Method List > 
Authorization and click Add

• (Optional) create a Accounting method list 

Select type “Network” and group type 
Group

Add the server group defined 
in previous step

Choose “identity” as type



Configuring Central Webauth (CWA)
Configuring the WLAN profile

• Configure the SSID. Go to Configuration > Wireless > WLANs >  and add and configure the SSID for MAC 
filtering:

▪ Configure the name and enable the SSID ▪ Configure L2 security to use MAC 
filtering and select the authorization list 
defined earlier

▪ Under AAA tab, select the authentication 
list defined ealier



Configuring Central Webauth (CWA)
Configuring the Policy profile

• Create a new policy profile or modify the default one:

• Enable the profile
• Verify Central Auth is checked
• Anything else can be left to default

Under Access Policy tab:
• Select the VLAN you want the 

guest users to use
• Anything else can be left to 

default

1

2



Configuring Central Webauth (CWA)
Configuring the Policy profile

• Create a new policy profile or modify the default one:

Under General tab
• Enable the profile
• Verify Central Auth is checked
• Anything else can be left to default

Under Access Policy tab:
• Select the VLAN you want the 

guest users to use
• Anything else can be left to 

default

1

2

Under Advanced tab:
• enable AAA override
• NAC state enable
• Select the accounting list, 

if defined

3

198



Configuring Central Webauth (CWA)
Policy Tag and AP assignment

• Define a policy tag and assign it to the APs. Go to Configuration > Tags & Profiles > Tags > Policy and edit the policy 
tag or create a new one. Associate the WLAN to the Policy profile configured

• Go to Configuration > Tags & Profiles > Tags > AP and assigned the Policy tag to the AP

Associate the WLAN profile c9800-cwa to the corresponding Policy 
profile configured in the previous step



CWA – ISE related 
configuration



CWA – ISE related configuration
• The first time, user will be redirected to the ISE Portal for authentication. For the redirection to work, ISE pushes a redirect ACL. This needs to be 

configured on the wireless controller. 

• Go to Configuration > Security > ACL and click +Add to create a new ACL:

The correspondent ACL will look like this:

Give it a name and choose type “ipv4-Extended”

Click Add to enter the ACL entries:
• Use “deny” for traffic you don’t want to redirect (DNS, 

DHC, ISE portal on port TCP 8443, etc.)
• “permit” for traffic that needs redirection (HTTP, HTTPs)

c9800#sh access-list redirect

Extended IP access list redirect

10 deny udp any any eq domain

20 deny udp any eq bootps any

30 deny udp any any eq bootpc

40 deny tcp any host 172.16.3.4 eq 8443

50 deny icmp any host 172.16.3.4

60 permit tcp any any eq www

70 permit tcp any any eq 443

Replace “172.16.3.4” with your ISE PSN IP address
ICMP is optional, good for testing reachability



CWA – ISE related configuration
• If using Flex local switching the redirect ACL needs to be pushed to the APs. Go to Configuration > Tags & Profiles > Flex and click on the Flex 

profile. Go to the Policy ACL tab.

(*) This checkbox automatically inverts the ACL entries on the AP. This is because a "deny" statement means "do not redirect" on the C9800 IOS-
XE, however on the AP the "deny" statement means the opposite, so this checkbox automatically swaps all permits and deny when pushing to the 
AP. You can verify this with a "show ip access list" form the AP CLI)

Choose the same ACL name defined previously

Select Central Webauth (*)



CWA – ISE related configuration

• On ISE, add the C9800 wireless controller as a network device. Go to Administration > Network 
Resources > Network Devices and click on +Add. Fill in the required info

• Create a authorization profile to redirect users. Go to Policy > Policy Elements > Results > 
Authorization > Authorization Profiles > and click +Add:

Pick a name

Under Common tasks:
- Scroll down and select Web Redirection
- ACL = acl name previously configured (“redirect” in this case)
- Value can be left as default (Sponsored Guest Portal)

This is what will be pushed to the 
Wireless controller

1

2



CWA – ISE related configuration

• Configure the Authentication rule. Go to Policy > Policy Set > Authentication Policy and modify the MAB policy to continue if user not found

• Configure the Authorization rule. Go to Policy > Policy Set > Authorization Policy and add two rules for CWA. The first rule (called here “CWA 
redirect”) applies on the redirect SSID (for example) and pushes the redirect ACL. 

• The second rule detects if the client has been previously authenticated (using Network Access use case) and applies a permit access. 
Optionally, you could build a new authorization profile and assign new parameters like an ACL or QoS



CWA – ISE related configuration
• Finally you would need to define a Guest user. Go to Administration > Identity and configure and click on +Add:

Choose the username

Select a user group. You can choose ALL_Accounts or you 
can pick a more specific one 

Choose the password



Catalyst 9800 
Wireless Controller 
Configuration Model 



Benefits of New Configuration Model

Reusability 

Config modularized as 

objects 

Simplicity

No inheritance or 

containers

Easy Provisioning

With AP attribute 

Tagging 

Rule-based 

Tagging

For easy Day 1 

configuration

Change Management

Site based filtering



Config Interface



Config Interface



Config Vlan



High Density HDX

Data Rates

DCA, TPC, CHDM

Profile threshold for 
traps

Client Distribution

AireOS vs. Catalyst 9800 Config Model
Granular & simplified

What Policies on which Sites

with what RF characteristics  

Going towards a more Modularized and Reusable model with Logical decoupling of configuration entities 

Basic 
Wireless

Advanced Wireless

Wireless Security

Switching Policy

Network Policy

WLAN AP Group Flex Group 

Network Policies 

Wireless site 
settings

RF Parameters

Site Specific Policies

RF Profiles

Network Policies 

Wireless security

Remote Site Config

Remote site 
parameters

Switching Policies 

RF Profile

High Density HDX

Data Rates

DCA, TPC, CHDM

Profile threshold for 
traps

Client Distribution

WLAN

Policy 

Profile

Flex 

Profile

AP Join 

Profile

Basic 
Wireless

Advanced Wireless

Wireless Security

Switching Policy

Network Policy

Wireless site settings

Site Specific Policies

Remote Site Config

Remote site 
parameters

High Density HDX

Data Rates

DCA, TPC, CHDM

Profile threshold for 
traps

Client Distribution

RF Profile

Policy 

Tag

Site

Tag

RF Tag

Decouple  

Modularize 

AireOS Config Model

Policy 
Tag

b/g

a/n/ac

Site Tag

RF Tag



Cisco 9800 Catalyst 9800 Config Model

WLAN 
Profile 

Policy 
Profile

Policy Tag

AP Join 
Profile

Flex 
Profile

RF 
Profile 
2.4 GHz

RF 
Profile 5 

GHz

SiteTag

RF Tag

Access Points

Defines the RF properties of 
the network 

Defines the properties of the central 
and the remote site APs

Defines the broadcast domain (list of 
WLANs to be broadcasted) with the 
properties of the respective SSIDs



Components of Policy Tag

WLAN 

Profile 

Policy 

Profile

Policy Tag

VLAN - Mgmt. Vlan

Session timeout – 1800

Idle time out - 300

AVC profile - null

Client Qos(input/and output) – default

BSSID Qos(input/and output) – default

ACL – None

Local switching – disabled (all other 

related parameters are disabled)

Central switching – enabled

Central DHCP – disabled

Central Assoc – disabled

Central Authentication  – enabled 

Local profiling – disabled

Policy map - none

Authentication - Central

Components of Policy Profile

Profile Name

Status

WLAN ID

SSID

Broadcast SSID 

L2 Security

L3 Security

AAA Servers

Coverage Hole detection

Aironet IE

Diagnostic Channel

P2P blocking

Max Client connections

11v BSS transition Support

Off channel Scan defer

Load Balance

Band Select

Components of WLAN Profile



Components of Site Tag

AP Join 

Profile

Flex 

Profile

SiteTag

C
o
m

p
o
n

en
ts

 o
f 

F
le

x
 P

ro
fi

le
 

A
P

 J
o

in
 P

ro
fi

le
 -

d
ef

a
u

lt
s

LED state – Enable

Heartbeat timer– 30 secs

Primary discovery timer – 120 sec

Primed join timeout – 0 seconds

Discovery timeout  - 10 secs

Fast heart beat timer – 1 sec

Fast heart beat – disabled

TCP/MSS  - enabled (set to 1250)

Retransmit count – 5 secs

Retransmit interval – 15 secs

Dot1x authentication – disabled

UDP lite – disabled

11u venue group – unspecified

Username/password – “current default”

Preferred mode – IPV4

11u venue type – unspecified

Client QinQ – disabled

DHCP QinQ – disabled 

Reset  - Disable

Static nameserver/domain name – current 

default

Backup primary/secondary – current default

Core dump – “current default”

Syslog  - “current default”

Hyperlocation – disable

Native VLAN ID

HTTP Proxy Port

HTTP Proxy IP Address

Fallback Radio Shut

ARP Caching

Efficient Image Upgrade

Local Authentication

Local Auth Users 

Policy ACL

VLAN Name and ID



Data Rates

MCS Settings

Maximum and Minimum Power Level Assignment

Power Threshold v1/v2

DCA Channel Width

DCA Foreign AP Interference Avoid Enable

DCA Channel list

Coverage Hole Detection Parameters (Data/Voice 

RSSI,       Coverage Exception, Coverage Level)

Profile Threshold for Traps 

(Interference/Clients/Noise/Utilization)

Maximum Clients 

Multicast Data Rates

Rx Sop Threshold

Load Balancing (window & denial)

Band Select Parameters (Applicable only for 

802.11bg)

Components of RF Tag

RF 

Profile 
2.4 GHz

RF Tag

RF 

Profile 5 

GHz

Components of RF Profile



Day 0 - Backend Constructs 

WLAN 

Profile 

Default 

Policy 

Profile

Default 

Policy Tag

Default 

AP Join 

Profile

RF 

Profile 
2.4 

GHz

RF 

Profile 

5 GHz

Default 

Site Tag

Default RF 

TagGlobal Site

#Tags and Policies created 

behind the Scenes

• Creation of WLAN profiles

• Pre-provisioned Default Policy 

Profile 

• Mapping of WLAN profiles to 

Default Policy Tag

• Pre-provisioned default RF Tag 

and Profiles

• Pre-provisioned Default Site 

Tag and AP Join Profile 



การสรา้ง WLAN 
Step 1. Select Configuration > Tag & Profiles > WLANs 



การสรา้ง WLAN 
Step 2. Select Add 



การสรา้ง WLAN 

Step 3. Select General 

ท ำกำรใสข่อ้มลูดังนี้
- Profile Name
- SSID
- Status Enable 



การสรา้ง WLAN 
Step 4. Select Security > Layer2 

ท ำกำรเลอืกขอ้มลูดังนี้
- Layer 2 Security Mode = WPA+WPA2
- Fast Transition = Disable
- Auth Key Mgmt = 802.1x



การสรา้ง WLAN 
Step 5. Select Security > AAA > Authentication List Step 6. Select Advanced > Device Analytics

Authentication List ใหเ้ลอืก
“COPI-ISE-Authen”

Device Analytics ใหเ้อำเครือ่งหมำยถกู ออก
- Advertise Support
- Advertise PC Analytics Support

จำกนัน้ท ำกำรกด Apply to Device



การสรา้ง Policy
Step 1. Select Configuration > Tag & Profiles > Policy 



การสรา้ง Policy
Step 2. Select Add 



การสรา้ง Policy
Step 3. Select General  

ท ำกำรใสข่อ้มลูดังนี้
- Name = ชือ่ Site นัน้ๆ
- Status = Enable
- Central Authentication = Enable 



การสรา้ง Policy
Step 4. Select Access Policies  

ท ำกำรใสเ่ครือ่งหมำยถกู ดังนี้
- RADIUS Profiling
- HTTP TLV Caching
- DHCP TLV Caching

ท ำกำรใสค่ำ่ หมำยเลข Vlan ทีจ่ะใชง้ำน
ในชอ่ง VLAN/VLAN Group



การสรา้ง Policy
Step 5. Select QOS and AVC > Auto QoS > Voice  



การสรา้ง Policy
Step 6. Select Advanced > AAA Policy  

AAA Policy ใหใ้สเ่ครือ่งหมำยถกู ที่
- Allow AAA Override
- NAC State

NAC Type เลอืก RADIUS
Accounting List เลอืก COPI-ISE-Acc

จำกนัน้ท ำกำรกด Apply to Device



การสรา้ง Policy Tags
Step 1. Select Configuration > Tags & Profiles > Tags 



การสรา้ง Policy Tags
Step 2. Select Policy > Add 



การสรา้ง Policy Tags
Step 3. Select Add Policy Tag

- ท ำกำรใสช่ือ่ Name
- ท ำกำรกด Add WLAN-Policy MAP
- เลอืก WLAN Profiles และ Policy Profile
- ท ำกำรกด เครือ่งหมำยถกู

จำกนัน้ท ำกำรกด Apply to Device



การสรา้ง Flex 
Step 1. Select Configuration > Tags & Profiles > Flex 



การสรา้ง Flex 
Step 2. Select Add 



การสรา้ง Flex 
Step 3. Select General 

ท ำกำรใสค่ำ่ หมำยเลข Vlan
ของ Access Point ในชอ่ง 
Native VLAN ID



การสรา้ง Flex 
Step 4. Select VLAN > Add 

ท ำกำรใสข่อ้มลูดังนี้
- VLAN Name
- VLAN ID

ท ำกำรกด Save จำกนัน้ท ำกำร
กด Apply to Device 



การสรา้ง Site Tag
Step 1. Select Configuration > Tags & Profiles > Tags 



การสรา้ง Site Tag
Step 2. Select Site > Add 



การสรา้ง Site Tag
Step 3. Select Add Site Tag

- ท ำกำรใสช่ือ่ Name
- ท ำกำรเลอืก Flex Profile
- Enable Local Site เอำเครือ่งหมำยถกูออก

จำกนัน้ท ำกำรกด Apply to Device



การ Config Access Point 
Step 1. Select Configuration > Wireless > Access Points 



การ Config Access Point 
Step 2. Select IP Address > Filter 



การ Config Access Point 
Step 3. Select AP Name 



การ Config Access Point 
Step 4. Select General 

ท ำกำรเลอืก Policy และ Site
ใหต้รงกบั Site นัน้ๆ

จำกนัน้ท ำกำรกด Update & 
Apply to Device



การ Config Access Point 
Step 5. Save 



การ Config Access Point 
Step 6. OK 



Wireless Controller 
High Availability



Redundant Port (RP)

C9800-40-K9 Front Panel 



High Availability – Stateful Switch Over (SSO)

A direct physical connection between Active and Standby Redundant Ports or Layer 2 connectivity is required to provide 
stateful redundancy within or across datacenters

Sub-second failover and zero SSID outage
Active Wireless 

Controller 

Active Wireless 
Controller 

Hot-Standby Wireless Controller 

Hot-Standby Wireless 
Controller 

Redundancy Port Connectivity
RP via L2

Redundancy Port Connectivity
RP Via L2

C9800-40-K9

C9800-80-K9

The only supported SFPs on Gigabit RP port are : GLC-SX-MMD and GLC-LH-SMD

Gigabit SFP RP port Gigabit SFP RP port 



Controller Redundancy - Stateful Switchover (SSO)

• True Box to Box High Availability i.e. 1:1

• One WLC in Active state and second WLC in Hot Standby state 

• Secondary continuously monitors the health of Active WLC via dedicated link

• Configuration on Active is synched to Standby WLC

• This happens at startup and incrementally at each configuration change on the Active

• What else is synched between Active and Standby?

• AP CAPWAP state in 7.3 and 7.4: APs will not restart upon failover, SSID stays UP – AP SSO

• Active Client State in 8.0: client will not disconnect – Client SSO

• Downtime during failover reduced to 5 - 1000 msec depending on Failover

• In the case of power failure on the Active WLC it may take 350-500 msec

• In case of network failover it can take up to few seconds

• SSO is supported on 3504 /5520 / 8540 / 9800



High Availability – supported topologies
Single VSS switch (or stack/VSL pair/modular switch)

Enterprise network

▪ For SSO HA, connect the Standby in the same way

▪ Single L2 port-channel on each box

▪ Enable dot1q to carry multiple VLANs

▪ IMPORTANT: only LAG with mode ON is supported

▪ IMPORTANT: connect RP port to the same VSS/stack 
member as the uplinks and not back to back

▪ Make sure that switch can scale in terms of ARP and MAC 
table entries

▪ This is the recommended topology

VSS pair

L2 port channel
+ dot1q trunk

Active Standby

RP port RP port



High Availability – supported topologies
Dual distribution switch with HRSP

Enterprise network

▪ For SSO HA, connect the Standby in the same way

▪ Single L2 port-channel on each box

▪ Enable dot1q to carry multiple VLANs

▪ IMPORTANT: only LAG with mode ON is supported

▪ IMPORTANT: connect RP port to the same distribution 
switch as the uplinks and not back to back

▪ Make sure that switch can scale in terms of ARP and MAC 
table entries

▪ This is a supported topology

L2 port channel
+ dot1q trunk

Active Standby

RP port RP port

HSRP Active HSRP Standby

L2 link



HA SSO Configuration  

Step1: Navigate to Administration> Device to configure a redundant device. Click on Redundancy and select IP address of existing WLC and an IP 

address for redundant WLC as shown below.



Redundancy on Cisco Catalyst 9800 Wireless Controller
Configuration and Verification



ISSU*

*Coming Soon



Active V1 Standby V2

ISSU Workflow

Active V1 APs V1Standby V1

Sync Image V2 to Standby

Pre-download v2 to APs and Swap Primary Image 

Rolling AP Upgrade of APs to v2

Download 

image v2 

Active

Reload Standby 

installs image v2

State Sync Across 

V1 and V2

Standby V2
Active V2

Switchover 

APs V2

Standby reloads 

with image v2



Troubleshooting 
Wireless Network



Troubleshooting tools 
Troubleshooting page



Troubleshooting tools 
Syslog page



Troubleshooting tools 
Core Dump page



Troubleshooting tools 
Administration -> Command line interface page



Troubleshooting tools 
Ping and Traceroute page



Troubleshooting tools 
Collecting outputs with the debug bundle (UI)



Troubleshooting tools 
Embedded Packet Capture web interface

▪ Web interface to the existing EPC 
CLI “monitor capture …”

▪ One click start/stop/download

▪ Physical and VLAN interfaces can 
be selected 



Radioactive tracing
Conditional debugging

• You define a condition: client MAC or AP 
MAC, for example

• Every entry process checks if the flow 
matches the conditional debugging

• If so, it sets a radioactive flag and passes it 
on with to all the functions called

• When the flow ends, the radioactive flag is 
reset

• All intermediate processes will be 
debugged at the same level without having 
to verify the original condition



Dashboard



Dashboard



Dashboard



Monitoring System 



Monitoring Port



Monitoring Clients 



Configuration Access Point



Reset Access Point



Backup Wireless Lan Controller
Select Administration > Backup & Restore 



Backup Wireless Lan Controller



Identity Service 
Engine (ISE)



Cisco ISE Hardware Appliance 



Cisco ISE Hardware Appliance 





CMX 10.5.1 /Cisco DNA Space

- Connect / Detect / Engage
- Hyperlocation
- BLE

Cisco Catalyst 9800 Wireless as a solution!

Prime Infrastructure 3.5
- Configuration
- Monitoring

ISE 2.2/2.3/2.4
- BYOD
- Guest Access

Cisco DNA Center 1.2.10
- Automation
- Assurance
- Maps & topology

What Wireless controllers are 

supported ?
- Physical: Cisco Catalyst C9800 Series 

Appliances
- Cloud: Private and Public Offering
- Catalyst 9800 SD-Access Embedded 

Wireless

What modes are supported?
- Local, Flex, Fabric, Cisco Catalyst 9800 on 

ME (Future)
What are the Differentiating features?
- High Availability, Patching, ETA  

Programmability, Telemetry

Cisco Catalyst 9800
Wireless Controller 16.10

Access Points Supported
- 11ac Wave2
- 11ac Wave1
- 11ax WiFi6



ACCESS POLICY

FOR ENDPOINTS FOR NETWORK

Cisco Identity Services Engine

CISCO ISE
WHO

WHAT

HOW

WHEN

WHERE

HEALTH

THREATS Vuln

Cisco ISE

Cisco Identity Services Engine 
(ISE) is an industry leading, 
Network Access Control and 
Policy Enforcement platform

Role-based Access Control | Guest Access | BYOD | Secure Access

WIRED WIRELESS VPN

VPN

Partner Eco System

SIEM, MDM, NBA, IPS, IPAM, etc.

PxGRID
& APIs

Visibility
Context about everything 

touching the network

Control
Network access control 

and segmentation

Compliance
Enterprises comply to 

industry regulations



ISE Architecture

Policy Administration Node (PAN)
- Single plane of glass for ISE admin
- Replication hub for all database config changes

Single Node (Virtual / Appliance)

Up to 50,000 concurrent endpoints

STANDALONE ISE Policy Services Node (PSN)
- Makes policy decisions
- RADIUS / TACACS+ Servers

Monitoring and Troubleshooting Node (MnT)
- Reporting and logging node
- Syslog collector from ISE Nodes

pXGrid Controller
- Facilitates sharing of context 

Multiple Nodes (Virtual / Appliance)

Up to 500,000 (2M DOT1X/MAB) concurrent endpoints

Network

MULTI-NODE ISE



Visibility

AnyConnect Identity Extensions (ACIDex) | Device Sensor (DS)

Cisco ISE

The profiling service in Cisco ISE identifies the devices that connect to your network

ACIDex

Endpoints send 

interesting data, 

that reveal their 

device identity

DS

DS
Feed Service

(Online/Offline)



Identity Service Engine
Hardware/Virtual appliances

• Small Secure Network Server for ISE Application 

• Mediam Secure Network Server for ISE Application 

• Large  Secure Network Server for ISE Application 

• Cisco ISE Virtual on Vmware ESX/ESXi 5.x/6.x and 
KVM Redhat Enterprise Linux (RHEL) 7



Fundamentals of 802.1x

Cisco ISE

(Authentication Server)
Active Directory

(Identity Store)

RADIUS: ACCESS-REQUEST

RADIUS SERVICE-TYPE: FRAMED

EAP: EAP-RESPONSE-IDENTITY

Credentials

(Certificate / Password / Token)

802.1X

EAP

EAP

RADIUS

EAP EAP

EAP: Extensible Authentication Protocol

Network Device

(Authenticator)

Endpoint

(Supplicant)



MAC Authentication bypass (MAB)

MAB

802.1X 

Timeout

LAN

Network Device

Cisco ISE
802.1X

No 

802.1X

Endpoints without supplicant will fail 802.1X authentication!

EAP: What’s your Id?

Any Packet User: 00-10-23-AA-1F-38

ACCESS-ACCEPT

Bypassing “Known” MAC Addresses

00-10-23-AA-1F-38 Network Device

Cisco ISE



Authentication Methodology
Central Web Authentication (CWA)

alice

…....

NETWORK

Initial packet MAB Request

Google.com

ISE login page

Username + password

CoA

Full Access ACL

Cisco ISENetwork DeviceEndpoint

Initial AuthZ

Limited Access ACL + URL-Redirect to ISE

Got your MAC, 

need your ID



Authentication Methodology
Easy Connect- Identity based network access without 802.1x

EMPLOYEES

UNKNOWN LIMITED ACCESS

FULL ACCESS

DHCP DNS

NTP AD

DOMAIN\bob

Enterprise 

Network

CISCO ISESWITCH-1

DOMAIN 

CONTROLLER

LIMITED ACCESS

ISE retrieves user-ID and 

user’s AD membership

Limited AccessCoA: Full Access
FULL ACCESS

No 802.1X

Bob logged in

Increased visibility 

into active network sessions

Flexible deployment 

co-operates with other auth methods
Immediate value

Leverage existing infrastructure





ISE Login 



ISE Dashboard 



ISE Node Status 



ISE Network Device 



ISE Identity Management 



ISE Policy 



ISE Policy 



ISE Radius Live Logs 



ISE Radius Live Logs 


