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NTEAS Network Diagram @uginalulagansauinauaznisdaans aul.amn.

New Billing System

New Polling Engine
Solarwinds

IP Phone Wuuf 2

New Ethernet Switch uuy MP Phone wuuii 1
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PSS Network Diagram nsenseanie lna

| New szuuaiuqunisiemsdunae |

: WU 1

New Ethemet Switch uwuu POE g ¥ Prone wuud 1

1 e 23—

=

S S

themet B P Phone wuui 2

P —————————————————

Existing ASR 9006 Router i 2 i New Distribute Switch

“~
T
v

IP Phone uuu 2

n
! DC Power Supply SW-a5 MR P Phone uwuil 1
' — e~ —
| New Ethemet Switch uuy POE |\ [l » hene wnit 2
|
L
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New Ethemet Switch wuu POE

New Distribute Switch

Ethemet Switch uuu POE
T T T anaane ek e

MR UL A TR T R Y S R,

- =

IS Network Diagram gudWmuiyaainsinaluladasawimeanazn1sdaads (a1alawa)

f—-lll Access Paint

r
R 15 phone uvul 1

esl 1P Phone uuuft 2

R o over e

,—L Access Point

E 1P Phone wuudl 1

B P Phone uwuil 2

T Tl

r—t_ Access Point

my
sl > phone wwufl 1

IP Phone uuuil 2

—— () o e
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sl Network Diagram guginalulagdansaninduaznisdasnsiua

o ————————— o — —

.
.
.

\ A ==
\ BE7M_01
4 New Voice Gateway uufl 3 I

Port2

Portl

ﬂ Access Point

ry
Beaw P Phone uuuil 1

Portl
Portz |
MGMT

e 1P Phone uuufl 2

TR FAX Over P

Existing ASR 5006 Router

Switch 9200
Port G1/0/1-20 : IP Phone & FAX
Port G1/0/21-24 : Access Point

ﬁ Access Point

E IP Phone wwudl 1

IP Phone uvuil 2

Switch 9200

G1/1/a

DC Power Supply
Ups
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g™ Network Diagram f1aInaniasnim

Access Point

Switch 9200 2y IP Phone wwuff 1
---------------------- G1/1/4 o = '

A -
New s:uunugumsfassamnas uui 2

ISRA431 voicegw01 '

CLL S T EmEe wE wa
I-K : | sw-2 FAX Over IP
I

S s =

g :
<
-
4!
GoL/0
GO/O/0

Switch 9200 FAX Over IP
PortG1/0/1-20 : IP Phone & FAX
PortG1/0/21-24 : Access Point

G1/0/4 Access Point

IP Phone uuuil 1

G1/1/a ll P Phone uuuil 2

: F Over IP

Access Point

IP Phone uuuil 1

7 Gi/1/a

IP Phone wuufl 2

FAX Over IP
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Figure 32 ASR-920-24TZ-M Front Panel Component Indicator

1 Power Supply 0 8 24x1GE SFP Copper

Power Supply 0 LED 9 4x10GE SFP+

Power Supply 1 10 USB Memory port

Power Supply 1 LED 11 Alarm port

Console port (TIA/EIA-232F) 12 USB Console port

Management port 13 Board power LED

~ | (; | | (N

Auxiliary Console port 14 System Status LED
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The Catalyst 3K Family

Catalyst 3850 Catalyst 3650 Catalyst 3850 SFP Catalyst 3850 mGig Catalyst 3850 SFP+ Catalyst 3650 Mini  Catalyst3650
Stackwise-480, Stackwise-160, Stackwise-480, Stackwise-480. Stackwise-480. Stackwise-160, Mgig
Stackpower x Stackpower Stackpower Stackpower Data/PoE/PoE+/ Stackwise-160,
Data/PoE/PoE+/UPoE Data/PoE/PoE+/ 12 and 24 Port Versions 24 and 48 Port Versions 12, 24 and 48 Port Versions Fixed Uplinks Data/PoE/PoE+UPOE
FRU Uplinks Fixed Uplinks FRU Uplinks Stacks with any Catalyst 3850 Enabling 10G Aggregation  Stacks with any 3650 Fixed Uplinks

Stacks with any 3650

' A—""""—” 4 2

g T e B
o

Jun/Aug
2015

Built on Cisco’s Innovative “UADP” ASIC
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One Switch - Multiple Deployment scenarios

MultiGigabit
48 Port SFP+ Version
m MultiGigabit No Stackwise 480
1 Gigiagbit SFP+

Mini — Shallow Depth

==

1 Gigabit
Catalyst 3850 Copper Catalyst 3650 Copper
Copper SKUs Data and Copper SKUs Data and i
R e Suiches ng/BUPoE e Catalyst 3850 Fiber SFP Catalyst 3850 Fiber SFP+
. . Fiber SKUs SFP Versions Fiber SKUs SFP+ Versions
480G Stacking Capacity 160G Stacking Capacity

Enterprise Class Access Layer Smaller Core & Aggregation Option
Based on a Common ASIC and Software

SAVIART
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C3850-NM-4-1G C3850-NM-2-10G C3850-NM-4-10G C3850-NM-2-40G C3850-NM-8-10G
4x1Gig 2x1Gig+2x10Gig 4x10Gig 2x40Gig 8x10Gig
SFP SFPISFP+ SFP/SFP+ QSFP SFP/SFP+

48 Ports or 12+ SFP+ For MultiGigabit and SFP+ Versions only

Flexibility & Investment Protection




Power Supplies

Catalyst 3850 Catalyst 3650

350WAC 440WDC 7T15SWAC 1100WAC 250WAC 640WAC 640WDC 1025WAC
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Catalyst 9K
Family

June 2017

Fastest Growing Product in Cisco’s History
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*Bluetooth Dongle In-built Memory
Support 4GB/2GB Memory Unmatched Full POE+
Blue Beacon (USE 2.0) 4GB Flash Resiliency — Perpetual/Fast POE+

Modular and
Fixed Uplink offering

4 x 1Gig, 4 x 10Gig

Flexible Fast and Light ASIC Most Dense downlink offering
UADP 2.0 mini 24 x 1Gig, 48 x 1Gig

Catalyst 9200 Extends Intent Based Networking Everywhere

SAVIART
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j Better Scale &
Performance

Catalyst 9200 Series

Fixed Uplinks & Fans
SAMMART
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Full PoE+ (30W on All Ports)

Separate Data SKUs Available

‘ﬂ.
Catalyst 9200 Offers Best in Class PoE+

SAVIART
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Redundant Modular Power Supplies

Catalyst 9200 Offers Full Power Resiliency
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Catalyst 9200

Modular Uplinks Supported on All 9200s

J

 4x10 Gig
SFP/SFP + Transceivers SFP Transceivers

Modular Uplinks FRUable

Catalyst 9200L 10G /1G Speed

4 % 10 Gig 4 x1Gig
SFP/SFP + Transceivers S5FP Transceivers

SAVIART
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Catalyst 9200

a Modular Fans FRUable
ﬂ Variable Speed based on Temperature
p 1+1 Redundancy

Modular Redundant Fans

Catalyst 9200L

Fixed Redundant Fans

SAVIART
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Catalyst 9200

Stackwise-160

a Stackwise-160/80 Technology
p Stack Ring Architecture
p Optional Stacking Kit

Catalyst 9200L
Stackwise-80

SAVIART
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Ethernet LAN

= | AN 8831970 Local Area Network Aa3sUULATa2NY LULLTONGANNILADITLAS
qﬂﬂmﬁfﬁwﬁ SNBLIZHZINNG LT MdIANTLELING HIDUSII LA UINWNRINITD
S o ' by g A A A o -
ANFIYDIN LELASATI FINNINELTRILALTR K30 NSeNNWI1 §18 LAN 1%
FNaI NI TaNG B

" Sinasiia (Ethernet) iludaisan3snsdemilnizauseniafisnsaninlnslnaea
(Protocol) Va4 LAN Avandnlas 3 L3N lnn Aau3En Xerox Corporation,
Digital Equipment Corporation (DEC) LLaZ Intel ﬂﬁ]ﬁ;ﬁu Ethernet 1Juna lulad
w3t lasunnufisuann
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MAC Address
6 octets vi5a 6 bytes = 6x8 = 48 bits

- 6 bytes -

offset: 1 2 3 4 5 ¥
MM . MM = MM ° SS ® SS ° SS Bth byte | 5th byte | 4th byte | 3rd byte | 2nd byte | 1st byte

1st octet | 2nd octet | 3rd octet | 4th octet | Sthoctet | 6th octet

" Physical address =2 OnAKAA

or

‘!l ;a GQI [ 1 Q
1N LIINBNNES TaTudraaar  €—— 3 bytes—— o —— 3 bytes———

Ut interface ez buT
" 24 bits W3 = ID WNAA (AW IEEE)

24 bits BaJ = serial number V8- 8 bits
be|b7 |b6 |b5 | b4|b3|b2]| b1

L_ 0: unicast

1: multicast

Drganiﬁatiﬂnall%umque MNetwork Interface Controller
Identifier (OUI) (NIC) Specific

Juesyiubis 3sow
juedyiubis 1sea)

1
v

6 A Aa o %
qﬂmmwgwa@mﬁu@h

0: globally unigue (OUI enforced)

SHENIART
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iy Broadcast Domain

"  Broadcast Domain AaYaULLIA KID
Lﬂ%@?hﬂﬁﬂj”agmmu broadcast §4N3%2¢
vlﬂﬁa;j’%’umﬂluﬁu

" A73u19 Broadcast Domain 88130 b
qﬂmni L3 %38 feature uuqﬂmn‘i L2
(W14 VLAN 628 switch) ¥in 'l

e ——
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sty Collision Domain

v

. . ! 1 ‘é s 1 "U :&’ o 1 Y
"  Collision Domain Aauaulaa w8 §IuvednIalnedigdnsalaud 2 mduldvinsudels
bandwidth L@8N% ﬁﬂﬁﬁj”a%mmmm?wuﬂ”u"lﬁ
1 . . . Y ‘? s Qq: ;a 1 { %
" M3UL4 Collision Domain snansaldaunyal L2 Inly (dsiuaziialuiaaznenld Hub)

Collision Domain

SAVIART

TELCOMS



SAVIART

TELCOMS



ALERT]
ADAPT]
ACHIEVEg=

e &

Hub & Switch RUNNRANIZLANAWN WA L%QN@i@iﬁLﬂ%ﬂ@ﬂawﬁaLmaiﬂmagjﬂua:ﬁmmm

a 1 ‘ﬂl Q/ U
fasaRARIIN b6l

® HUB ﬁ%L?ﬂqﬁﬂiﬂﬂﬂﬁ%ﬁ]&ﬂ%LmU broadcast ﬂizﬂﬁﬂvtﬂnﬂLﬂ%aGLL@iﬁ%ﬂu switch % "ﬂzﬂ’h{rﬂ%ﬂ

A A v . o A <
Wi TﬂﬁLﬂﬁa{le%%LLﬂ’JﬂﬂEla{ivLﬂ AN PTARRRY 28

o dl o [*% dl g/ %4 %% = = dl & = | 1 (% 1
®  Hub 3sn1dun Layer 1 NMARINNINDIREYTUT T ﬂ']l%L'Jﬂ'TL@EI'Jﬂ% Lﬂﬁﬂﬁ%%ﬂl%lﬂﬁﬂ"ﬂqU(ﬂﬂﬂﬂ’ﬁﬁﬁ

Tays 1n3098uU9 azldmunInssdoya

. 0 A o | a A ) B o A A A A o
¥ Switch 3ENNULRUWNY Hub LG UDUENEATDIR awagavlﬂmammm LR B ¢ SUIRINIIN

sataua lanTan g

Switch L3

" Switch ¥nifLen collision domain lﬁtyje] aantilu collision domain NLANAY
= @25l% switch Wnis Hub 11 Ethernet LAN network Switch L2
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iy | ayer 3 Switch

" ansavhawlaluniseeuued layer 2 uag layer 3

- ﬁ"nﬂumsdaﬁ’agaﬂ”uelmmvu layer 2 32AINANTUN MAC address LANDWLAN LaDLDw
MIfadanliIzal layer 3 switch 32NN ip address LIURAN

" 9Bua 71 layer 3 switch I@IGananu T uluszaung layer 2 fzaITaYA

aanuuiu frame udiniauluszay layer 3 duazssrinudayaiduanuoszyadpacket

o o - ™
" Jayer 3 switch #ANURINITNAIUBNITIANTT

idunsstayalddaioma (route) uazld
routing protocol & wilawnuwan router dag
(WGHR2AINY router Aa baiNWAT&9 broad cast
TIULATDUNE)
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Layer 2 vs. Layer 3 Switching

Layer 2 Switching

Router
e——» <Etem9l Layer 3 Switching

L o <

Layer 2 Switch

Combined Layer
2-3 Switch
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Address Learning

" uaawnIIRd frame WWalla switch 1%3\]

Learning

L’%‘ﬂuj’uazﬁ]‘”uﬁ MAC @%N19NLY interface 310 frame NL213N

Flooding

&4 frame anlUtimn port unviu port duns lagldds
- Unknown Unicast

- Multicast

- Broadcast

Forwarding/Filtering

- Forwarding : &9 frame WU Des MAC lugnudayaaanluianiz port N9 1
- Filtering : "UN13&4 frame aanlu port aun lalanniudny Des MAC 1u
SAMART

TELCOMS
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sy \AC Address Table

MAC Address Table

L—
O —
F

0260.8c01.3333

Wl

0
0260.8¢01.2222 0260.8c01.4444 5
= Initial MAC address table is empty.

Lé&JLL‘Jﬂ ®1313 MAC Address Q$gﬂﬂ013jﬁ°ﬁ/ﬂ§ﬂ
SAVIART

TELCOMS
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.-
A—

0260.8c01.1111

Learning Addresses

MAC Address Table

EO: 0260.8c01.1111

0260.8c01.3333

=

0260.8c01.2222

E1
—p
E3 ™

0260.8c01.4444

= Station A sends a frame to station C. sanil A s frame daya 1w C

= Switch caches the MAC address of station A to port EO by learning the source address of data
frames. Switch Suujiegdunisen frame uaziusin MAC 283 A 63 port EO

= The frame from station A to station C is flooded out to all ports except port EO (unknown unicasts
are flooded). Frame a1n A gnaszaneludann port snviu EO wielwld C

ICND20GR_109

SAVIART
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2y | earning Addresses (Cont.)

MAC Address Table

EO: 0260.8c01.1111
E3: 0260.8c01.4444

B

o et et

0260.8¢c01.1111 <«—E0 E1 0260.8c01.3333
o «—
g_d—— E2 E3 || 5

0260.8c01.2222 0260.8c01.4444

ICND20GR_110

= Station D sends a frame to station C. sanil D &1 frame dayaldds C

= Switch caches the MAC address of station D to port E3 by learning the source address of data
frames. Switch Suusnegdunisen frame wsziuiin MAC 209 D 45 port E3

= The frame from station D to station C is flooded out to all ports except port E3 (unknown
unicasts are flooded). Frame an D gnnszaeluginn port uniiu E3 wielily C

SAVIART
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ol Filtering Frames

MAC Address Table

EO: 0260.8c01.1111
E2: 0260.8c01.2222

E1: 0260.8c01.3333 |  [g

E3: 0260.8c01.4444

0260.8c01.1111 0260.8¢c01.3333

EO E1

X

E2 E3 D |

o —

0260.8c01.2222 0260.8c01.44443

ND20GR_111

= Station A sends a frame to station C. sadl A & frame daya lugsanil C
= Destination is known; frame is not flooded. juasnuss frame azlignnszansdndaly

SAVIART
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s Filtering Frames (cont.)

MAC Address Table

EO: 0260.8¢c01.1111
EO: 0260.8c01.4444

 —
;F ok

0260.8¢c01.1111 :
anﬁ

pun— Hub Switch
B

¢ —
A

0260.8c01.4444

ICND20GR_252

= Station A sends a frame to station B. amil A & frame dayalusanil B

= The switch has the address for station B in the MAC address table.
switch ﬁﬁagmaoamﬁ B ua luansns MAC Address

SAVIART
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Broadcast and Multicast Frames

MAC Address Table

EO: 0260.8c01.1111
_ E2: 0260.8c01.2222
A E1: 0260.8c01.3333

— E3: 0260.8c01.4444

0260.8¢01.1111
<4+—E0
+—

g(—— E2 E3 E

0260.8c01.2222 0260.8c01.44443

0260.8c01.3333

E1

ND20GR_112

= Station D sends a broadcast or multicast frame.

= Broadcast and multicast frames are flooded to all ports other than the originating
port.

Broadcast frame uaz multicast frame szgnnsza1eludsnn ports duq uenain port fdudums

SAVIART
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Managing the MAC Address Table

Catalyst 2960 Series

SwitchX#show mac-address—-table
Mac Address Table

All 0008.a445.9p40 STATIC CPU
All 0100.0ccc.cccc STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0100.0cdd.dddd STATIC CPU

1 0008.e3e8.0440 DYNAMIC Fal0/2

Total Mac Addresses for this criterion: 5

SwitchX#

SAVIART
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agly” Configuring a Switch Password

Console Password

SwitchX(config)#line console 0
SwitchX (config-line) #login
SwitchX (config-line) #password cisco

Virtual Terminal Password
SwitchX (config) #line vty 0 4

SwitchX (config-line) #login
SwitchX (config-line) #password sanjosec =l
Enable Password

m

SwitchX (config) #enable password cisco

Secret Password

SwitchX (config) #enable secret sanfran

Service Password-Encryption Commands

SwitchX (config) #service password-encryption
SwitchX(config) #no service password-encryption

301P_256

SAVIART
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Configuring SSH

" 15 access LN LN Router #38 Switch @28013 Telnet Aa771 TN NYRANY AILWAITIE

v é a Q/ 1 = -7 -5 A .
access I@Uﬂ’ﬁlﬂj SSH T92:UAMNNVURANYNINNIN LNTIZALUNTLUITRR 138 encryption

Switch (config) #username admin privilege 15 password cisco
Switch (config) #ip domain-name ninehua.com

Switch (config) #icrypto key generate rsa

#768

Switch (config) #ip ssh version 2

Switch (config)#line vty 0 4

Switch (config-line)#login local

SAVIART
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Implementing
VLANS and Trunks

SAVIART
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s’ Issues In a Poorly Designed Network

= Unbounded failure domains

PIANIINNAVOLLVAVDINIILRYANE

| Intemt )

= Large broadcast domains

WAN

\:}_/ To branch offices

Broadcast domain L#g)

= Large amount of unknown
MAC unicast traffic

MAC Unicast traffic f{i’lmumﬂﬁvliifﬁm

= Unbounded multicast traffic ' g - gg ' gg 'g:gg

mq@ﬂqjqﬁqﬁ’@maULm@m 249 multicast traffic Manufacturing Marketing Executives Administration and IT

v o "

LSS JESY JELY 44,

u POSSible Security Accounting Engineering Sales Human Resources
vulnerabilities

= Management and
support challenges

001

NNTUIRITIANTURSRILL ﬁ‘lgla%ﬂ’]isl,%\‘l’] %ﬁ’]vl,@Tf;l’m

213 e T AT IUNIITNEIANUNBAIUsaa N BLAT e

SAVIART
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= Segmentation

= Flexibility

= Security

gy VLAN Overview — Virtual LAN

.
@Em‘r\ '

VLAN = Broadcast Domain = Logical Network (Subnet)

SAVIART
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ACHIEVE VLA N

VLAN1 .
Broadcast

_
P
4
4

VLAN @8 ﬂﬂiLLﬂ@ﬂﬁj&Jﬂ']ﬂ‘*ﬁmu

24 switch 114 logical laanIase
domain/

VLAN 8711 interface uudtan il
RUNTN IwUAas VLAN

" a3090181le VLAN L8N

LL11N Broadcast Domain fadadaanInwle

" Gagiarnu VLAN ﬁaa‘[ﬁ’qﬂﬂm‘ﬂ

bl Iog|cal

VLAN
10

Broadcast

Layer 3 L2781 route 32%319 VLAN

L " 1 switch lajudd VLAN = n port

agﬂu VLAN 1 1&82n0% lag default

domain

SAVIART
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VLAN Benefits

* ‘lof Bandwidth AxA1 T

aAd11IU broadcast traffics Nidusinguasdymeanuduaineliieiatne unsdiduarinld
v v et 5 1 0 [
aunynidaaldniwennslumsdszananagetulaslaidndu

" waeadaaany
nan s fedu VLAN 678 feature layer 3 1% ACL (Access Control List) azgadnadaya
v 1 i 1 ) / v o s L% é d i 1 { v
Iadluisiwunzay 1iu SAamadins server Madnastoyazasurunnisnuuunaui laiinua7as
A A . A A A Y Y =
anaNEsINIlanlanduuy spoofing (aanwia i ludaenidaneslusdays/daya lifsdaionis)

o a‘imwﬁﬂmjﬁl%m{lﬁmu
A 1 A [*7] U U Qq: 1 [*7] Q
RINTIDVLNYLATATNY K38 818 VLAN ledne laaldnisasan wnuni1sgnasiy 38950013
UsULlURswlaTIRII909ANT

SAVIART
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VLAN Range

VLAN Range Use

0, 4095 Reserved for system use only
1 Cisco default

m For Ethernet VLANS
1002-1005 Cisco defaults for FDDI and Token Ring

Ethernet VLANS only, unusable on specific

1006—-4094
legacy platforms

SAVIART
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VLAN Membership Modes

Static VLAN Dynamic VLAN Voice VLAN

VLAN &

|
4

VMPS
1111.1111.1111 = VLAN 10

MAC =1111.1111.1111

327P_511

SAVIART
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LAN Configuration

"  &319 VLAN

" Funada VLAN

@ ._ Vian 20

N
% accounting

M29819

TELCOMS
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sy \V/LAN Configuration

" Verify VLAN

VLAN Name Status Forts

1 default active Fa0/1, Fal/2, Fal/3, Fal/4
FaQ/5, Fad/6, FaQ/7, Fa0/8
Fa0/9, FaD/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fal/1l6, Fa0/17
Fal/18, Fa0/19, Fad/21, Fal/22
Fa0/23, Fad/24, Fa0D/25, Fa0/26
FaQ/27, Fal/28, Fal/29, Fal/30
Fa0/31, Fa0,/32, Fa0/33, Fa0/34
Fal/35, Fald/36, Fal/37, Fal/38
Fa0/39, Fa0/40, Fal/41, Fal/42
Fa0/43, Fa0/44, Fal/45, Fal/46
FaQ/47, Fal/48, Gi0/1, Gi0/2

10  Servers active Fad/10, Fad/20

20  Users active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

SAVIART
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VLAN Database

U g QU 1 Y & 09// 1 QJI 1
" Tun138319 VLAN 230 Tayavad VLAN 2l laAule RAM HdawnIasanaly el
%Lﬁuaguu%m AN flash Ba731 VLAN.DAT

/»Switch# dir flash: A
Directory of flash:/
1 —-rw- 3058048 Mar 01 2015 04:12:16 c3550-15k21293-mz.121-13.EAla.bin
2 —rw- 736 Mar 01 2015 04:12:16 vlian.dat

- 4/

" A@09n13ay VLAN NInuand as6adau lwa VLAN.DAT U flash

/~ Switch# delete flash:vlan.dat N\
Delete filename [vlan.dat]?
Delete flash:vlan.dat? [confirm]
Switch#erase startup-config
<output omitted>
Switch#reload

- /
SAVIART
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VLAN operation

1un138319 VLAN 1l port 284 switch Wuazvinuiiiag 2 Uszinn Aa Access port Waz Trunk
port

Access Port

= flu Port I winidandaszning Client g9 switch Goi19zlEae LAN LUUS8a9
(Straight Through) 1%?1’151,%6&1@@
- port ‘Ymﬂ set L Access Port Wﬂ 4 traffic va9 VLAN L‘WEJG VLAN L(ﬂmt’l’sdmu‘ma port
oz maayﬂuaﬂmmmm MAC address LRE9ALAETHALDT LT
- port 'ﬂ set 32%14 switch LLaz Client
- port 71 set 3291119 switch W&z Server
- port 71 set 3=W314 switch waz Router (S7aus41 Router Aidaudoii AL DY
lail9 Router vl Route Traffic 32%7319 VLAN)

SAVIART
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Access Port Configuration

" 73A1 Access Port

Switch (config)# interface [interface module/port]
Switch (config-if)# switchport mode access

o % [~ a
" %1 port LU waN1TNVa9 VLAN

Switch (config-if)# switchport access vlan [vian id]

Q/ 1
" Aoy
Switch> enable
Switch# configure terminal
Switch (config)# interface fa0/2
Switch (config-if)# switchport mode access
Switch (config-if)# switchport access vlan 2
Switch (config-if)# no shutdown

TELCOMS
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Access Port Configuration

" 59813190 manage port a8 port N3aNNW LA

port LS89ADN 9 range

port Taiisuenani 9 range Ltgasl%@ﬂﬁ']ﬁ% (,)

SAVIART

TELCOMS

i



ALERT]

ADAPT]
ACHIEVE

VLAN operation

Trunk Port

= fu port AvhwinfLTanda switch @18 9 MiduaunBnuas VLAN 6199 lkunagdani

Laz¥RINNakn traffic T9396 NN 1 VLAN 1nszaneldds switch aadue Nl

port Naniwualwidu VLAN i@uanuiy switch dadunsld wia Nisunnulagild
Uplink Port
" Trunk port L% port NAAIRATE § A1TINH LT VLAN #ane g VLAN #Iadle1 Mac address

WATE 9 ANIN

= @ap819bnT set port 1A D% Trunk port Lo

- port N¥N"UNN connect be9 switch @284 9 Lo Uplink Port

- port NN TaN 183 Router @27N¥inwTinf Route Traffic 551319 VLAN

SAVIART
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VLAN operation

ACCESS PORT
1 VLAN per PORT

TRUNK PORT
ALL VLAN Traffic Passed

SAVIART
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Encapsulation on Trunk

4 Byles

/_M

Ceslination Source 80210 Frarme
Address Address | VIAMTog | Tveeflen Daia Check

(F-
2 Byles | 2 Bytes (Tag Cortral Information) |
Tag Canenical
Profocol m”“;: Farmat VLAM 1D
[} 3 E.'ﬁi Indicatar (12 Bits]
0x8100 E (1 Bit)

IEEE 802.1Q

= 1E5TRw field Tw1a 4 bytes Uznaudie »anula VLAN 291a 12 bits 197115291919 Ethernet
frame (LL‘.LI‘.LIf,‘LijaJ'ﬁmi encapsulate Ethernet frame watdun13unsn field a9 11)

" 3993UMIYIN native LAN

SAVIART
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ACHIEVE 8021Q Trunki ng

Cisco Catalyst
Series Switch

L S
-
&N

802.1Q
Trunk

802.1Q
Trunk

802.1Q
Trunk

"~
S—a
EM

Catalyst
Series Switch
atalyst Series Switch

VLAN 1! ) &)
VLAN i ) AN -

Catalyst

Catalyst

: . Catalyst
Series Switch

Series Switch

VLAN

327P_507
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" ®3@1 Trunk Port

Switch (config)# interface [interface module/port]
Switch (config-if)# switchport trunk encapsulatiyv[isl/doth]

Switch (config-if) #switchport mode trunk

/

v 3z1il3zLnn encapsulation ﬁa%ﬁ%ztﬂﬁa%iﬁagj mode trunk

V' switch u193u 151aua dot1q 1w fazlaidasiian snansalddds
switchport mode trunk laias

" @889
1. ISL
Switch (config) #interface Fa 0/1

Switch (config-if) #switchport trunk encapsulation isl
Switch (config-if) #switchport mode trunk

2. 802.1qg

Switch (config) #interface Fa 0/1
Switch (config-if) #switchport trunk encapsulation 802.1g
Switch (config-if) #switchport mode trunk

SAVIART
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Trunk Configuration

Configure the

E 'faO/11 fa0/6 -_/

SW1 (config) # interface fal/11

SW1 (config-if) #switchport mode trunk

SW1 (config-if) #switchport trunk allow vlan 10,20
SW1 (config-if) #switchport trunk native vlan 99

® VLAN 1 = default native VLAN
SAMART
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Trunk Verification

Switchl#show interface trunk
Port Mode Encap=sulation Status Native wlan
Fal/1 on 802.1q trunking 1

Fort Vlians allowed on trunk
Fad/1 1-1005

Port V1lian=s allowed and active in management domain
Fal/1 1,10,20,1002,1003,1004,1005

Port Vlan=s in spanning tree forwarding =state and not pruned
Fal/1 1,10,20,1002,1003,1004,1005

SAVIART
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Voice VLAN

SAVIART
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= Physical Diagram Non-Voice VLAN

N Y Y I YN Y XYY YYYIY Y Y ) ([eestsesesshess E

e

VLAN 110 VLAN 10 VLAN 110 VLAN 10
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= Physical Diagram Voice VLAN

N Y Y I YN Y XYY YYYIY Y Y ) ([eestsesesshess E

e

VLAN 110 VLAN 10 VLAN 110 VLAN 10
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= Physical Diagram Voice VLAN

= iy ooy ooy icnnoninoo ooy i Y [0 )

[ Product Name(= 8 &/Nom Du Produt: UC Phone (UCR )
Modol Number (1 8/Moddle): CP-7841
5O Manachrer(WaAF srcant Cisco Sysoms, e

Use rocommended supoh oy US:5B1PNANOSSS.
# w-snoc PD Classification 1. 1C:24618-1030

To Switch T To PC

Rues Operaionis méyec o kowng e | ViD CF 4
s e SW: Must use 10.3(1) or later ‘ O

T
[N
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Configuring a Switch for Attachment of a

Cisco IP Phone

* Voice traffic tagged for voice VLAN
- Data VLAN traffic from PC can be
— Untrusted
— Trusted
— Set to a specific value

Cisco IP Phone 7960

Cisco Catalyst Switch

SAVIART
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Basic Switch Commands to Support
Attachment of a Cisco IP Phone

Configure voice VLAN

« switchport voice vian 110
Configure trust and CoS options

mls qos trust cos

mls qos trust device cisco-phone

mls qos extend trust

switchport priority extend cos cos value

Verify configuration
+ show interfaces fa 0/4 switchport
« show mils qos interface fa 0/4

SAVIART
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Configuration Example

Switch (config)# interface fastethernet 0/4
Switch (config-if)# switchport wvoice wvlan 110

Switch (config-if)# switchport access vlan 10

SAMART
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Display Voice VLAN

COPI_SWC(C92_F2_01#sh interfaces Gig 1/0/13 switchport
Name: Gi1/0/13

Switchport: Enabled

Administrative Mode: static access

Operational Mode: static access

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 1800 (Data_Wired)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: disabled

Voice VLAN: 120 (Services_Voice)

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlq
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

SAVIART
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g Display Voice VLAN

COPI_SWC(C92_F2 01#sh interfaces Gig 1/0/13 trunk

Port Mode Encapsulation Status Native vlan
Gi1/0/13 off 802.1q not-trunking 1

Port Vlans allowed on trunk
Gil/0/13 120,1800

Port Vlans allowed and active in management domain
Gil/0/13 120,1800

Port Vlans in spanning tree forwarding state and not pruned
Gil/0/13 120,1800

SAVIART
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Switch Stack

SAVIART
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Why stack?

- Benefits of a 9300 / 3850 stack

- Add as you grow

- Port density

+ Redundancy

- Single control plane

- Central management

- 8 switch ring, up to 480G stack bandwidth

- Support for PoE, PoE+, UPOE, QoS, ACLs, Flex NetFlow, many more

SAVIART
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- Active election is
determined by highest
priority and then lowest
MAC

- Default priority is 1 /
highest priority is 15

- Once Active switch
discovers all member
switches, a Standby is
elected

SAVIART
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Stack Active Election

has the higher user configurable
priority 1-15

2) The switch or stack whose member
has the lowest MAC address

1) The stack (or switch) whose member

|;I;I:I LA Ll Ll J—----- 3------ J

==
:

VSRV FUVSTY UENESY SRR

$I0SXE-1-PLATFOBM: process stack-mgr: $5TACEMGR-1-ACTIVE ELECTED: Switch 3 has been elected ACTIVE.

SAVIART
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Important Points to Remember

- 9300 / 3850 stack tips

» Switch priority is manually configured but takes effect after a reload
+ A switch boots fully into IOS will become Active regardless of priority

» Switch numbers remain persistent even after reload and even after switch
is removed from the stack

« Active switch will renumber a member to resolve number conflicts

» Switch number and port number are not changed upon removal of a
member from a stack

- Switch numbering does NOT reflect the physical switch location in a
stack

SAVIART
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COPI_SWC(C38 01(config)#switch 2 provision ws-c3850-12s

0 COPI_SWC38_01#switch 1 priority 15

COPI_SWC(C38_01#copy run start

COPI_SWC(C38 01#reload

Q Connect Stack Cable

COPI_SWC(C38 01l#switch 2 priority 10

e COPI_SWC38 01#copy run start

COPI_SWC(C38 0Ol#reload slot 2

SAVIART
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Stack Initialization

Active starts RP Domain (105d, WCM, etc)
locally

Programs hardware on all LC Domains

Traffic resumes once hardware is programmed

Starts 2min Timer to elect Standby

in parallel

Active elects Standby

Standby starts RP Domain locally

Starts Bulk Sync with Active RP

Standby reaches "Standby Hot”

Switchishow switch
Switch/Stack Mac Ahddress : 2037.0&5Z2.a580 - Local Mac hddress
Mac persistency wait time: Indefinite

H/HW Current
£5TACKMGR=1=-STANDBEY ELECTED: 3 stack-mgr: Switch 2 Switch Bole Mac Address Priority Version State

has been elected STRANDBY. o e e e e e

37.0653 .dbd0 10 BEM HRA sync in progress
15 vial Feady

ciscolive!

SAVIART
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Commands for displaying stack information

Command

Description

show switch

Displays summary information about the stack, including the status of
provisioned switches and switches in version-mismatch mode.

show switch
stack-member-number

Displays information about a specific member.

show module

Displays summary informaton about the stack.

show switch detail

Displays detailed information about the stack.

show switch neighbors

Displays the stack neighbors.

SAVIART
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Tips for validation and troubleshooting

« Check stack port status with the ‘show switch stack-ports
summary’ command

Device# show switch stack-ports summary

Device#,/ Stack Neighbor Cable Link Link Sync 3 In
Port# Port Length OK Active OK Changes Loopback
Status To LinkOK

SAVIART
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Tips for validation and troubleshooting

« Check stack switch roles with the ‘show switch’ command

9300-STACK#show switch
Switch/Stack Mac Address : 046c.9d1f.3400 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current

Switch# Role Mac Address Priority Version State

"] Active 046c.9d1f.3400 15 V01l Ready

2 Standby 046c.9dl1f.3b80 14 VOl Ready

3 Member 046c.9d1lf.6cl0 13 V01l Ready

4 Member 7001 .b544 5700 12 vOo1l Ready

SAVIART
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Wireless Lan Overview

SAVIART
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Wireless LAN (WLAN)

A WLAN is a shared
network.

An access pointis a
shared device and
functions like a shared
Ethernet hub.

Data is transmitted
over radio waves.

Two-way radio Internet
communications Nt
(half-duplex) are used.

The same radio
frequency is used for
sending and receiving
(transceiver).

SAVIART
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Similarities Between WLAN and LAN

- A WLAN is an 802 LAN.
— Transmits data over the air vs. data over the wire
— Looks like a wired network to the user
— Defines physical and data link layer
— Uses MAC addresses

. Iﬁ‘ same protocols/applications run over both WLANs and
s.

— IP (network layer)
— IPSec VPNs (IP-based)
— Web, FTP, SNMP (applications)

SAVIART
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WLAN Topologies

« Wireless client access

— Mobile user
connectivity

* Wireless bridging
—LAN-to-LAN
connectivity

* Wireless mesh
networking

— Combination of
bridging and user
connectivity

SAVIART
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WLAN and LAN

Wireless LAN (WLAN)
as an extention to wired LAN

3920 044

Workgroup Bridge
SIMART
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Service Set Ildentifier (SSID)

SSID is used to logically separate
WLANS.

The SSID must match on client and
access point.

Access point broadcasts one SSID
in beacon. SSID Cisco SSID Wireless

Client can be configured without
SSID.

Client association steps:
1. Client sends probe request.

2. A point sends probe
response.

3. Client initiates association.
. A point accepts association. 5
. A point adds client MAC SSID Cisco
address to association table.

SAVIART
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WLAN Access Topology

Wireless Cell Wireless Cell

- — T — —~

Channel 6

—

: Overlapping
10-15%

SAVIART
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Client Roaming

Maximum data
retry count
exceeded

Too many
beacons missed

Data rate shifted
Periodic intervals

4 ..-..'-.......-v-.---”--.--.....-.-.-.
-

--...‘.,. ""'-.-:. \

.
- . -
- - - -
.................
..............
-------------------------------------------------------------

* Roaming without interruption requires the same SSID on
all access points.

SAVIART
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Wireless VLAN Support

VLAN100
Guest Access

Mo Central Security

« Multiple SSIDs
* Multiple security types

» Support for multiple
VLANSs from switches

+ 802.1Q trunking
protocol

VLAN103 = yLAN101
802.1x Security  gpecialized User

> " orporate User

SSID: "QO0S Static WEP BBEF"E Security

Not Bruadcasting SSID: "secure"
SSID: "static"

VLAN102

SAVIART
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Amendment

ey Standard Wireless Lan

Max Data

Rate

802.11-1997 |Yes |[No |2 Mbps The original 802.11 standard ratified in 1997

802.11b Yes |No |11 Mbps Introduced in 1999

802.11g Yes | No |54 Mbps Introduced in 2003

802.11a No |Yes |54 Mbps Introduced in 1999

802.11n Yes |Yes |[600Mbps |HT (high throughput), introduced in 2009

802.11ac No |Yes |6.93 Gbps | VHT (very high throughput), introduced in 2013

802.11ax Yes |Yes |4x 802.11ac | High Efficiency Wireless, Wi-Fi6; expected late
2019; will operate on other bands too, as they
become available

SAVIART
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2.4-GHz Channel Use

802.11 b/g 2.4-GHz Channels

2401 MHz |~7 22 MHz —-l 2473 MHz

* Each channel is 22 MHz wide.

* North America: 11 channels.

* Europe: 13 channels.

* There are three nonoverlapping channels: 1, 6, 11.
» Using any other channels will cause interference.
* Three access points can occupy the same area.

SAMART
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802.11b/g (2.4 GHz) Channel Reuse

SAVIART
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5-GHz Channels with 802.11h

Additional 11 Channels

USA:23 ch

UNII-3

5.725

U-NII-1 U-NI1-2 U-NII-2 Extended U-NI1I-3

Channel
36 40 44 AR 52 56 60 64 100104 108 112 116 120 124 128 132 186 140 140 163167 161

[ wnmmmmmm ﬂ\ﬂ\ﬂ\f mxmmfmwn

GH=z
5.180 5.240 5.260

SAVIART
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Wireless Client Association

Access points send out beacons
announcing SSID, data rates, and other
information. Probe

Client scans all channels. Responses

Client listens for beacons and responses
from access points.

Client associates to access point with
strongest signal.

Client will repeat scan if signal becomes
low to reassociate to
another access point (roaming).

During association SSID, MAC
address and security settings are

sent from the client to the access point
and checked by the access point.

SAVIART
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WPA and WPA2 Authentication

802.1x Authentication

G———— .

Supplicant Authenticator Authentication

Server

Access Point AAA Server

Client
Device
Supplicant for 802.1x 802.1x Support Server Support for

Type: LEAP, PEAP, 802.1x Type: LEAP,
EAP-FAST, etc. PEAP, EAP-FAST, etc.

SAVIART
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WLAN Security Summary

Enhanced Security
Basic Securit 802.1x EAP
y Mutual Authentication

Open Access WPA Passphrase Tﬂ%ﬁ?WP%’n

No Encryption,
Basic Authentication
g .3 .
i & =
i | A LB

|_——
Public “Hotspots” Home Use

-,
-~

Business

Traveler,
Telecommuter

Remote
Access

SAVIART
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WLAN Components

Autonomous
Solution

%_/ Wireless clients %"‘@

Lightweight
Solution

Autonomous
access points

@ Acconspoms GP

Lightweight
access points

Wireless Domain
Services (WDS)

@ Control @

WLAN controller

WLAN Solution
Engine (WLSE)

@ WLAN management @

Cisco Wireless
Control System

(WCS)

PoE switches,
routers

m Network infrastructure .I

PoE switches,
routers

DHCP, DNS, AAA

Network services

DHCP, DNS, AAA

SAVIART
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s Autonomous WLAN Solution

SAVIART
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sy Wireless Lan Controller Solution

Location
Appliance

Access Point

SAVIART

TELCOMS



ALERT]
ADAPT]

o Wireless Lan Controller Solution

AP

AP Boots Up WLC Join RUN State
. v
i Download i
WLC Discovery Image E
v v v
CAPWAP Download
Tunnel Config Reset

SAVIART
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CAPWAP (RFC 5415)

« CAPWAP: Control And Provisioning of Wireless Access Points is used between APs and Wireless
controller and based on Cisco’s LWAPP over IPv4 or IPv6

« CAPWAP carries both control and data traffic between AP and Wireless Controller
- Control plane is DTLS encrypted
- Data plane is DTLS encrypted (encryption optional)

CAPWAFP Encapsulation

—£) CAPWAP Control —
&

—£) CAPWAP Data )—

Client

SAVIART
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« Control Trattic run through the controller (Centralized Control Plane)

= Data Traffic run through the controller (Centralized Data Plane)

. : . Wireless
o Access Point Smtc_h R Network

Data (CAPWAP)
— Control (CAPWARP)

SAVIART

TELCOMS



Cisco WLAN Product
Portfolio Overview

Access Points

o | I ’ I I
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et L eading the industry with Wi-Fi innovations

For every major change in WLAN over the last 20+ years

Cisco CleanAir®: Application Flexible Radio
Autonomous Interference detection and Visibility Assignment (FRA) Intelligent Capture and
access mitigation and Control (dual 5 GHz) real-time telemetry

Wi &3 m

leadership | | | | |
o
Controller and Connected Hyperlocation Software-Defined Access What’s next?

coordinated Mobile
access points Experiences Cisco Next-Generation

Wireless Stack

SAVIART
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& New Cisco Catalyst 9100 Series Access Points

Ideal for small to medium-sized deployments m

| Mar , Mar May
\ \ 19 ;\ N ‘19 ) \ ‘19
Powered by Cisco
= “ : . RF ASIC

Catalyst 9115 Catalyst 9117 Catalyst 9120

(Wi-Fi 6 certifiable) (Wi-Fi 6 compatible) (Wi-Fi 6 certifiable)

s 4x4 + 4x4 - 8x8 +4x4 + 4x4 + 4x4

« MU-MIMO, OFDMA + MU-MIMO, OFDMA (only DL) + Cisco RF ASIC for Next gen CleanAir

 Spectrum Intelligence  Spectrum intelligence + Dual 5GHz, HDX

« 1x2.5mGig « 1x5mGig « RF signature capture

« TWT « Non Triggered TWT « loT ready (Zigbee, Thread)

+ Integrated Antenna only « Container support for I0T apps
+ 1x2.5mGig

- TWT

DNA Assurance with
{CAP Bluetooth 5

Integrated or external
antenna SKUs
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= Dimensions and Weight comparison

SKU Physical Dimensions Weight

Catalyst 9115AXI 8.0” x8.0” x 1.5” 1.98 Ib (0.9 kg)

Catalyst 9115AXE 8.0” x8.0” x 1.7” 2.431b (1.1 kg)

—

Catalyst 9117AX 8.70” x 8.70” x 1.94” 3.021b (1.4 kg) °g§”ugég°

Catalyst 9120AX 8.5”x8.5"x1.7” 2.87Ib (1.3 kg)

\_

AIR-AP2800 8.66" x 8.68” x 2.17” 3.121b (1.41 kg)

AIR-AP1850I 8.3" x8.3" x 2" 3.12 1b (1.41 kg)

wa
@
_\
P2

A8 o A

% y=

SAVIART

TELCOMS



Cisco Catalyst

9117AX
l'l ’ Ill
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ey~ Cisco Catalyst 9117AX Series Access Points:
Next-generation 8x8 802.11ax

= Next-generation 802.11ax access points with 8x8 MIMO with eight spatial
streams:

= 8x8:8 on 5 GHz with MU-MIMO and downlink OFDMA
" A4Ax4:4 on 2.4 GHz with MU-MIMO and downlink OFDMA
= Combined data rate of 10.1 Gbps

= Cisco DNA ready

= Analytics enabled with Intelligent Capture

=  Built-in BLE radio (Bluetooth 5.0)

= Multigigabit Ethernet (1 Gbps, 2.5 Gbps, 5 Gbps)
= USB

= Supports up to 500 Wi-Fi devices
= |nternal antenna only

= 8x8.1lax compatible — Note: Uplink OFDMA not supported

SAVIART
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Cisco Catalyst 9117AX Series mechanicals

™ \

8.7inch / 221mm

8.7inch / 221mm

SAVIART
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Cisco Catalyst 9117AX Series mechanicals

1.9inch / 49.3mm

SAVIART
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Cisco Unified Wireless Principles

Cisco Prime or
DNA Center

Wireless LAN
g Controllers

£

Campus Network . ~‘

——
“““ . [

— 4
- —
' ===
=== Cd
= — L 7
. —— ——~ L ]
% vy
L]
— Y,
[ ——
. L '." s
-~ ——~ .

Aironet Access
Point

MSE/CMX
(DNA Spaces)

Wireless Clients
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oy’ Cisco WLAN Controller Key Functions

Centralized control of Access Points

- Provides a central management point for Access Points in an Enterprise Network, using
CAPWAP protocol

« Central point for configuration of wireless network

« Examples: WLANSs, Security, Policy, RF & Radio Parameters.

« Performs central software upgrade for Aps
- Manages association and authentication of wireless clients
- Traffic forwarding between Wireless clients & Network
- Manages seamless roaming of clients

- Manages Radio Frequency (RF) dynamically
- Radio Resource Management (RRM) — DCA, TPC, CHD etc.

« Helps in monitoring & troubleshooting of wireless network.

SAVIART

TELCOMS
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B% Wireless LAN Controllers

AireOS

Physical

Mobility Express
WLC 3504
WLC 5520
WLC 8540

Catalyst 9800-80
Catalyst 9800-40

Virtual

VWLC *
(Flex Only)

Catalyst 9800-CL
- Private & Public

SAVIART

TELCOMS
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ap” New Cisco Catalyst 9800 Series Wireless Controllers

Powered by 10S XE

Open and Programmable
Trustworthy Solutions
Modular operating system

D

« Software updates with no disruption - Detect encrypted threats with ETA «  On-Prem, Private/Public cloud,
Embed wireless on a Switch

Rolling AP upgrades - Automated macro/micro
segmentation with SDA -  GovCloud ready

« Seamlessly add new AP models
WPA3 Support* . Scale as you grow

SAVIART

TELCOMS
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-

Wavel 1lac
Wave2 1lac
9115AX, 9117AX
9120AX

Cisco® Catalyst® 9800 Series
16.11 release

lfk
0000000

What wireless controllers are supported?

- All form factors

What modes are supported?

- Local, Flex, Fabric, Cisco Catalyst 9800 on ME
(future)

Cisco DNA Center 1.3
- Automation

- Assurance

- Maps and topology

Cisco Identity Services
Engine (ISE) 2.4 and higher
- BYOD

- Guest access

Cisco Prime® Infrastructure 3.6
-Configuration
-Monitoring

CMX 10.6.1, Cisco DNA Spaces
- See - Act - Extend
- Bluetooth Low Energy (BLE)

SAVIART
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ALERT]

ADAPT]
ACHIEVE

Catalyst 9800 Wireless Controller Portfolio (I0S-XE)
Deploy It the Way You Want It o

N

= 'v*-??“‘ ‘ fl o ~KVM P ~KVM ESXi ~KVM ESXi
Catalyst 9800-SW* Catalyst 9800-CL* Catalyst 9800-CL Catalyst 9800-CL
200 APs, 4K Clients 1000 APs, 10K Clients 3000 APs, 32K Clients 6000 APs, 64K Clients

250 APs 1000 APs 2000 APs 3000 APs 6000 APs

e e (N

Catalyst 9800-L Catalyst 9800-40 Catalyst 9800-80

2000 APs, 32K Clients, 40 Gbps 6000 APs, 64K Clients, 80 Gbps

250 APs, 5K Clients, 5 Gbps

On-premise Appliance | Public or Private Cloud | On a Switch

SAVIART
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with seamless software updates

‘ Up to 32,000 Clients

Up to 2,000 APs

4 x 1GE/10GE Ports

SP/RP Port Fiber RP Port

\

Support for Netflow, AVC and ETA

Fully programmable multi-core network processor

SAVIART

i
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C9800-40-K9 Front Panel

DUAL AC POWER SUPPLY

EXTERNAL INTERFACES

* RIJ-45 Console Port

*  Mini USB Console Port

e 2 External USB Ports

*  RIJ-45 Ethernet Management Port (SP)
e RIJ-45 Ethernet Redundancy port (RP)
* SFP Gigabit RP Port

* 4 x10GE/1GE SFP and SFP+ ports

Gigabit SFP RP
Port

LEDs
Dimensions : 17.3” (439 mm) wide, 1.75”(44.4 mm)

tall (1RU), and 18.3”(464 mm) deep*

e  Power Status LED

e Alarm LED

* High availability LED

* USB console LED C9800-40-K9
 10/100/1000 RJ45 Link LED

° 10/100/1000 RJ45 Activity LED AIR-CT-5508-K9

e SSD Activity LED
e System Status LED

AIR-CT-5520-K9
*compared to 30.98” (786 mm) in 5520

SAVIART

TELCOMS
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g Evolution of Wireless Controllers

Enterprise Campus and Full-Service Branch

Catalyst 9800-40
5520

*1500 APs, 20000 Clients
*20 Gbps Throughput

*1500 AP Groups
*1500 FlexConnect Groups,
* 100 Flex APs/FCG

*4096 VLANS, 512 Interface Groups
*40000 PMK Cache
*512 WLANS

224000 Rogue APs, 32000 Rogue Clients
*25000 RFIDs

*3000 APs/RRM Group

*320000 AVC Flows

SAVIART
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SFP/SFP+ Support for C9800-40-K9

SFP MODULES SFP+ MODULES

* GLC-BX-D « SFP-10G-SR
* GLC-BX-U

* GLC-LH-SMD

« SFP-10G-SR-X
« SFP-10G-LR

* GLC-SX-MMD « SFP-10G-LRM
* GLC-ZX-SMD « SFP-10G-LR-X
* GLC-TE

+ SFP-10G-ER

Note:
SFP-GE-S, SFP-GE-L and SFP-GE-Z are End-of-Sale, and will not be * SFP-10G-ZR
officially supported . SEP-H10GB-ACU7M

10G ports will operate in 1GE mode but will not support operation at 10/100M. . ) )

Hence the 10G ports will not support the following SFPs for 10/100M: SFP-H10GB-ACU10M
N . DWDM-SFP10G-30.33 ~-DWDM-SFP10G-61.41
GLC-TE

SAVIART
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C9800-40-K9 LEDs: PWR, SYS, ALM

No. @ LED Label

1 PWR

Description

Power

LED Color

Green

Behavior

If all the power rails are based on the specification.

2 SYS

System

On

Remains ON during IOS boot complete.

Blinking Green

Remains blinking when 10S booting is in progress.

Amber

Remains ON during system crash.

Blinking Amber

Remains blinking during secure boot failure

Off

Remains OFF during ROMMON boot.

3 ALM

Alarm

Green

Remains ON during ROMMON boot complete.

Blinking Green

Remains blinking when system upgrade is in progress.

Amber

Remains ON during ROMMON and SYSTEM boot ups.

Blinking Amber

Remains blinking during temperature error and secure boot failure.

Red

Critical Warnings

SAVIART
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ACHIEVE C9800-40-K9 LEDs: HA, EN, LlNK, SSD

355454

No. LI:;ZI Description LED Color Behavior

4 HA [High Availability Green Remains ON when HA is active.
Blinking Green Remains blinking when HA Standby Hot.(Future)
Amber Blinks slowly when booted or HA Standby Cold. (Future)
Blinks Fast Blinks fast during HA maintenance. (Future)

5 EN |USB console enabled Green Indicates that the mini USB connector is used as the console.

6 LINK | Management Solid Green Indicates that the RJ-45 connector is not used as the console.
Flash Green Indicates that the RJ-45 connector is being used as the console.

Et:,i(let;isr\FI:)lodule SR < HEREEEB QOB Off Indicates that the port is not enabled.

Amber Port enabled with a problem in the Ethernet link.
Green Port enabled with a valid Ethernet link.

7 SSD [SSD Activity Green &gm\gli\[l% n?N during the SSD activity.
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e C9800-40-K9 Rear Panel

» Power Supply ( PEM 0 and PEM 1)
» Hot-swappable

* FRU

» Power Supply Fans
* Integrated Module Fans
» Power/Standby switch

iW Fans

Lf Power supply (PEM 0)

pA Power supply (PEM 1)

'8 Power/standby switch

Power Supply Condition

No AC power to all power supplies

Green (OK) LED Status

OFF

Amber (FAIL) LED Status

OFF

Power Supply Failure (includes over voltage, over
current, over temperature and fan failure)

OFF

Red for Power Supply Failure
Amber for Fan Failure

Power Supply Warning events where the power
supply continues to operate (high temperature, high
power and slow fan)

OFF

1Hz Blinking

AC Present/3.3VSB on (PSU OFF)

1Hz Blinking

OFF

Power Supply ON and OK

ON

OFF

SAVIART
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Cisco DNA Center

Services - Client Location )
, , (Prime Infrastructure)
( \ - Location Analytics
- - Operation Insights

Qe Cisco DNA Spaces

Network Management - Automation

- Assurance

- Management Cisco DNA Spaces @ """" r C
DNA-Center ]

Prime Infrastructure

Wireless LAN Controller - AP Management
- Radio Resource Management
- High Availability
- Client Mobility
- Security

Wireless

Access Points - CleanAir Access Point (AP) Wireless
- Hyperlocation Access Point (AP)

- Client Coverage
- Flexible Radio Assignment
- Over the Air Encryption

SAVIART
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CAPWAP (RFC 5415)

« CAPWAP: Control And Provisioning of Wireless Access Points is used between APs and Wireless
controller and based on Cisco’s LWAPP over IPv4 or IPv6

« CAPWAP carries both control and data traffic between AP and Wireless Controller
Control plane is DTLS encrypted
Data plane is DTLS encrypted (encryption optional)

CAPWAP Encapsulation

CAPWAP Control )

Client

SAVIART
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End-to-end Security/ Encryption

Controller

Client
(AnyConnect VPN for
enhanced security)

Network

SAVIART

TELCOMS p
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s Branch Wireless Deployment Options

Local Controller Flex Connect Mobility Express

FlexConnect

Local WLAN Controller Distributed Network
Highly Scalable

. Cisco DNA Center‘

Automation Assurance Security

TELCOMS
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aiy” Central Mode

« Control Traffic run through the controller (Centralized Control Plane)

« Data Traffic run through the controller (Centralized Data Plane)

‘ : : Wireless
Access Point Swireh Controller Network

Client

Data (CAPWAP)
Control (CAPWAP)

SAVIART
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2y Central Mode

« Control Traffic run through the controller (Centralized Control Plane)

« Data Traffic run through the controller (Centralized Data Plane)

‘ e TEEEEETETEE Wireless
Access Point Switch Controlle
Client Ne’[WOI‘k
e e e e e D o o o e m == = = I‘

s=-==aData (CAPWAP Encrypted)
n=-==aControl (CAPWAP Encrypted)

SAVIART
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Why Centralized Wireless Deployment?

Simple IP Addressing and mobility
All wireless client traffic is switched at the WLC
Client IP addressing & VLAN(s) defined on the WLC

Client Layer 3 roaming without reassigning an address

Single point of connection to the wired network

Easier to apply security & QoS policies for wireless users

Simplified Overlay Design
Traffic is tunnelled (using CAPWAP Protocol) from AP to WLC

Can be deployed on top of any wired infrastructure

Throughput governed by WLC capabilities

CAPWAP (Control)
CAPWAP (Data)

SAVIART

TELCOMS
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&y FlexConnect Deployment

« Control Traffic run through the controller (Centralized Control Plane)

- Data Traffic bypasses controller and directly forwarded from switch (Distributed Data Plane)

Network

‘ _ Wireless
Access Point Switch Controlle

Client
ien r

Data
Control (CAPWAP)

SAVIART
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ally): FlexConnect Deployment

« Control Traffic run through the controller (Centralized Control Plane)

- Data Traffic bypasses controller and directly forwarded from switch (Distributed Data Plane)

Network

‘ _ Wireless
Access Point Switch Controlle
Client
e e e e e e I‘

Data
n=-==aControl (CAPWAP Encrypted)

SAVIART
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= FlexConnect Deployment

« Control Traffic run through the controller (Centralized Control Plane)

- Data Traffic bypasses controller and directly forwarded from switch (Distributed Data Plane)
« Data Traffic run though controller (ACL/ AAA Override for Centralized Data Traffic)

Network

‘ . o == mx mm mm wm | o m mm e ms ma = mm | WireleSS
Access Point Controlle
Client r

Data
m-=-==aControl (CAPWAP Encrypted)

SAVIART
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FlexConnect Terminology/Glossary

When FlexConnect AP can reach Controller, it

O 1 Connected Mode 1 gets help from controller to complete client
0 authentication

When FlexConnect AP cannot reach
O 2 Controller, it goes into standalone mode

02 Standalone Mode _ e _
and does client authentication by itself

Data traffic is tunneled back to

03 Central Switching 03 WLC for an SSID

Data traffic is switched
04 onto local VLANS for an
SSID

04 Local Switching

SAVIART
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Flex Connect Design Considerations

WAN Limitation Apply

Deployment Type WAN Bandwidth (Min) | WAN RTT Latency (Max) | Max APs per Branch Max Clients per Branch

Data 64 kbps

Data 640 kbps

Data 1.44 Mbps

Data+Voice 128 kbps

Data+Voice 1.44 Mbps

Monitor 64 kbps

Monitor 640 kbps

It is highly recommended that the minimum bandwidth restriction remains 24 Kbps per AP with the round trip latency no
greater than 300 ms for data deployments and 100 ms for Data + Voice deployments.

SAVIART

TELCOMS
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oy FlexConnect Resiliency - WAN Failure

= FlexConnect APs will go to

Standalone mode

= No impact for locally switched SSIDs
= Disconnection of centrally switched SSIDs

clients
= Static authentication keys are

locally stored in FlexConnect AP
Application

® | ost Features == Server

= RRM, WIDS, location, other AP modes
= Web authentication, NAC

SAVIART
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2l FlexConnect — AAA Survivability
Local Backup RADIUS

= Normal authentication is done centrally
= On WAN failure, AP goes to Standalone

mode and authenticates new clients
with locally defined RADIUS server
Local Backup

= Existing connected clients stay RADIUS
connected

Remote Site

= Clients can roam with

= CCKM fast roaming, or
= Re-authentication

CCKM Fast Roaming

SAVIART
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L FlexConnect AAA VLAN Override

= AAA VLAN Override with local or central
authentication

" Up to 16 VLANSs per FlexConnect AP

i
" VLAN ID must be enabled per AP or WA

FlexConnect Group A /B

Server g -
u Remote Site

= Consistent configuration between AP and =

switch port required

FlexConnect Group

SAVIART

TELCOMS

’



ALERT]
ADAPT])

L= FlexConnect ACL — Split Tunneling

= Split tunneling allow some traffic to be locally switched although the
WLAN is defined as centrally switched

= Split tunneling is using a NAT/PAT feature with ACL to perform the local switching
= Split tunneling is using the AP IP address for the NAT/PAT feature

FlexConnect AP '
CAPWAP Central Traffic

Central Server

Local Printer Local Traffic

SAVIART
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Why FlexConnect Wireless Deployment?

-  WAN Distributed Branch Offices, with resiliency

« Survivability across WAN for small, medium & large sites (client
data & authentication)
« Optimized Control and Data Planes

« Client data traffic can be switched locally, while APs are managed
centrally

« Throughput not governed by central WLC

- Efficient AP Upgrade across WAN

«  With the Smart Image Upgrade, software only sent to Master AP,
reducing WAN bandwidth requirements

SAVIART

TELCOMS
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Software Defined Access (SDA)

o - Simplifying Data, Control and Management Planes
ESEN - Control Plane centralized at WLC

Production p—
Servers —

Developers

- Forwarding (Data) Plane separated from services plane (reside in
different fabrics)

JoT/HVAL Virtual Network

Data plane is distributed

Guest Virtual Network

« Cisco DNA Center single management touchpoint

) - Simplified Policy
ojJojo

& owseo - Separation of policy (QoS, security etc.) from client IP address /

¢ G G location

Touch Point BYOD Employee Contractor

« Seamless Roaming Domain

 Stretch client subnet without extending same VLAN everywhere
SIART

TELCOMS
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Centralized Wireless Network Strengths

ISE / AD é%

@ - " Simplified operations?
CAPWAP (Control)
—— CAPWAP (Data) Network Overlay?
L3 roaming across WLC as Mobility
Campus? Anchor

Simplified IP addressing? WLC as mobility
Anchor

Guest traffic segmentation? Foreign-Anchor

SAVIART

TELCOMS
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LR \Wireless on top of SDA Fabric

CAPWAP
Control & Data

ISE / AD Cisco DNA Center

Non-Fabric
APs

CAPWAP for Control Plane and Data Plane

SDA Fabric is just a transport

Supported on any WLC/AP software and hardware
Only Centralized mode was supported at FCS

No SDA advantages for wireless

Migration step to full SD-Access

Customer wants/need to first migrate
wired (different Ops teams managing
wired and wireless, get familiar with
Fabric, different buying cycles, etc.) and
leave wireless “as it is”

Customer cannot migrate to Fabric yet
(older APs, need to certify the new
software, etc.)

SAVIART
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REES: SD-Access Wireless: True integration in Fabric

ISE JAD Cisco DNA Center
(& = True wireless integration with Fabric

g e = Provides all the advantages of SDA for
Crr plane E)m o wireless clients:

‘ | = Full automation with Cisco DNA Center
i = Hierarchical segmentation (VRF and SGT)

= Same policy as wired
= Distributed Data Plane with no drawbacks
= Optimized traffic path for Guest

= Recommended option

Fabric enabled
APs

CAPWAP Control Plane, VXLAN Data plane
WLC/APs integrated in Fabric, SD-Access advantages
Requires software upgrade (8.5+)

Optimized for 802.11ac Wave 2 APs

SAVIART

TELCOMS
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Why use SD-Acess?

« Automation

SD-Access Wireless

SE 1 4D Cisco DNA Center » Unified Wired-Wireless automation for design and
() deployment

CAPWAP 7 [isigenabled WLC
Cntrl plane A

Segmentation

- Macro-Micro Segmentation for enhanced security
(Common policies for Wired-Wireless)

VXLAN
Data plane

Scale

 Distributed data plane for Wireless (No restriction with
APs Wireless Controller Data throughput)

SAVIART
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Understanding AP Groups

AP Groups is a logical concept of grouping APs which
deliver similar Wi-Fi services; these services can be:

By physical location, and/or
« By functional services

(data, voice, guest, ...)

Same AP groups need to be defined in all WLC’s of a
mobility group

Scaling

8540

9800-40

9800-80

#AP Groups

6000

2000

6000

512

4096

4096

#VLAN

‘ #WLAN (SSID)
Interfaces

4096

4096

4096

AP Group 2

Remote Site B

AP Group 3

SAVIART
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@ Internet

—_

Guest-Acces X
Per Location SSID , %

Corporate-Voice

AP groups give the ability to enable Wi-Fi \ \\d)

Services (WLAN) based on physical location

Corporate Data

Central Site

Corporate-Voice, Corporate-Data,
Guest-Access

ManUfaCturing Site Manufacturing Site

Corporate-Voice, Corporate-Data, Scanners

Store Site

Store

Corporate-Data, Guest-Access

AP Group 3

*11/
)'))} Corporate-Data

Guest-Access *‘
SAWIART
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AP Groups Usage

Per AP Group SSID to VLAN Mapping

AP groups give the ability to statically map Wi-Fi service
(WLAN) to VLAN based on physical location

Users see the same Wi-Fi service on all sites.

Admin can monitor and filter based on different IP@ each

site
Corporate-Data

Can also be used to have smaller Wi-Fi subnets

- For example per floor subnets
in a building.

A=y AP Group 3
Tl W
@ Store
Y

AP Group 2 =
Manufacturing Site > ) Corporate-Data

Corporate-Data

SAVIART
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Wireless connection workflow

Endpoint Access Point Wireless LAN Controller
(AP) (WLC)
802.11

COCOTOOOO0 @ CAPWAP OB
) ) Lo W

Probe Request Probe Request (forwarded)

Frobe Response
Authentication Request (not for 802.1X, but in case of PSK) S

” Authentication Response

(Re) Association Request

(Re) Association Response
MAC Filterin

) —_ ' > Layer 2

e mmmmmm e mmmmmmmmmnnEAPOL Keys exchange (in case of PSK 01 802.1X) _______.........5 Authentication

""""""""""""""""""""" > Layer 3
” Web Captive Portal s Authentication

SAVIART
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Secure or open SSID?

« Secure SSID
<P a
R
Open SSID u"*ﬁ =)

A secure SSID cannot fall back to open.

+ Example: guests not supporting 802.1X cannot fall back to web portal authentication on the same SSID as
corporate users.

d

Pre-shared keys (PSK) and keys derived from 802.1X are not supported together.

We can have a secure SSID (PSK or 802.1X) followed by web portal authentication.

SAVIART
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Challenges for Enterprises: Advanced security encryption across all devices

Simple Operations

Increased de_mand for Idgntity security High Scale
loT devices without 802.1x s

Cost Effective

Keys Solution Asks:
Private PSK with RADIUS integration; Per client AAA override (VLAN /ACL, QoS etc)

Cisco Advantage:
Highly scalable identity PSK solution designed for a large multi controller network




B |dentity PSK

e I
5 B2OM,
@B [@ 3

\@@gm/

I0T Devices

B/ PSK WLAN

[¥  MACHFiltering

D/ AAA Override

V

T

JT&

/g@\

@ D [ XXyyzz

Sensors

)
i b

Employees

Access Point

000000

Wireless LAN Controller

Device MAC Group

ISE

Private PSK
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|OT SSID Security and Segmentation

e [ T ]
e [ [T
T I R R

5
5 Access Point WLC
10T SSID

ISE AAA Override

10T Sensors I0T Sensors
o aabbcc--
Servers

10T Sensors aabbcc PERMIT PERMIT

10T Lighting eeffag 10 PERMIT 5 DENY

Smart

Devices Xxyyzz 20 DENY 6 DENY

SAVIART
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Beginning

Middle

Secure Tunnel

End

Extensible Authentication Protocol (EAP) — Protocol Flow

Lay‘er 2 Point-to-Point Layer 3 Link
Authenticator <«—B2DWs | EaC ith Server _
EAFET;;._']A N The EAP Type is
EAPoL Start N negotiated between
e Client and RADIUS
Request Wentity |
S
ssponss ldentiiy: Alcs RADIUS Access Request
[AVP: EAP-Responsa: Alica)] ’
RADIUS Access-Challen
< EAP-Request: PEAP | | |
[AVP: EAP-Request PEAP, ' Multiple
[EAP-Response: PEAP .::"Challmga—
" |RADIUS Access Request | Request
[AVP: EAP-Response: PEAP] : Exchanges

Client and Auth Server

¢ [AVP: EAP Succass] ||

+ 802.1X (EAPolL) is a delivery mechanism and it doesn't provide the actual authentication mechanisms.
- When utilizing 802.1X, you need to choose an EAP type, such as Transport Layer Security (EAP-TLS) or PEAP, which defines
how the authentication takes place.

RADIUS Access-Accept l

[AVP: VLAN 10, dACL-n]

)

SAVIART
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802.11 Fundamentals

Authentication

— Wireless LAN Controller Identity Services Engine

e

Authentication Server

Supplicant Authenticator

SAVIART
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802.11 Fundamentals

Authentication
‘ . P— Wireless LAN Controller Identity Services Engine
0000000000000 | — : e W
- - | Active Directory
Supplicant Authenticator AuthenticTired Setiadr
Server

SAVIART
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802.11 Fundamentals

Authentication

S Wireless LAN Controller |dentity Services Engine

B8 — ==

Active Directo ry

Authentication Server Credential

Authenticator
Server

SAVIART
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802.11 Fundamentals

Authentication

Identity Services Engine

Eeee——

n l I Wireless LAN Controller

Association Response

Identity Request

|dentity Response > |dentity Response ——>
< EAP Type Negotiation >
D — Authentication Sequence Between Supplicant and Authentication Server —>

EAP Success = EAP Success

SAVIART

TELCOMS
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802.1 and Extensible Authentication Protocols

Tunnel-Based

Outer Methods

EAP-PEAP

EAP-FAST

Inner Methods

EAP-MSCHAPv2 EAP-GTC EAP-TLS

N

Certificate-Based

l EAP-TLS ' I




ALERT]

ADAPT])
ACHIEVE

IEEE 802.1X with Change of Authorization (CoA)

' 0

Layer 2 Point-to-Point  [S&terete ’fk Layer 3 Link 2
. EAP over LAN . RADIUS
Supplicant ~ *—Eapory > Authenticator ey Auth Server

RADIUS CoA-Request _

[VSA: subscriber: reauthenticate]

Change of
Authorization

/ EAPoL Request Identity
P-Rewse Identity: Alice

[AVP: EAP-Response: Alica]

Re-Authentication < EAP-Request: PEAP ___ I¢ 2t e Multiple
[AVP: EAP-Request PEAP] Challenge-

EAP- se: PEAP +*" Request

i Possible

RADIUS Access Request
I [AVP: EAP-Response: PEAP]

» _— e
Cisco (f VL’/
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Agenda

This session covers the configuration steps to setup Guest solution with the
C9800, including:

- Local Web Authentication (LWA) with C9800
With internal portal

With internal custom portal

With an external portal
 Central Web authentication (CWA) with C9800 and ISE

- Setting up a Foreign — Anchor guest solution
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B> Local Web Authentication (LWA)

Additionally: AP-WLC DHCP/DNS

@  PSK / 802.1X \

RADIUS Server

(D) WebAuthSSID <\

PSK / 802.1X

@ Pre-webauth ACL

Host Acquires IP Address, Triggeirs Session State

v

Local 3
Web Auth

<
<

Host Opens Browser
» Welcome to the Cisco wireless netwoark
e is pibase 10 AR The Wineless LA infrsimcure far yaur

LOCAL because the redirection URL @ < Login Page ™
and the pre-webauth ACL are locally Host Sends Login S -
configured on the  Wireless ‘

AAA ServeriReturns Policy

i WLC Queries AAA Server (or Int. DB) = Server
Controller. @ > aauthorize

user

@WLC Applies new WebAuth Policy (L3)
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R Configuring Local Webauth
Webauth Parameter Map

* Navigate to Configuration > Security > Web Auth and either modify the existing Parameter map or create a
new one.

* Configure the General settings first. Here is where you choose the type of webauth

Web Auth Edit WebAuth Parameter

General Advanced
Webauth Parameter Map Certificate

Banner Type () Banner Text () File Name

Parameter Map Name Maximum HTTP connections

O global Init-State Timeout(secs) 121
D local-web

(=]
-

i
o
g
=

choose the desired webauth type (see

next lide)

authbypass

— Type
la« - 1 » ] | 10 » |items per page

Turn-on Consent with Email

Captive Bypass Portal consent

webconsent

You can disable Success and Logout popup
windows. By default these are enabled

Disable Success Window

Disable Logout Window

Sleeping client status D

Sleeping client timeout(mins) 720

SAVIART
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ez Configuring Local Webauth
Webauth Parameter Map

Different webauth type determines a different user login experience:

[ Authentication Proxy Login Page X + [ ConsentLogin Page ® +

* Consent:
. & > C A Notsecure | hips//192.0.2,1/ogin.html?red ° & > C A MNotsecure | Bps/192.0.2.10ginhtmi?r|
= Webauth:

“Welcome to the Guest networl power by C3800!

o | | ® Accept
sername:

0 Don't Accept
Password;| |

[ “ebconsent Login Page * =+

* Authbypass:

&« - C A Mot secure | BEbes/f192.0.2.1ogin.

Client connects to the SSID and gets an IP

= \Webconsent: ® ccept address, but the c‘Ilent goes t(? RUN state onl-y if
© Don't Accept the MAC address is allowed either locally or in
AAA. If not, the client it is

not allowed to join.

TTsername Iguest

Password: | .........
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‘Web Auth

Webauth Parameter Map Certificate

Edit WebAuth Parameter

General Advance d

Configuring Local Webauth

Webauth Parameter Map for Internal Portal

Redirect to external server

Redirect for log-in

Redirect On-Success

Redirect On-Failure

Redirect Append for AP MAC Address
Redirect Append for Client MAC Address
Redirect Append for WLAN SSID
Portal IPV4 Address
Portal IPV6 Address

Customized page
Failed authentication praxy
Auth-proxy login parameters
Expired authentication proxy

Successful authentication proxy

H

http://www. fiorentina.it

co.

XXX

ML

< Rl 4 4

--Select--

* Configure the desired advanced parameter for the Parameter Map

Leave this blank if using the internal portal ]

Set the other optional settings like (success page, redirect page on failure, etc

Leave this blank if using the internal portal ]

SAVIART
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‘Web Auth Edit WebAuth Parameter

Webauth Parameter Map Certificate

Redirect to external server

Redirect for log-in

Redirect On-Success

[J  global Redirect On-Failure

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address

Portal IPV6 Address

Customized page

Failed authentication proxy

Auth-proxy login parameters

Expired authentication proxy

adigy” Configuring Local Webauth

Webauth Parameter Map for Internal Portal

XXX

* Configure the desired advanced parameter for the Parameter Map

— Leave this blank if using the internal portal ]
@——— Setthe other optional settings like (success page, redirect page on failure, etc
¢——— Leave this blank if using the internal portal ]

* If using the internal portal, a pre-auth ACL to allow DNS, DHCP, and HTTP/HTTPs client traffic before
the user is authenticated, it is automatically created by the wireless controller
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add a Login Authentication method:

i Configuring Local Webauth
AAA settings — AAA Authentication method list - internal DB

AAA Method List Servers / Groups

General

Authentication

Autharization Name

Accounting [} local-web-users

AAA Advanced

~  Type

~  Group Type

local

* Configure the AAA settings. Go to Configuration > Security > AAA > AAA Method List > Authentication and

Type! | login v

Authentication Authorization and Accounting Quick Setup: AAA Authentication
+ AAA Wizard Method List Name* Ps Make sure you select type “login”

Group Type ‘ oca v | O

Available Server Groups

Choose “local” if you want to
authenticate the users locally on
the C9800

Choose “Group” and then select
and available AAA group

* Note #1: If you are going to authenticate clients with credentials configured locally on the C9800, login to CLI
and run this config command: aaa authorization network default local

* Note #2: internal guest users are configured under Administration > User Administration. Create a new user
and select privilege “no access”(see next slide)
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¥ Configuring Local Webauth
AAA settings — AAA Authentication method list - internal DB

e TIP: If you want to use local database users, go to Administration > User Administration and create a guest
credentials:

Create User Administration

User Name* | guest3 |

Palicy | MNone v |

Privilege | No Access v | i @ Set the privilege to “no access” so the user will just be able to login to
' ' the network but not to the controller

Password* | e

Confirm | ----- i |
Password*

SAVIART
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i Configuring Local Webauth
AAA settings — AAA Authentication method list — external AAA

e Customers may want to use an external repository for guest users and use RADIUS for authentication.

* In this case the user needs to add a server and a server group to C9800 under Configuration > Security > AAA >
Server / Group (same as when using AAA for dot1x)

* Go to Configuration > Security > AAA > AAA Method List > Authentication and add a Login Authentication
method list. The only difference vs. an authentication list for dotlx is the the type that has to be “login”
(instead of dot1x):

Quick Setup: AAA Authentication i

Method List Name*

Type*

Group Type

Fallback to local

Available Server Groups

‘ Iwa-external ‘

[ . <
| login v | <

|. group v |

O

Assigned Server Groups

myise-group

[El Save & Apply to Device

Choose Type = login
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sy Configuring Local Webauth
SSID (WLAN profile) configuration

* Configure the WLAN. Go to Configuration > Wireless > WLANs > and add and configure the SSID for webauth:

General Security Advanced General Security General Security
Profis Name* Radio Policy K 4 Layer2 Layer3 Layer2 Layer3
55D Broadcast 551D Layer 2 Security Mode |N0ne‘—v Web Policy @
WLAN [D* D MAC Filtering O Webauth Parameter Map ‘ local-web v ‘
Status Authentication List ‘ local-web-users v ‘

= Configure the name and enable the SSID = Set the L2 security to none = check “Web policy” and select the
Parameter map and Authentication list
defined earlier
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Conftiguring Local Webaut
Policy profile configuration

* Create a new policy profile or modify the default one

Policy Profile Edit Paolicy Profile
General . @ . [OS-and ANC . Ba— Under General tab:
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile. ° E na b I S th e p rOfI | S
Palicy Profie Name ~ Description *  Verify Central Auth is checked
-paoli i
0] cwa-poicy ) o * Anything else can be left to default
T i e
D default-policy-profile default policy profile Description Central Switching @
[« 4 1 » ¥ [10 « i

‘_ v ‘ flems per page Status Central Authentication @
Passive Client Central DHER @
Encrypted Traffic Anlytics Central Association @
) Flex NAT/PAT O

@ Edit Policy Profile

QOS and AVC

General Access Palicies

Under Access Policy tab:
AN oca] Brotsnts e Select the VLAN you want the guest users to use
*  Anything else can be left to default

HTTP TLV Caching

RADIUS Profiling

DHCP TLVY Caching

Local Subscriber Policy Name

VLAN

VLAN/VLAN Group

| client-central
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L Configuring Local Webauth
Policy Tag and AP assignment

* Define a policy tag and assign it to the APs. Go to Configuration > Tags & Profiles > Tags > Policy and edit the
policy tag or create a new one. Associate the WLAN to the Policy profile configured

A Changes may result in loss of connectivity for some clients that are associated to APS with this Policy Tag

+ Add

WLAN Profile ~  Pdlicy Profile

() cos00-cwa cwa-palicy
D ©9800-dot1x default-policy-profile
« « 1 » » | 10 w ‘ items per page 1-2Zof Zitems

Map WLAN and Paolicy

WLAN Profie® ["cos00-tua | Paiicy Profie* (e [v] @ Associate the WLAN profile to the Policy profile

K

* Go to Configuration > Tags & Profiles > Tags > AP and assigned the Policy tag to the AP
Manage Tags

ic t F AP MAC Address* 00a6.ca36.25f2
Palicy Site R AP
Policy Tag Name <9809 I

Site Tag Name ‘ default-site-tag

Tag Source Static Filter

RF Tag Name ‘ default-rf-tag

-
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&z Configuring Local Webauth
Tag to AP assignment

* TIP: how to assign the same TAG to multiple APs via the GUI? a simple way is the following:

@ Select the Advanced setup and click on start now

Welcome admin A ﬁ‘_ @ Select the APs and click on +Tag APs

@ Click on Tag the APs
- Wireless Setup | Select Type

Select Type ‘

Basic

.......... Tag APs

Advanced

Tag APs

Palicy ‘ €9800 v |
Site ‘ default-site-tag v |
RF ‘ default-rf-tag| v |

Changing AP Tag(s) will cause associated AP(s) to reconnect

£ Save & Apply to Device

TELCOMS
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& Configuring Local Webauth

Optional: customized internal portal

* User can download a WebAuth bundle to the controller and use customized page for Login, Success page, etc...

* Download the bundle to the C9800 in .tar format. Go to Administration > Backup & Restore > Config File
Management and select WebAuth bundle as file type and the transfer mode

B .y CiscoCatalyst 9800-CL Wireless Controlier

Backup & Restore
= Dashboard S o Important NOTE:
— 8 = The downloaded bundle will get extracted in bootflash: in specific
©\, Configuration e directories
7 Administration > (SRR e =  Asof 16.10, the user will have to move the html files from the
3 Troubleshooting sorverbesls directories to bootflsh

FIMH) = This s fixed in release 16.11
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sy Configuring Local Webauth

Optional: customized internal portal

* Once the bundle has been installed, the user can select the customized web pages in the Configuration >
Security > Webauth > Webauth Parameter Map > Advanced section under the Customized page configuration:

Release 16.10

Customized page

Failed authentication proxy

Auth-proxy login parameters

Expired authentication proxy

Successful authentication proxy

--5elect--

--Select--
bootflash:aup.html
bootflash:failed.htmil
bootflash:login.html
bootflash:logout.htmi

s like this:

Release 16.11

Customized page

Login Failed Page

Login Page

Logout Page

Login Successful Page

SAVIART
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g~ Configuring Local Webauth
Webauth Parameter Map

* Note #2: when configuring an IP address for the portal a pre-auth ACL is automatically created to allow the
HTTP and HTTPS traffic (TCP port 80 and 443) from the wireless clients to the external web authentication
server. In the case of ISE, the portal is using port 8443, so an ACL has to be created to allow traffic to ISE,
example:

c9800#sh ip access-lists ise-preauth-acl wlan c9800-1wa 3 c9800-1wa
Extended IP access list ise-preauth-acl
10 permit udp any any eq domain (1188 matches)
20 permit tcp any any eq domain

band-select
ip access-group web ise-preauth-acl

30 permit udp any eqg bootps any Applied to the WLAN no security wpa

40 permit udp any any eq bootpc no security wpa akm dotlx

50 permit udp any eqg bootpc any ‘ no security wpa wpa2 ciphers aes
60 permit ip any host 172.16.3.4 (416 matches) security web-auth

70 permit ip host 172.16.3.4 any
80 permit icmp any any (24 matches)
90 deny ip any any (9369 matches)

security web-auth authentication-list local-web-users
security web-auth parameter-map local-web
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L Central Web Authentication (CWA)

AP-WLC DHCP/DNS ISE Server

Open SSID with MAC Filtering s

O First authentication session
2

v

Central AuthC success; AuthZ for unknown MAC returned:
Web Auth @ Redirect/filter ACL, portal URL

<«

Host Acquires IP Address, Triggers Session State

CENTRAL because the redirection @<

v

URL and the pre-webauth ACL are Host Opens Browser — WLC redirects browser to ISE web page
centrally configured on ISE and ogin / AUP Page g
communicated to the WLC via ‘

Host Sends Username/Password or Accepts AUP

v

RADIUS.

@ Web Auth Success results in CoA

&
-

Session lookup — palicy matched Server
MAB re-auth authorizes
@ Authorization ACL/SGT/timeout returned. user
MAB Success <
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g Configuring Central Webauth (CWA)

Adding a ISE as Radius Server

» Add ISE as AAA server to C9800. Navigate to Configuration > Security > AAA > Servers / Groups > RADIUS >
Servers > and click Add and enter the RADIUS server's information

Authentication Authorization and Accounting

+ AAA Wizard

AAA Method List

Servers / Groups

RADIUS

TACACS+

LDAP

AAA Adva

Edit AAA Radius Server

MName*

IPvd [ IPvE Server Address®

PAC Key

Key*

Confirm Key*

Auth Port

Acct Port

4 4 1

>

>

| 10 .|

Server Timeout (seconds)

Retry Count

Support for CoA

Enter all the mandatory information
Mandatory settings have a *

This is the shared secret that needs to
configured on ISE as well

Enable support for CoA
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R Configuring Central Webauth (CWA)
Adding a Server Group and AAA Authentication method list

* Go to Configuration > Security > AAA > Servers / Groups > RADIUS > Server Groups, click Add and define a
server group and add the defined AAA server:

Edit AAA Radius Server Group

Authentication Authorization and Accounting

=+ AAA Wizard Name* myise-group

Group Type
AAA Method List Servers [ Groups AAA Advanced

MAGC-Delimiter

I‘q

MAC-Filtering

RADIUS Dead-Time (mins) 1-1440

Servers Server Groups Available Servers Assigned Ser

isezd

Name v [ server : ° Select the ISE server defined earlier
D myise-group ise24 -

LDAP

* Go to Configuration > Security > AAA > AAA Method List > Authentication and create a new method list by

clicking Add:
Method List Name*

Type* | dot1x v |
P — e Choose type “dotlx” and group type “group”
Group Type |u|

Authentication Authorization and Accounting

AAA Method List Servers [ Groups Fallback to loca! U
Available Server Groups Assigned Server Groups
— - R Add the server group we have just defined
General Idap
tacacs+
Authentication + Add .
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ally* Configuring Central Webauth (CWA)
Adding Authorization and Accounting (optional) method list

* Create an authorization method list. Navigate to Configuration > Security > AAA > AAA Method List >
Authorization and click Add

ick Setup: AAA Authorizati
Authantication Authorzaton and Accounting
+ AAA Wizard Method List Name*

Type* | nnnnn rk v |
AAA Method List Servers / Groups AAA Advance d [

Group Type | group v

Select type “Network” and group type
Group

General
Fallback to local D

Authentication Available Server Groups Assigned Server Groups

Authorization o | Type e T s myise-grou @ Add the server group defined
Accounting [] cerau nework ocal || in previous step
D ise-authz-list network group s

* (Optional) create a Accounting method list

- o ’ _ k Setup: AAA A ti
Authentication Authorization and Accounting duckscwe ——
+ Wizard Method List Name*

Type* [ identy v @ Choose “identity” as type

Available Server Groups Assigned Server Groups

AAA Method List Servers [/ Groups AAA Advance d

General radius - myise-group

Authentication

Authorization Name ~  Type ~ Groupl

po— (=
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a”> Configuring Central Webauth (CWA)
Configuring the WLAN profile

* Configure the SSID. Go to Configuration > Wireless > WLANs > and add and configure the SSID for MAC
filtering:

oy

General Security Advanced General Security

[ General Security Advanc
Profile Name* Radia Palicy | All v ‘ Layer2 Layer3 —
ssiD Broadcast SSID —— Layer2 Layer3 AAA
Layer 2 Security Mode | MNone v | —
WLAN ID*
D MAC Filtering ¥ . .
_ _ Authentication List my-ise-list v
Status ENAELED . Authorization List* ‘ ise-authz-list v \

= Configure the name and enable the SSID = Configure L2 security to use MAC = Under AAA tab, select the authentication
filtering and select the authorization list list defined ealier
defined earlier
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Configuring Central Webauth (CWA)
Configuring the Policy profile

e Create a new policy profile or modify the default one:

Policy Profile

®

Palicy Profile Name

~  Description

Edit Policy Profile

General [ sDaolicics. Q0% and AVC LAchilin,

Aduanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

cwa-policy

Iwa-palicy

default-policy-profile

Ooog

« « 1 [ |WO v‘itemsperpage

default policy profile

MName* cwa-policy WLAN Switching Policy

Description Enter Description Central Switching

Status enasep [l Central Authentication

Passive Client B psasLED Central DHGP

Central Association

Encrypted Traffic Analytics [ oiseeLeD

0 8 8 8 &

Flex NAT/PAT

General Access Policies

WLAN Local Profiling

HTTP TLV Caching

RADIUS Profiling

DHCP TLV Caching

Local Subscriber Policy Name

VLAN

VLAN/VLAN Group

QOS and AVC

| client-central

Edit Policy Profile

Under Access Policy tab:

* Select the VLAN you want the
guest users to use

* Anything else can be left to
default

Enable the profile
Verify Central Auth is checked
Anything else can be left to default
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@ Policy Profile
Policy Profile Name
D cwa-policy
D Iwa-palicy
D default-policy-profile

M 4 1 » ¥ ‘ 10 vl\(emsperpage

~  Description

default policy profile

Configuring Central Webauth (CWA)
Configuring the Policy profile

e Create a new policy profile or modify the default one:

Under General tab

Enable the profile

Verify Central Auth is checked
Anything else can be left to default

Edit Policy Profile
General @—LccessRalicies 005 and AVC Mohility Aduanced .
.
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile |

.

Name* cwa-policy WLAN Switching Policy

Description Enter Description Central Switching

Status enasien ) Central Authentication

Passive Client . DISABLED

Encrypted Traffic Analytics . DISABLED

Central DHCP

Central Association

Flex NAT/PAT

0 8 8 8 @

General Access Policies

WLAN Local Profiling

HTTP TLV Caching

RADIUS Profiling

DHCP TLV Caching

Local Subscriber Policy Name

VLAN

VLAN/VLAN Group

000

@ Edit Policy Profile

QOS and AVC

i)

| client-central

ol
il

Under Access Policy tab:

* Select the VLAN you want the
guest users to use

* Anything else can be left to

default

Edit Policy Profile

General Access Policies QOS and AVC
'WLAN Timeout
Idle Timeout {sec)

Idle Threshold (bytes)

Client Exclusion Timeout i)
DHCP

DHCP Enable

DHCP Server IP Address 0000

Show more >>>

AAA Policy

Allow AAA Override

R Q ID iﬂw

NAC State
Palicy Name |ml

Accounting List | ise-accounting-list | v |

Advanced  (m—
Fabric Profle ] ‘ .‘

Umbrella | not configured v
Parameter Map B

Mobility

Under Advanced tab:

* enable AAA override

* NAC state enable

e Select the accounting li
if defined

WLAN Flex Policy

VLAN Central Switching ||

Split MAC ACL | searcno

Air Time

Allow AAA Override
2.4 GHz P

5 GHz Pol NAC State

Palicy Name

Accounting List

¥
¥

|' default-aaa-policy v |

| ise—accounting-list v |
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&) Configuring Central Webauth (CWA)

Policy Tag and AP assignment

* Define a policy tag and assign it to the APs. Go to Configuration > Tags & Profiles > Tags > Policy and edit the policy

tag or create a new one. Associate the WLAN to the Policy profile configured

\\\\\\\\\

<<<<<<

1 er page -
Map WLAN and Policy Associate the WLAN profile c9800-cwa to the corresponding Policy
wonmone [ cmome [ boicyprotier [ owapae v profile configured in the previous step

* Go to Configuration > Tags & Profiles > Tags > AP and assigned the Policy tag to the AP
Manage Tags

i i AP MAC Address* | 00a6.ca36.25f2 ‘
Policy Site RF AP
T
Tag Source Static Filter TR —
T — Site Tag Name | default-site-tag v
RF Tag Name | default-rf-tag v |

SAVIART
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aiy”” CWA — |SE related configuration

* The first time, user will be redirected to the ISE Portal for authentication. For the redirection to work, ISE pushes a redirect ACL. This needs to be
configured on the wireless controller.

* Go to Configuration > Security > ACL and click +Add to create a new ACL:

Edit ACL
-

Access Control List

+ Add

ACL Name* ACLType Give it a name and choose type “ipv4-Extended”

& Associating Interfaces

Rules

Moa 1z e H ‘10 v‘l(emsperoaga

oboooooo

aeny
deny
deny
deny
deny
permit

permit

any any udp q domain
any any udp eq bootps

any any udp €q boowc
any 172.16.3.4 t©p eq 8443
any 172.16.3.4 icmp

any any ©p eq www

any any tep eq 443

None

None

None

None

None

None

None

c9800#sh access-1list redirect

Extended IP access list redirect

10 deny udp any any eq domain

20 deny udp any eq bootps any

30 deny udp any any eq bootpc

40 deny tcp any host 172.16.3.4 eqg 8443
50 deny icmp any host 172.16.3.4

60 permit tcp any any eq www

70 permit tcp any any eqg 443

O IP-Adm-V4-Int-ACL-global Sequence* \:\ Action [ permic .
D IP-Adm-V4-LOGOUT-ACL ;
O WA-sec-172.16.3.4 Source Type ‘7any v |
(] WA-v4-int-172.16.3.4 Destination Type [(any v
U meler-sEny Protocol ED .| Click Add to enter the ACL entries:

implicit_permit . .
g ,s:,mzm Log O oscp e * Use “deny” for traffic you don’t want to redirect (DNS,
O s e I DHC, ISE portal on port TCP 8443, etc.)
O rediect *  “permit” for traffic that needs redirection (HTTP, HTTPs)
D i Sequence - Source ~ Source ~ Destination ~ Destination ~ Source -~ Destination -~

a Action  ~ P Wildcard P Wildcard Protocol  ~ Port Port pscp

Replace “172.16.3.4” with your ISE PSN IP address
ICMP is optional, good for testing reachability
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CWA — ISE related configuration

* |If using Flex local switching the redirect ACL needs to be pushed to the APs. Go to Configuration > Tags & Profiles > Flex and click on the Flex
profile. Go to the Policy ACL tab.

Add Flex Profile

General Local Authentication Policy ACL VLAN

+ Add

Central ~  Pre Auth v ‘
ACL Name ¥ | Webauth | URL Fiiter ACL Name* | redirect e Choose the same ACL name defined previously
« €« 0 » P | 10w | items per page —
I Central Webauth ] . 
No iterns to display
Pre Auth URL Filter | Searhortect e | ———— Select Central Webauth (*)

=] Save & Apply to Device

(*) This checkbox automatically inverts the ACL entries on the AP. This is because a "deny" statement means "do not redirect" on the C9800 10S-
XE, however on the AP the "deny" statement means the opposite, so this checkbox automatically swaps all permits and deny when pushing to the
AP. You can verify this with a "show ip access list" form the AP CLI)

SAVIART

TELCOMS



ALERT]
ADAPT])

ACHIEVE I. t : n . ' ”,, t' n
—— e a e O I a I O Home » Context Visibility » Operations. » Policy ini » Work Centers
» System  » Idenity Management | ~Nefwork Resources | » Device Portal Management  pxGrid Services » Feed Senvice  » Threat Centric NAG

~Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External

@ 2 Network Devices List > c9800-10-30
. . . . - E:'v""::::;: . Network Devices o
* On ISE, add the C9800 wireless controller as a network device. Go to Administration > Network k] —

Resources > Network Devices and click on +Add. Fill in the required info p o e _—

* Device Profile |y Cisco| v| &

* Create a authorization profile to redirect users. Go to Policy > Policy Elements > Results >
Authorization > Authorization Profiles > and click +Add: R E—

* Netwark Device Group

- Location _ Sét To Default
Identity Services Engine Home ina » Administratic » Work Centers [8itocatons @] [ ST Defaule |
PSEC [No  © | [setTodsfaut
Poicy Sefs  Profling  Postwe  Client Provisioning | Policy Elements
Device Type [all Device Types @ | [ 52t To Defauk:
Dictionsries b Condiions  + Results
—
L . i g
Authorization Profiles » CWA-redirect ~ RADIUS Authentication Settings

' iication Authorization Profile

< Authorizion Nawe [Crmding @ Pick a name

Pratocol  RADIUS

sutrcasion s erron | " s ot (sion)
ez :
Downloadable ACLs V2 | ACCESS acCErT Use Secona Shared Secret [ @
s prating ek DevcmProe [EE] @ [ —
CoAPort [1700 ] ((Set To Defaut |
+ Posture Service Template [

+ Client Provisioning Track Mavement 3

Passive |dentity Tracking [

* Common Tasks
1) \Jpice Domain Permission

Under Common tasks:
st Reciracton CHWA, MW, NS, CFP) - Scroll down and select Web Redirection

e — — e - ACL = acl name previously configured (“redirect” in this case)
- Value can be left as default (Sponsored Guest Portal)

#  Display Cesificates Renews| Message

[ static IP/Host namalFODN

¥ Advanced Attributes Settings

 [Gaect an ftem Q] in

* Attributes Details . . .

s ype - e e e This is what will be pushed to the
ciscorav-pair = url-radirect-acl=radiract

cisco-av-pair = url-redirect: portalf i 1e25d0-2e02-1128-ba71-00505687 2c7fadaysToExpiry=valueBaction=ava ereless Controller

SAVIART
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ADAPT])
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CWA — ISE related configuration

* Configure the Authentication rule. Go to Policy > Policy Set > Authentication Policy and modify the MAB policy to continue if user not fou

All_User_ID_Stores
¥ Options.

I Auth fail

B wired_MaB REJECT
MAB OR
B wireless_MAB

If User not found
CONTINUE

o ~. Iy and add two rules for CWA. The first rule (called here “C
FEqITect ] appIies on TNe redirect SSIU (Tor example] and pusnes the reamect ACL.

CWA redirect [ Radius Called-Station-ID CONTAINS c3800cwa | CWAedirect | + [Mitaccess.

]  Radius Called-Station-ID CONTAINS c9800-cwa ; :
CWA access AND | = PermitAccess | +
1:3 Network Access-UseCase EQUALS Guest Flow

SAVIART
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CWA - ISE related configuration

* Finally you would need to define a Guest user. Go to Administration > Identity and configure and click on +Add:

vices Engine Home » Context Visibility » Operations » Polic ~ Administration

» System |  Identity Management » Network Resources b Device Porial Management  pxGrid Services » Feed Service ]

w|dentiies  Groups  External Identity Sources  Identity Source Sequences  » Seftings

Network Access Users List > guest

Users
¥ Network Access User

* Name ‘guest ‘7
Status
S

¥ Passwords

Password Type: Internal Users. [~

Latest Manual Network Scan Results

Choose the username

Password

Re-Enter Password

Choose the password

* Login Password \ ........ \ \ ........
|

Enable Passward |

¥ User Information

First Name User Groups
stname [ 5

a-|=- =
11! ALL_ACCOUNTS (default)

‘g Employee |
St GROUP_ACCOUNTS {default) RS
Change password on next login ] £ GuestType_Contractor (defaul))

B GuestType_Daily (default)

@ GuastType_SocialLogin (default)

.\g GuestType_Weskly (default)
O Disable account if date exceeds i"é OWN_ACCOUNTS (default) yy-mm-dd)

* Account Options

Description [

¥ Account Disable Policy

¥ User Groups .

Select a user group. You can choose ALL_Accounts or you
can pick a more specific one

SAVIART
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ACHIEVE

Benefits of New Configuration Model

v —

Easy Provisioning Change Management
With AP attribute Site based filtering

Tagging
D Rule-based
Simplicity Tagging
No inheritance or For easy Day 1
containers configuration

Reusability

Config modularized as
objects

SAVIART
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sy Config Interface

'::lll.r:l::!::‘ Cisco CatEI"y"St 9800-40 Wireless Controller Welcome samart a T o
17.6.2

Configuration ™ » Interface ™ » Ethernet

Mame i Status Status IPv4 Address i IPvE Address

CET]

Layer

TenGigabitEthernetQ/0/0 (4] o unassigned Lnassigned L2/L3
TenGigabitEthernet0/0/1 G 0 unassigned Unassigned L2/L3
TenGigabitEthernet(/0/2 ﬁ Q unassigned Unassigned L2/L3
TenGigabitEthernet0/0/3 (4] O unassigned Unassigned L2/L3
GigabitEthernatQ ﬂ' 0 10.251.12.6 Unassigned L3

1 10 » |items per page

Walk Me Through >

SAVIART
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sy Config Interface

nlailv - Gisco Catalyst 9800-40 Wireless Controller Weicome samart | @& W
17.6.2

Configuration™ » Interface ™ » Logical

Port Channel Loopback

MNamea ¥ Port Members ¥ AdminStatus Y Operational Status T
() Port-channel TeO/0/0(P) Ted/0/1(P) o o

1 10 v |items per page

Walk Me Through >

SAVIART
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L Config Vlan

sl Cisco Catalyst 9800-40 Wireless Controller Welcome samart | 4% € B &
17.6.2

Configuration ™ > Layer2~ *» VLAN

SV WVLAM VLAN Group

Name T Admin Status T Operational Status T  IPvd Address T IPvE Address
0O v o O unassigned Unassigned
0O Vlan13z (4] o 10.252.0.11 Unassigned

1 10 = |items per page

Walk Me Through »

SAVIART
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WLAN AP Group Flex Group

RF Profile

Basic
Wireless

High Density HDX

Advanced Wireless

Data Rates

RF Parameters

)
—

DCA, TPC, CHDM

Profile threshold for
traps

RF Profiles

Client Distribution

AireOS Config Model

Decouple

Modularize

s> AireOS vs. Catalyst 9800 Config Model

Going towards a more Modularized and Reusable model with Logical decoupling of configuration entities

r

Basic
Wireless

(ﬁ(ﬁ\

Advanced Wireless

\_/\_j

\3

WLAN

==

Policy
Profile

\

Policy
Tag

AP Join
Profile

==

Flex
Profile

Tag

Granular & simplified
What Policies on which Sit

with

Tag

|
Site Tag

what RF characteristics

RF Tag
a/n/ac
blg I!
( )

AN

High Density HDX

\(

("

Data Rates 3
_
S
/
DCA, TPC, CHDM 3
_
N
J

Profile threshold for
traps

Client Distribution

SEMART

TELCOMS
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ADAPT]

/” N\\
- RN
...... (N
,z" N -
7 7 o \
/I’ N \\
/ .
I % Policy Tag *,
1
S wan \
1
[ Profile ! N
: \‘\ /'I/’/ N\\‘ ‘I
1 \\ ,/'/' AN 1
I \
1 ] .
\ H Policy Vo)
\ ) 1
\ \ Profile i)
1\ \ 1
\ \ J /
\ N\, / /
(N AN 4 ’I
AN N -~ e
\\\ ,,
S PRe

-~ -
Seamm==—"

Defines the broadcast domain (list of
WLANSs to be broadcasted) with the
properties of the respective SSIDs

o Cisco 9800 Catalyst 9800 Config Model

CAPOT Ty S,
’,,/‘ ‘\\ \\
,l V4 \\ \\
! \
/ \
i . . RFTag \
. 1
I Profile ! \
\ ]
I 2.4 GHz ] e !
I \ Fptad ~o 1
| . //, S H
1 . R “\ 1
1 Seee Ptad / AN I
\ R RF v
\ ! . I
— \ | pofies |
\ ]
\\ ‘\ GHZ Il I,
\ 5 YA
\ S e ,'
\, S ’

Access Points el Ss~s

~ ,,’
Defines the RF properties of
the network

"_————..-~~
- ~

~~~~~~

i . Y SiteTag \
I AP Join i \
[ Profile | \
] \ I pmm——
I ‘\ ,’ /" N\\ 1
1 AN '1'1' ~ 1
1 N S AN 1
‘ \N~- —'¢’ Vi \\ l
\ T v !
\ i Flex v/
\ \ Profile i/
\ \ 1
\ \ A
\\ . % //
. e /’/’ Defines the properties of the central
\ .
RN el and the remote site APs

~
~
Semm—————"
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Components of Policy Tag

-

________
e

>

WLAN

B Components of WLAN Profile Components of Policy Profile
rofrile

e ——
e
I,’
/
/
\
\\
'~ N,
SO
A
\
\
\
\
1
i
[
[}
I
/
’
,I
’I
’/
-
Semmme——"
~
~
S
\
\
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
7
’
.,
-
~
N
AY
AY
\
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
/7
’
7’
”

Central Assoc — disabled

Central Authentication — enabled
Local profiling — disabled

Policy map - none

Authentication - Central

Max Client connections
11v BSS transition Support
Off channel Scan defer
Load Balance

Band Select

_________ / \‘ H 1 / \
{  Policy | Erome Name |/ VLAN- Mgmt. Vian ‘.
9 \  Profile [}/ ‘ ' WLAN ID ' 1 Session timeout — 1800 !
N N\ o4 : ssiD 1 Idle time out- 300 |
9 S P ! . AVC profile - null :
S ' | Broadcast SSID - . . |
N o | L2 Security Lo Client Qos(|r_1put/and output) — default X
e - '3 Securit b BSSID Qos(input/and output) — default |
I AAA Servgrs i} ACL-None . |
' Coverage Hole detection Lo Local switching — disabled (all other !
: Airon etgllE ! : related parameters are disabled) I
| Diaanostic Channel ! | Central switching — enabled |
: Png e | ! Central DHCP - disabled !
! ocking ! i :
| po '
1 1 1
1 ! 1 !
1 ! 1 !
1 ! 1 1
1 ! 1 1
1 : 1 !
1 | \ 1
! 1

N - N e e e e -

TELCOMS
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ACHIEVE

e

______ ,’/ LED state — Enable s
~ / \

Heartbeat timer— 30 secs

Primary discovery timer — 120 sec
N SiteTag \

Primed join timeout — O seconds

e ——
e -~
e
7
”
'/
’
/
’
’
\
"__—--~\\
- L
e ~,
\\\
N,
"\,
\
’
S
/
~, ’
'~
~~.—-———”
~ 4
~
~ -
il P

- e = e e e = e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

AP Join

i _ Discovery timeout - 10 secs
\ Profile

ST

_______
- ~<,

Fast heart beat timer — 1 sec
Fast heart beat — disabled
TCP/MSS - enabled (set to 1250)

————————

Flex

Profile ¥

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1
Retransmit count — 5 secs :
Retransmit interval — 15 secs i
Dotlx authentication — disabled X
""" UDP lite — disabled |
1

11u venue group — unspecified !
Username/password — “current default” :
Preferred mode — IPV4 i
11u venue type — unspecified X
Client QinQ — disabled :
1

DHCP QinQ — disabled !
Reset - Disable :
|

1

1

1

1

1

1

1

1

1

PR el e e

~

Native VLAN ID

HTTP Proxy Port

HTTP Proxy IP Address
Fallback Radio Shut
ARP Caching

Efficient Image Upgrade
Local Authentication
Local Auth Users

Policy ACL

VLAN Name and ID

Static nameserver/domain name — current
default

Backup primary/secondary — current default
Core dump — “current default”
Syslog - “current default”

AP Join Profile - defaults
Components of Flex Profile

v Hyperlocation — disable ’ \

~

SAVIART
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Components of RF Tag

________
R

U N N,
V4 ‘\\ N, .
27 . \ RF Tag N Components of RF Profile
{i _ i L D ————
I Profile ! b e ~<
I\ 24GHz [ e 2 .~ N
RN y 4 ™~ ] ‘ / Data Rates \
\‘~, ,»” / \\ I ! i
‘\ ------ 1 RF ) MCS Settings
\ ' Prgﬂe S /’ ‘ Maximum and Minimum Power Level Assignment
\ 'z VA P
“\ b v Power Threshold v1/v2
\‘x r” 4 .
e e el DCA Channel Width
\\\~ ’,/

DCA Foreign AP Interference Avoid Enable
DCA Channel list

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1 . .
I Coverage Hole Detection Parameters (Data/Voice
: RSSI, Coverage Exception, Coverage Level)
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Profile Threshold for Traps
(Interference/Clients/Noise/Utilization)

Maximum Clients

Multicast Data Rates

Rx Sop Threshold

Load Balancing (window & denial)

U

\ Band Select Parameters (Applicable only for
802.11bg)

SAVIART
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Day O - Backend Constructs

------

——————

el

------

27 ms PAgPEEr
Vaias ~ \ YA Vaf%as ~ (N
/'// \\ AN ll ‘\ /'// \\ AN
V4 \‘ Default \ I \ V4 RF \ Default RF \\
/i WLAN Y policy Tag I Global Site i {1 Profle 1 Tag \

) \ [\
': \‘ Profile ," _______ A i ’| 'l \“ 2.4 /' _______ A
\ U S 1 \ N\ GHz P S 1
- N 004 AN 1 \ J ! AN v AN 1
lI ~~~~~~~~ i N \ / l\ """""""" 4 RF L
y i Default Vo \ 4 \ | i Vo
\ ! Policy i ! \ / \ i Profile 1
\ \ Profile gy N % \ \ g g
\ \ ) S 7 \ N 5 GHz ld
N, AN / ,’ So - \ N, J/ ,I
N, S 4 Ssea - N, SN s,
So 0 et / =T S T /
. e S 7
” ' d
So P So P
S =" N —— —'
oo “~~
e S
/’; """""" AN
’ N, \
'I/ S \
7/ \ \
7 Default \ \
[ AP Join i \‘
,’ i Profile / 1
| \\ "I 1
1 \\ " 1
________ 1
“ Default 1
\ Site Tag #
\ Y,
3 ..
“ S #Tags and Policies created
'~ ,/ o
e o behind the Scenes

Creation of WLAN profiles
Pre-provisioned Default Policy
Profile

Mapping of WLAN profiles to
Default Policy Tag
Pre-provisioned default RF Tag
and Profiles

Pre-provisioned Default Site
Tag and AP Join Profile

SAVIART
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R A19d93 WLAN

Step 1. Select Configuration > Tag & Profiles > WLANS

sl Cisco Catalyst 9800-40 Wireless Controller

Cisco

nfig Transkator

Dashboard

t‘/’:’\h Monitoring
) =

Configurations

Cleanir

Licensing

Troubleshooting

Walk Me Through >

Routing Protocols

Static Routing




ALERT]
ADAP

e A15459 WLAN

Step 2. Select Add

.::llus.r.:g. Cisco Catalyst 9800-40 Wireless Controller Welcome samart | @ W& &M e
17.6.2

Configuration ™ » > WLANs

Selected WLANs : 0

Tags & Profiles ~

O  Status  Name Y D Y SSD
O © coplLocal * COP|_Test_Local
0O ©  COPLDotix » 2 COPI-IPPHONE-WIFI
O ©  MOlDotlx * 3 MOI-IPPHONE-WIF
0O ©  COPlL_Guest * 4 COPI-IPPHONE-Guest
O ©  TCMOl_Dotix * 5 TCMOI-IPPHONE-WIF
0O ©  SPK Dotix » 6 SPK-IPPHONE-WIFI
Walk Me Through > O ©  RGO7_Dotlx » 7 RGO7 -IPPHONE-WIF|
O © cop.cwa L COPI-IPPHONE-WIF|
0O © TcMmoLCcwaA L TCMOI-IPPHONE-WIF
0O ©  TCMOI Guest % 10 TCMOI-IPPHONE-Guest

2

3

SAVIART
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ACHEVER R MBY- RN

Step 3. Select General

Add WLAN x

Advanced

WLAN

Profile Mame®

SsID*

SAT_Dot1x

SAT-IPPHONE-WIFI

WLAN ID*

98

Status

Broadcast SSID

Radio Policy @

Show slot configuration

5 GHz [EMAEILED .]

24GHz  [enaseo ()]

802.11b/g Policy | 802.11b/g v
(2.4 GHz)

=] Apply to Device

vinnslddayadoil

Profile Name
SSID
Status Enable

SAVIART
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e A 152979 WLAN

Step 4. Select Security > Layer2

vinmsidantiayadedl
General Security Advanced = Layer 2 Securlty MOde = WPA+WPA2

- Fast Transition = Disable
Laverz e A - Auth Key Mgmt = 802.1x

Layer 2 Security Mode [ WEA + WBAZ - Lobby Admin Access 0O
MAC Filtering O Fast Transition [ Disabled v ]
Protected Management Frame Qver the D3 O
Reassociation Timeout

PMF Disabled .

MPSK Configuration
WPA Parameters

MPSK O

Auth Key Mgmt BOZ.1x
BESS
O easy-Psk
Occrm
OFT + 802,12
OFT + sk
O a0z.1x-5HAZSE
(O Psk-sHAzZSE

SAVIART
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g AN9d979 WLAN

Step 5. Select Security > AAA > Authentication List Step 6. Select Advanced > Device Analytics
Add WLAN

General Security Advanced

General Security Advanced

@)
0

Coverage Hole Detection Universal Admin

Layer2 Layer3 A”A Aironet IE @

(@]

QKC

0O 0O

Advertise AP Mame

Authentication List [ COPI-ISE-Authen w l 6 P2P Blocking Action Band Select

D Multicast Buffer IP Source Guard
]
O

Load Balance

00O

Local EAR Authentication

WiMIM Palicy _Alluwed v

Media Stream Multicast-

direct
NS oo
Tac MU-MIMO
WiFi to Cellular Steering Off Channel Scanning Defer
- - - [ - |
Authentl Catlon LISt GLM La a ﬂ Configuration of 1 1v B55 Disassociation Imminent’ is -
supported from Command Line interface (CLI) only Device Analyti

“COPI-ISE-Authen”

11ax

Advertise Support 0

Advertise PC Analytics O
Support €@

®

Enable 11ax @

@]

(] link OFDMA
owmin Share Data with Client (]

Device Analytics Tvitatasasuunagn aan s oron

) Advertlse Support Downlink MU-MIMO ll';megggh Messurement
- Advertise PC Analytics Support I,

On Association 0

©

@]

®

®

BSS Target Wake Up Time

0On Roam

= Apply to Device ‘ '

niuvina1sne Apply to Device

I ELLOMS
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W N1989 W Policy

Step 1. Select Configuration > Tag & Profiles > Policy

il Cisco Catalyst 9800-40 Wireless Controller

Cisco

C board

:f':"\j Monitoring
o -

Licensing

Troubleshooting

Walk Me Through >
RRM

Routing Pro
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s 119@9 4 Policy

Step 2. Select Add

il Cisco Catalyst 9800-40 Wireless Controller Welcome samart | & W& 2
17.6.2

Configuration ™ > Tags & Profiles ~ > Policy

Status Y Policy Profile Name Y Description

ANC
ATH
AYA
BKN
BRR
CBl
cCs
CHA

Walk Me Through >

CHM

CHP

O0OO000OO0O0O0O0OO0AO
00000000000

SAVIART
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ol 119894 Policy

Step 3. Select General

vihnslddayadfl

- Name = 4a Site ffuq

- Status = Enable

- Central Authentication = Enable

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mability Advanced

Name* ‘ SAT | WLAN Switching Paolicy
Description ‘ Enter Description | Central Switching @ oisasen
Status enasleD [l Central Authentication enasep [

Passive Client B oisasLeD Central DHCP @ oisasLep

Encrypted Traffic Analytics [ oisasLeD Flex MAT/PAT [ pEEE

CTS Palicy

Inline Tagging

a III

SGEACL Enforcement

Default SGT 2-65519

SAVIART
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s N19d9 N Policy

Step 4. Select Access Policies

Add Policy Profile X

Q/

vinnstldiaTagnanagn doil

A Disabling a Policy or configuring it in "Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile. _ RADIUS PrOﬂIlng
- HTTP TLV Caching
General Access Policies Q0S and AVC Maobility Advanced = DHCP TLV CaChing

5 fili ° 1 > b4
RADIUS Profiing 2 Loyt vinnslam uuneaaa Vian iagladnu
HTTP TLV Caching IPvd ACL [ Search or Select - l dlu?ja\j VLAN/VLAN Group

DHCP TLV Caching IPvE ACL [ Search or Select ]

WLAN Local Profiling URL Fiters
I

Global State of Device 6] - -
Classification Pre Auth [ Search or Select L ]

Local Subscriber Policy Name [ Search or Select - ] Post Auth [ Search or Select v l

VLAN

VLAMMALAN Group [ 1794 - ]

Multicast VLAN | Enter Multicast VLAN |

SAVIART
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Step 5. Select QOS and AVC > Auto QoS > Voice

Add Policy Profile x

4 Disabling a Policy ar configuring it in ‘Enabled’ state, will result in loss of connectivity for clients associated with this Palicy profile.

General Access Policies | QOS and AVC Mobility Advanced

Auto QoS [ Voice v ] Flow Monitor IPv4

SIP-CAC Egress l Search or Select - ]

Call Snooping D Ingress [ Search or Select R4 ]

O

Flow Monitor IPvEe

Send Disassociate

Send 486 Busy O Egress [ Search or Select - ]

Ingress [ Search or Select - ]

) Cancel =] Apply to Device

SAVIART
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AD Add Policy Profile

APTj o P .
Ac H I EVE i I I s a 5 l Q O I C y A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

Step 6 Select Advanced > AAA PO“Cy General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile (] |

Session Timeout (sec) blrlr g;ﬂ-?gf'al

Idle Timeout (sec) mDNS Senvice
Palicy

Idle Threshold (bytes) Hotspot Server l
SEErCH Or Seied]

AAA Policy Til&wmaasniunagn Gilent Excuson Timeout sec) User Defined (Privte) Network
= A"OW AAA Override Guest LAN Session Timeout (|} —_— 0
- NAC State DHCP Drop Unicast O

Policy R

NAC Type Lﬁ a ﬂ RADIUS Allow AL Overrice f{léaéirgglts Trafhe
Accounting List tdan COPI-ISE-Acc NAD Sicke WLAN Fiex Policy

NAC Type [ RADIUS v ]

VLAN Central Switching O

nduvinnisnea Apply to Device Pocy Name [_asfaut-ass-polcy « v | SPMACACL [ 5o o Sekc
Accounting List | coprise-ace v [ x Air Time Faimess Policies

WGB Parameters

2.4 GHz Policy [ Search or Selec

Broadcast Tagging 5 GHz Policy l Search or Selec

WGE VLAN
EoGRE Tunnel Profiles

Policy Proxy Settings

Tunnel Profile l Search or Selec

ARP Proxy

IPwE Proxy

E Apply to Device
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s 1198974 Policy Tags

Step 1. Select Configuration > Tags & Profiles > Tags

ikl Cisco Catalyst 9800-40 Wireless Controller

CISCcOo
s e
Dashboard

tf:j'\J Monitoring
v/ -

Adminis

Licensing

Troubleshooting

Walk Me Through »

s Points
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= N19d9 W Policy Tags

Step 2. Select Policy > Add

theth - Cisco Catalyst 9800-40 Wireless Controller Welcome samart | % W&
1762

Configuration ~ *» Tags & Profiles ™ » Tags

Policy Tag Mame T Description

ANC
ATH
AA
BKN
BRR
CEBl

Walk Me Through >

O0OO0OOO0OOOOOO

SAVIART
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BT N13d9 W Policy Tags

Step 3. Select Add Policy Tag

Add Policy Tag - vinsl&da Name

Name* saT | - vihrnnsne Add WLAN-Policy MAP
- t8an WLAN Profiles uag Policy Profile
- 111N1TNA LATAYIRNNEQA

Description ‘ Enter Description ‘

¥ WLAN-POLICY Maps: 0 nntiuvinn1sna Apply to Device

+ Add

WLAN Profile Y Policy Profile T

1] iterms per page Mo iterns to display

Map WLAN and Policy

WLAN Profile* I SAT Dotlx - l Policy Profile* SAT -

RLAN-POLICY Maps: 0

SAVIART
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T ANS9d94 Flex

Step 1. Select Configuration > Tags & Profiles > Flex

sl Cisco Catalyst 9800-40 Wireless Controller

CisCco

_ Ii Interface
Dashboard

#<) Monitoring &
W

Config Translator

rotocols

Administration Radio Configurations

CleanAir

) Licensing

Troubleshooting
Walk Me Through »

Routing Prot
Static Routing
Security

A AN
Lt

ACL
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ST ANSd99 Flex

Step 2. Select Add

il Cisco Catalyst 9800-40 Wireless Controller Welcome samart | €% W
17.6.2

Configuration ™ > Tags & Profiles~ > Flex

Flex Profile Name T Description

ANC
ATH
AYA
BKN
SRR
CBl

Walk Me Through »

O00000O0O0O0O

SAVIART
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T AN9&974 Flex

Step 3. Select General

Add Flex Profile

General Local Authentication Policy ACL WLAN DNS Layer Security

Mame® SAT Fallback Radio Shut

0O O

Description Enter Description Flex Resilient

_ Yinnslaa nunawea Vian
ARP Caching ] .
Native VLAN ID 132 2Aavy Access Point Tuaav

®

Efficient Image Upgrade Native VLAN ID
HTTP Proxy Port 0
OfficeExtend AP O
HTTP-Proxy IP Address 0.0.0.0
Join Minimum Latency O
CTS Policy
IP Overlap O
Inline Tagging O
) mDOMS Flex Profile [ Search or Select -
SGEACL Enforcement O

CTS Profile Name [ default-sxp-profilex »

SAVIART
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T AN9d9g Flex

Step 4. Select VLAN > Add

vinnsladayadod

General Local Authentication Policy ACL VLAN DNS Layer Security - VLAN Na me

- VLAN ID

VLANName Y ID Y IngressACL Y Egress ACL 74 . < .
0 |terns B VLAN Name* | SAT | 1inA1sAa Save nUurinng

na Apply to Device

Mo itermns to display

VLAN Id* | 1794 |

ACL ® Unidirectional O Bidirectional

Ingress ACL l Select ACL v l

Egress ACL | Select acL v |

' D Canc -

SAVIART
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M 1198919 Site Tag

Step 1. Select Configuration > Tags & Profiles > Tags

LT Cisco Catalyst 9800-40 Wireless Controller

cisco
- Ii Interface

7Y Monitoring
N =

ale Radio Configurations

CleanAir

Licensing High T
igh

Troubleshooting

T h> . . AP Join
: EoGRE

Routing Protocols

Static Routing




ADART
e AN5899 Site Tag

Step 2. Select Site > Add

il Cisco Catalyst 9800-40 Wireless Controller Welcome samart | ¢ @
17.6.2

Configuration ™ » Tags & Profiles ™ » Tags
Policy Site RF AP

Site Tag Name Y Description

Walk Me Through >

O0O0OO0OO0OO0OO0OO0OOO
e
sl

1 2 3 4 5 .. B M items per page
SIMART

TELCOMS
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REE N15a5749 Site Tag

Step 3. Select Add Site Tag

- vihnslada Name

Name* | sar | - ¥ihnnsidan Flex Profile
- Enable Local Site ta1ta3asniunagnaan
Description | Enter Description ‘
AP Join Profile ["cefeut-ap-profie v | ANUUYINNI5n6 Apply to Device
Flex Profile [ SaT ¥ ]
Fabric Control Plane Name [ v ]
Enable Local Site O

=| Apply to Device

SAVIART
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29 119 Config Access Point

Step 1. Select Configuration > Wireless > Access Points

shboard

Monitoring

Multicast

MNetFlow

Troubleshooting

Paramaters
Walk Me Through »
RRM

WLANs

VAT
Wy

; Points
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L |

' All Access Points

Config Access Point

Step 2. Select IP Address > Filter

Admin

AP Name AP Model Status IP Address : Base Radio MAC
APDOEC3570.241C salil  C9117AXI-S ® 10.252.160.17 ¢ Sort Ascending
APDOEC.3570.24B0 alil  C9117AXI-S © 10.252.85.19
APDOEC 35702590 alsl  C9117AXI-S ® 10.252.180.14 | Sort pescending
APDOEC3570.25F4 aalsl  C9117AXI-S ® 10.252.85.17
APDOEC3570.265C salil  C9117AXI-S ® 1026217716

0]
APDOEC3570.28D4 salil  C9117AXI-S ® 10.252.180.2€
APDOEC.3570.2904 alil  C9117AX-S ® 10.252.192.13
APDOEC.3570.291C sl  C9117AXI-S e 10.252.193.24 Y Filter
APDOEC3570.29F4 dalsl  C9117AXI-S © 10.252.85.20  0077.8d21.6500
APDOEC3570.2A34 dulsl  C9117AXI-S ® 10.252.193.17  0077.8d21.6700

1 2 3 5 (4] 9 LI 10 +» |itemns per pa

Misconfigured APs
LSC Fallback : 0

Tag: 0 Country Code - 0

AP
Ethernet MAC i Mode
dlec.3570.241¢ Flex
dlec. 35702400 Fliesx
dlec. 3570.2590 Fliesx
dlec.3570.25f4 Flex
dlec.3570.266c Flesx
dlec.3570.28d4 Flesx
Shiow items with value that:
[ Contains * l 3
10.252.0. bl

& E&ED

Reqgisterad
Registered
Rengisterad
Registered
Registerad
Registered
Reqgisterad
Registered
Reqgisterad
Registered

1 - 10 of 744 access points Cl

Selsct an Action r

Configuration £
Status

Healthy
Healthy
Healthy
Healthy
Healthy
Healthy
Healthy
Healthy
Healthy
Healthy

]

SAVIART
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289 N1 Config Access Point

Step 3. Select AP Name

"clu's'élc;' Cisco Catalyst 9800-40 Wireless Controller Welcome samart | & W 4 me o Q PR
17.6.2

Configuration ™ » Wireless~ » Access Points

W All Access Points

Misconfigured APs

Tag:0  Country Code: D LSC Fallback : 0 Select an Action -

Total APs : 16

[IF‘A-j-j'ess'Cuntains' 10.252.49 x] ?

Admin i AP i Operation ! Configuration i
AP Name i AP Model i Status IP Address | Base Radio MAC [  FEthernet MAC i Mode Status Status
APDDEC.3570.36C4 alhl  COT17AXI-S (] 10.252.49.11 D077.8d22.81e0 diec.3570.36c4 Flex Registerad Healtky
APDOEC 35703880 ghlhl  CO117AXI-S [v] 10.252.49.18 0077.8d22.8fc0 diec.3570.3880 Flex Registerad Healthy
AGDOEC 35703880 Sl COT17AX-S (] 10.252.49.27 D077.8d22.9020 diec.3570.388¢ Flex Registered Healthy
APDOEC3570.3884| &l CO9117AXI-S (] 10.252.49.19 0077.8d22.9060 diec.3570.3804 Flex Registerad Healthy
FPDUEG anr 0. Jonme s il CO117AXI-5 O 10.252.4915 D077 8d22.9100 dlec. 3570 38a8 Flex Registered Healthy
e APDDEC.3570.38BC aall  CO117AX-S (] 10.252.458.20 0077.8d22.91a0 dilec.3570.38bc Flex Registered Healthy
APDDEC.3570.30AC hlhl  COT17AXI-S (] 10.252.49.26 D077.8d22.9920 diec.3570.3%¢c Flex Registerad Healthy
APDOEC 35703880 gl CO9117AXI-S (] 10.252.49.16 0077.8d22.9940 diec.3570.39h0 Flex Registerad Healthy
APDOEC.3570.39C4 4l CO117AX-5 0 10.252.49.12 D077 .8d22.9%0 d0ec.3570.39¢4 Flex Registerad Healthy
APDOEC.3570.3A00 ghlhl  CO117AXI-S (] 10.252.49.14 0077.8d22.9bc0 dbec.3570.3a00 Flex Registerad Healthy
4 3

1 2 kM 10 » |items per page 1 - 10 of 16 access points O
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2 N5 Config Access Point

Step 4. Select General

vinnisiaan Policy wag Site

- TinseAu Site 1ueq

General Interfaces High Awvailability Inventory ICap Advanced support Bundle

General Tags .
nfurinn1sna Update &

* nmn -
AP hame | EC.3570.2CF0 | A Changing Tags will cause the AP to momentarily lose Apply to DEV|Ce
association with the Controller. Writing Tag Config to AP is
nat allowed while changing Tags.

Location® | Test at COPI FLS |

Base Radio MAC Q077.8d27.ccel
Policy [ SAT . ]
Ethernet MAC d0ec.3570.2cf0
Site [ SAT . ]
RF [ default-rf-tag v l
AP Mode [ Flex v ]
Write Tag Config to AP O®
Operation Status Registered
Version
Fabric Status Disabled

LED Primary Software Version 176.2.43

Predownloaded Status M
State enasteD [}
Predownloaded Version N A

Brightness Level [ 8 v l -

SAVIART
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Step 5. Save

Config Access Point

rhetll - Cisco Catalyst 9800-40 Wireless Controller Welcome samart | # | %] %4 e Q g

cisco 17.6.2

Configuration™ » Wireless ~ > Access Points

W All Access Points

Misconfigured APs
Tag:0  Country Code: 0 LSC Fallback : 0 Select an Action -

Total APs : 16

[IF‘A-'_i-;i'ess'Guntains' 10,252 .49 x] Y

Admin  } AP {  Operation ! Configuration 1}
AP Mame ! AP Model i Status IP Address | i BaseRadio MAC ! Ethernet MAC i Mode Status Status
APDOEC.3570.36C4 &bl CH117AX-S ® 10.252.49.11 D077.8d22.81a0 diec.3570.36c4 Flex Registered Healthy
APDOEC.3570.3880 Ghilal  C9117AX-S [v] 10.252.49.18 0077.8d22.8fc0 d0ec.3570.3880 Flex Registered Healthy
APDOEC.3570.388C ahlil  CH117AX-5 ® 10.252.48.27 D077.8d22.9020 diec.3570.388c Flex Registered Healthy
APDOEC 35703804 Ghilal  CO9117AX-S ] 10.252.49.19 0077 8d22.9060 dOec.3570.3894 Flex Registered Healthy
APDOEC.3570.38A8 ahlil  CH117AX-5 (] 10.252.48.15 D077.8d22.9100 diec.3570.38a8 Flex Registerad Healthy
oL APDOEC3570.38BC smlil  CO117AXI-S (] 10.252.49.20 0077.8d22.91a0 dlec.3570.38bc Flex Registered Healthy
APDOEC.3570.39AC &bl CH117AX-S ® 10.252.49.26 D077.8d22.9920 diec.3570.3%c Flex Registerad Healthy
APDOEC 3570 3080 &lal  ©H9117AX-S ® 10.252.49.16 0077 8d22.9940 diec.3570.3900 Flex Registered Healthy
APDOEC.3570.39C4  ahlil  CO117AX-S (] 10.252.48.12 D077.8d22.9%a0 diec.3570.39¢4 Flex Registered Healthy
APDOEC 3570 3400 &lal  ©H117AX-S o 10.252.49.14 0077.8d22.9bc0 dec.3570.3a00 Flex Registered Healthy
4 ]

SESE poInts o

1 2k M 10 » | items per page 1-100f 16 ¢
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28 119 Config Access Point

Step 6. OK

Save Configuration

Are you sure you want to save the configuration?

SAVIART
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High Availability — Stateful Switch Over (SSO)

A direct physical connection between Active and Standby Redundant Ports or Layer 2 connectivity is required to provid
stateful redundancy within or across datacenters

Sub-second failover and zero SSID outage

Active Wireless Hot-Standby Wireless Controller
Controller

C9800-40-K9

Redundancy Port Connectivity
RP via L2

C9800-80-K9

Active Wireless i
. Hot-Standby Wireless
Controller Redundancy Port Connectivity ContrZIIer

RP Via L2

The only supported SFPs on Gigabit RP port are : GLC-SX-MMD and GLC-LH-SMD

SAVIART

TELCOMS
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Controller Redundancy - Stateful Switchover (SSO)

True Box to Box High Availability i.e. 1:1
One WLC in Active state and second WLC in Hot Standby state

Secondary continuously monitors the health of Active WLC via dedicated link

Configuration on Active is synched to Standby WLC

This happens at startup and incrementally at each configuration change on the Active

What else is synched between Active and Standby?
AP CAPWARP state in 7.3 and 7.4: APs will not restart upon failover, SSID stays UP — AP SSO

Active Client State in 8.0: client will not disconnect — Client SSO

Downtime during failover reduced to 5 - 1000 msec depending on Failover

In the case of power failure on the Active WLC it may take 350-500 msec

In case of network failover it can take up to few seconds

SSO is supported on 3504 /5520 / 8540 / 9800

SAVIART
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High Availability — supported topologies
Single VSS switch (or stack/VSL pair/modular switch)

=  For SSO HA, connect the Standby in the same way

= Single L2 port-channel on each box

Enterprise network
= Enable dotlg to carry multiple VLANs

¢ Wmm w mm - EEm O ESE f S F BN R EEE O EEE O BN § B R

= |MPORTANT: only LAG with mode ON is supported

VSS pair

) = IMPORTANT: connect RP port to the same VSS/stack
member as the uplinks and not back to back

= Make sure that switch can scale in terms of ARP and MAC
table entries

L2 port channel
dotlq trunk

= This is the recommended topology

RP port RP port

Standby
SIART

TELCOMS
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High Availability — supported topologies
Dual distribution switch with HRSP

=  For SSO HA, connect the Standby in the same way

= Single L2 port-channel on each box

Enterprise network

HSRP Active HSRP Standby = Enable dotlqg to carry multiple VLANs

= |[MPORTANT: only LAG with mode ON is supported

= |IMPORTANT: connect RP port to the same distribution
switch as the uplinks and not back to back

L2 port channel
+ dotlq trunk

=  Make sure that switch can scale in terms of ARP and MAC
table entries

= This is a supported topology

RP port RP port

Standby
SIART

TELCOMS
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gy HA SSO Configuration

Stepl: Navigate to Administration> Device to configure a redundant device. Click on Redundancy and select IP address of existing WLC and an IP
address for redundant WLC as shown below.

Administration = > Device

=-| Command Line Interface
Deavice

El Dashboard :' . DHCP Pools General Redundancy Configuration

s/ Monitoring i DNS FTP/SFTP/TFTE Redundancy Pairing Type

RMI+RP @ RP

L. Configuration (©) Licensing

Redundancy Local IP* | 10.252.0.13 |
% Management
O ¢ Administration )
Backup & Restore Netmask | 266.255.255.128 |
Troubleshooting AL
SNMP Remote IP* | 10.252.0.12 |

Rolling AP Upgrade

x 100 (milliseconds)

Keep Alive Timer | 1

Smart Call Home

Software Upgrade Keep Alive Retries | 5 |

Time Active Chassis Priority™® | 1 |

User Administration

Standby Chassis Priority™ | p |

SAVIART
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Configuration and Verification

il Cisco Catalyst 9800-40 Wireless Controller Welcome samart | % W& 400
17.6.2

Monitoring ™ * General ™ > System

Inventory Memory Utilization CPU Utilization Wireless Interface Management Summary Redundancy

General Active Statistics Standby Statistics

My State ACTIVE Redundancy State S50
Peer State STAMDBY HOT Manual Swact enabled

Unit Primary Communications Up
Lnit 1D 2 Standby Failures 0
Redundant Maode (Operaticnal) 550 Switchovers System Experienced 1
Redundancy Mode(Configured) 50

Chassis Details

MAC h HW ¥ Current T P T ERBMIIP T Mobility MAC T Image
Chassis T Role T Address Priority T Version State Address Address Address Version

1 Standby  3c13.cc95.37e0 2 V02 Ready 10.252.012  NA 0000.0000.0000 17.6.2

e Active 3c13.ec95.3820 1 V02 Ready 10.252.0.13 NA 0000.0000.0000 17.6.2

SAVIART
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X133 |SSU Workflow

[ Active V1 ] [StandbyVl ]

Download
image v2
Active

[ Active V1 m Standby V2 i i':;'gﬁf iﬁ:ggg%

Switchover State Sync Across
V1and V2

ad

[ Active V2 ]
Standby reloads

with image v2

[ Standby V2

[ [ APs V2

SAVIART
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=l Troubleshooting tools

Troubleshooting page

Troubleshooting

Dashboard Syslog Core Dump and System Report Debug Bundle Packet Capture
Monitoring /E
% Configuration Configure and View Syslog View the list of core files and System Capture require info like CLI outputs, logs Capture packets with different filter
Reports captured in the device as a single bundle for error reporting and options to feed into Wireshark for
debugging debugging

@ Administration

Troubleshooting
Ping and Trace Route Web Server log AP Packet Capture

(] ?
=]
‘ r—1
Check Ping-ability and Trace route info View and Download Access and Error AP Packet Capture for troubleshooting
of a target destination through different info of Web User Interface Logs wireless clients

sources

SAVIART
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Syslog page

Dashboard

Syslog

Monitoring

Number of latest Syslog entries to display*

&8 Troubleshooting tools

Troubleshooting : Syslog

+— Back to TroubleShooting Menu

Manage Syslog Servers

100

Show Logs Clear Logs

@% Configuration

Q Search

0of0

Dec

@ Administration

Dec

Troubleshooting

Dec

Dec

Dec

Dec

Dec

Dec

Dec

Der

411
411
411:
411
411:
411
411
411
411

411

54:36.496:
54:36.439:
54:36.442:
53:21.375:
53:21.103:
53:21.110:
46:45.665:
45:15.389:
45:15.387:

A4:31 NR1:

< |
%APMGR_TRACE_MESSAGE-3-EWLC_EXEC_MSG: Chassis 1 R0/0: wncd: % Error: AP: 2802AP will go for a reboot due to Mode chan
%CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 RO/0: wncd: AP Event: AP Name: 2802AP, MAC: 00f2.8b26
%LINEPROTO-5-UPDOWN: Line protocol on Interface Capwap2, changed state to up
%CAPWAPAC_SMGR_TRACE_MESSAGE-3-EWLC_GEN_ERR: Chassis 1 R0/0: wncd: Error in Session-IP: 192.168.68.171[5256] Mac:
%CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 R0/0: wncd: AP Event: AP Name: APO0A2.891C.15F8, MAC
%LINEPROTO-5-UPDOWN: Line protocol on Interface Capwap1, changed state to up
%CAPWAPAC_SMGR_TRACE_MESSAGE-3-EWLC_GEN_ERR: Chassis 1 R0/0: wncd: Error in Session-IP: 192.168.68.171[5248] Mac:
%SMART_LIC-5-EVAL_START: Entering evaluation period

%SMART_LIC-5-EVAL_START: Entering evaluation period

SLDMI-E-ACTINF: Chassis 1 RN/N: swnefd: nracess is in steadyv state

SAVIART

TELCOMS



ALERT;
ADAPT])

&) Troubleshooting tools
Core Dump page

Troubleshooting : Core Dump and System Report

+« Back to TroubleShooting Menu

= Dashboard
Core Dump

Date & Time v Size (Bytes) v Name Download

Monitoring
Configuration

{ Administration

e

09 Oct 2018 16:09:26 383450 flash/core/RP_0_plogd_20225_20181009-160925-Universal.core.gz

I+

. 08 Oct 2018 21:08:43 50226 flash/core/veWLC-9a_systemd-journald_5929_20181008-210843-UTC.core.gz
Troubleshooting

I«

,\ﬂ 08 Oct 2018 21:05:43 50022 flash/core/veWLC-9a_systemd-journald_5803_20181008-210543-UTC.core.gz

e

08 Oct 2018 21:02:42 49874 flash/core/veWLC-9a_systemd-journald_5271_20181008-210242-UTC.core.gz

| O

08 Oct 2018 20:59:42 52122 flash/core/veWLC-9a_systemd-journald_1628_20181008-205942-UTC.core.gz

1 b ~ 1 -5 of 5 items

System Report

Date & Time v Size (Bytes) v Name Download

0 ’ » vO Items 1 JISPIay

SAVIART
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Dashboard

Monitoring

% Configuration

&g Troubleshooting tools

Administration -> Command line interface page

Command Line Interface

show ap summary

@ Administration

Troubleshooting

Control+X: Clear | Control+M: Switch Mode | Control+Return(.): Execute Command | Control+Y: Copy | Control+Shift+E: Export | Shift+Up Arrow(1)/Down Arrow(]): Lool

kup History

Tue Dec 04 2018 13:30:22 GMT+0100 (Central European Standard Time)

#show ap summ
Number of APs: 3

AP Name Slots AP Model Ethernet MAC Radio MAC Location Country  IP Address State
LabAP 3 28021 f80b.cbe4.7f40 0027.e38f.33a0 default location BE 192.168.68.109 Registered
AP00A2.891C.15F8 3 1810W 00a2.891c.15f8 00a2.891c.be40 default location BE 192.168.68.116

Registered

2802AP 3 28021 00f2.8b26.81e0 00f2.8b26.e5e0 default location BE 192.168.68.171 Registered

SAVIART
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el Troubleshooting tools

Ping and Traceroute page

Troubleshooting : Ping and Traceroute

+— Back to TroubleShooting Menu

Destination* Source
l 8.8.8.8 v Te0/0/3] v

Te0/0/0
Te0/0/2

Source (Device) GigabitEthernet0

O sss Capwap?2

: _I:. o Vian1

Te0/0/3 Vlan711

#ping 8.8.8.8 source Ted/0/3
% Invalid source interface - IP not enabled or interface is down

SAVIART
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Troubleshooting tools
Collecting outputs with the debug bundle (Ul)

alialin
cISCo

16.10.20180908

Dashboard
Monitoring

9% Configuration

@ Administration

Troubleshooting

Cisco AIR-CT9540-K9

Welcome admin a

Troubleshooting : Debug Bundle

+— Back to TroubleShooting Menu

Name of the debug bundle
debug_Bundle o

This supports user to create a compressed package with required info like CLI outputs, logs etc for reporting and debugging the issues

Enter the CLlIs of which output needs to be packaged. Maximum 5 CLIs are allowed.

Enter the CLIs of which output needs to be packaged

o show tech b 4

O show tech wireless b 4

| Web Server log

"I Core File

Create Debug Bundle

SAVIART
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&8 Troubleshooting tools

Embedded Packet Capture web interface

. . Create Packet Capt x
= Web interface to the existing EPC  |elsaseuas
CLI “monitor capture ...” coptureName | mycap ‘
. Filter* [ ipv4 v] @ TcP @ upP
= One click start/stop/download s aore  [T0R7TD = l
" PhySicaI and VLAN interfaces can Destination Network* | 10.48.39.33 ]/l 24| ]

be selected

Monitor Control Plane*

Buffer Size (MB)* | 10 |
Limit by* [ Duration - ] l 3600 secs ~= 1.00 hour
Available (5) | Search Q Selected (1)

() Te0/0/0

@ Te0/0/2

|
2>
2>
() Teo/0/3 4
2>
2>

(@) Te0/0/1 €

@ Vian1

@) vian711

=] Save & Apply to Device

SAVIART
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S Radioactive tracing
Conditional debugging

* You define a condition: client MAC or AP
MAC, for example

* Every entry process checks if the flow
matches the conditional debugging

* If so, it sets a radioactive flag and passes it
on with to all the functions called

 When the flow ends, the radioactive flag is
reset

Add MAC Address

MAC Address*

e All intermediate processes will be © Gonce
debugged at the same level without having
to verify the original condition

SAVIART
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S Dashboard

bl Cisco Catalyst 9800-40 Wireless Controller Welcome samart | # % B # @ @ & Q <

17.6.2

Network Wireless LANs Access Points Clients Rogues Interferers
5GHz 0 a';.':::.'t— 93 [(r) 759 Active 2 APs 2000 5 GHz 0
2.4 GHz 0 -;.;,_; 5 (T?g 0 Excluded 0 Clients 544 2.4 GHz 0

Overview th

a5 Access Points

Last Updated: 20142022, 10:55:34 PM

P

Radio Count by Band Radio Count by Mode Access Point Join Summary
758 758 758 758 750
I o I o] o] a i) L1} ] a o o 4] a a a
b GHz 2.4 GHz be-re [ Clint Senang Chent Serving Monitor Nanitar Maonitor
dual-band dual- band 4 GHz 2.4 GHz 4 GHz 2.4 GHz Cual8and
== lp == Down == Up == Down l— 15

== Joined == Mot Joined

SAVIART
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WTE: Dashboard

Sort by: ¢ » | Sotby ¢ - Total Client Count: 2

[ APs With Highest Client Count v ] WLANS With Highest Client Count

A.. Data Data

St AP Name AP MAC Clie.. Usage | | WLAN Name ID Clients  Usage

® & AP-MOIL. 0077.8d22.. 1& 495KB + || RGO3_Dotix 17 14 1568

® & AP-RGO.. 0077.8d22.. 1& 9.1GB MOI_Dot1x 3 14 99 GB

® & APDOEC.. 0077.8d23.. 0 4.6 M8 UDN_Dot1x 75 0 813 M8 — Micraso. .
® & APDOEC.. 0077.8d23.. O 513 KB ANC_Dot1x 69 0 8.6 GB e
® & APDOEC.. 0077.8d23.. O 6.8 M8 LOB_Dot1x 65 0 7.6 GB

® & APDOEC.. 0077.8d23.. O 42 KB CHN_Dot1x 64 0 13 M8

® & AP-NIE. 0077.8d23.. O 29 KB NST_Dot1x 62 0 71K8

® & APDOEC. 0077.8d23.. O 142 KB KPP_Dot1x 59 0 393 KB

Ll CPU & Memory Pressure Graph P
Last Updated: 2/14/2022, 10:57:03 PM

Slot: | Active v
CPU Utilization Memory Utilization

CPU (%) vs Device Time Memory Used (%) vs Device Time
CPU:| O r 100% - 100%
Memory Details Size (KB)
50% 1 75%
Process CPU (%) 0% Tatal 32356468
User 9.00 Used 6829424 50%
System oS 40% 1 Free 25527044 -
Idle 88.21 20% 1 Committed 8729432
0% - 0%
@ Advanced CPU View 225322253 562254 2607-54:55 2 Advanced Memary View 22:53:2622:53:5622:54: 262 2:54:55
== lser == System = Idle == Healthy == Critical (=93%)
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S Dashboard

CPU Utilization Memory Utilization

CPU (%) vs Device Timea Memory Used (%) vs Device Time
CPU:| O e 100% - 100%
Memory Details Size (KB)
80% - 75%
Process CPU (%) 0% Total 32356468
User 5.70 0% | Used GE34564 50%
System 1.50 Free 25521904 -
dle 92 79 20% 1 Committed 8735840
0% - 0%
@ Advanced CPU View 23545507 55 250055 5500-56-25 2) Advanced Memory View 2254550755 2507:55:5522:56:25
= lser == System == I|dle == Healthy == Critical (>%3%)

O System Information w0

Last Updated: 201472022, 10:55:34 PM
s~ Hostname: -
&) copi_wie
< Device Uptime:
'-\E_)_/-' 3 weeks, 4 days, 13 hours, 3 minutes

S System Time:
'-\_(?/-' 22:53:26.550 Indochi Mon Feb 14 2022

v Device Type:
\&) ceso00-40-ka

= Temperature: €
I\@_/'I 53°C

~— . Boot Image:
'-\@,-' bootflash:/packages. conf

7— = FIPS Mode:
\E) Disabled

SAVIART
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= Monitoring System

Monitoring ™ » General™ > System

Inventory Memory Utilization CPU Utilization Wireless Interface Managernent Surmmary Redundancy

Name YT Description T PD T VD Y  Serial Number T
Chassis 1 Cisco CO800-40-K9 Chassis C9800-40-K9 V05 TThM242909NY

Chas=is 1 Power Supply Module O Cisco Catalyst 9800-40 750W AC Power Supply Reverse Air Caa00-4AC-750W-R Vi ARTZ2432F949
Chassis 1 Power Supply Module 1 Cisco Catalyst 9800-40 750W AC Power Supply Reverse Air Co200-AC-750W-R Vi ART2429FEB]
Chassis 1 Fan Tray Cisco C9800-40-K9 Fan Tray Co200-40-K9-FAN M M2

Chassis 2 Cisco C9800-40-K9 Chassis C9B00-40-K9 V05 TTM2435054T

Chasszis 2 Power Supply Module O Cisco Catalyst 9800-40 750W AC Power Supply Reverse Air Co200-AC-750W-R V01 ARTZ2432F90X
Chas=is 2 Power Supply Module 1 Cisco Catalyst 9800-40 750W AC Power Supply Reverse Air Caa00-AC-750W-R WO ART2432F982
Chassis 2 Fan Tray Cisco CO800-40-K8 Fan Tray Co800-40-K9-FAN A A

maodule O Cisco CO200-40-K9 Modular Interface Processor CO200-40-K9 MNSA A

SPA subslot 00 d-port 10G/1G multirate Ethernet Port Adapter BUILT-IN-4X10G1G MNSA JAEB7E54321
subslot 0/0 transceiver O 10GE SR SFP-10G-5R-5 WO ACW23380UFH
subslot 0/0 transceiver 1 10GE SR SFP-10G-5R-5 V01 ACW23380UFY

module RO Cizco CO200-40-K9 Route Processor Co800-40-K9 V05 TTM2435054T
module FO Cisco CO9800-40-K9 Embedded Services Processor CO200-40-k9 M A
Crypto Asic FO/O Agic 0 of module FO MOT Vi1 JAE2442027B

1 20 w |items per page 1-150f 15 items
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sy Vonitoring Port

Monitaring ™ > General ™ > Ports

Port Marme i Description i  Status : VLANSP i RX i TX :

TenGigabitEthernet0/0/0 0 trunk 211.00 Kbps 14.90 Mbps
TenGigattEthernet0/0/1 0 trunk 2.31 Mbps 76.00 Kbps
TenGigabitEthernet0/0/2 O 1 0 0
TenGigabitEthernet0/0/3 O 1 0 0
GigabitEthernat0 0 0 0
Port-channel fiH To_ COPI_AGASZ Po2 Hid 0 trunk 2.52 Mbps 14.99 Mbps
Wian o trunk 0 0
Vian132 o 2.46 Mbps 14.98 Mbps

1 10 w |items per page 1 - 8 of 8 items
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&2l Monitoring Clients

Maonitoring = > Wireless~ » Clients
Clients Sleeping Clients Excluded Clients
& B
Selected 0 out of 2 Clients

ClientMAC YT IPv4 T AP T WLAN Y Client T Device YT
O Address Address IPvE Address Name 55D T ID Type State ¥ Protocol ¥ UserName Y Type

0c30.5b03.9fa7 o AP- , . - Microsoft-
0 10.246.48.11 fe80:7491:3994:8ab9:c176 RGO3-  RGO3-IPPHONE-WIFI 17 WLAN  Run 11n(2.4) 3730100510165 SC
- B1-01 Workstation

fed2.03cc. 6ebd L AP-MOI-
0 e 10.246.1.24  fe80:fed2:3fffecc:beba .

1 itermns per page 1 - 2 of 2 clients O

4 4

MOI-IPPHOMNE-WIFI 3 WLAMN Run 11ac 20226 Android
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adyp” Configuration Access Point

Configuration ™ > Wireless~ > Access Points

“ All Access Points

Total APs : 759

Admin i
AP Name i AP Model i Status IP Address ! BaseRadioMAC : FEthernet MAC
APDOEC3570.241C  lnl CO117AK-5 (] 10.252.160.12 0077 .8d21.8640 d0ec. 3570.247¢
APDOEC3570.24B0 Ll C9117AX1-5 (v] 10.252.85.19 0077 .8d21.8as0 d0ec.3570.24b0
APDOEC 35702580 g lnl Co9117AX-5 (] 10.252.180.14 0077.8d21.97e0 d0ec. 3570.2590
APDOEC3570.25C4 gLl C9117AX1-5 (V] 10.252.178.14 0077.8d21.9380 d0ec.3570.25c4
APDOEC3570.25F4  ghlnl Co9117AX1-5 (] 10.252.85.17 D077.8d21.9500 d0ec. 3570.25f4
APDOEC3570.265C & lnl C9117AX1-5 (v] 10.252.177.16 0077.8d21.9840 d0ec.3570.265¢
APDOEC3570.28BC  ahlnl Co9117AX1-5 (] 10.252.178.11 D077 .8d21.aba0 d0ec. 3570.28bc
APDOEC.3570.28D4 & lnl C9117AX1-5 (v] 10.252.180.26 0077 .8d21.ac00 dlec.3570.28d4
APDOEC3570.2904 gLl CO1174X-5 (] 10.252.192.12 D077 .8d21.ad80 d0ec. 3570.2904
APDOEC3570.291C  lnl C9117AX1-5 (v 10.252.193.20 0077.8d21 3240 d0ec.3570.291¢
1
1 2 3 4 5 6 7 8 9 10 L 10 » | items per page
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sy’ Reset Access Point

FS

General Interfaces High Awailability Inventory ICap Advanced Support Bundle

Advanced VLAN Tag

Country Code* TH v | A WVLAN Tag O

Multiple Countries us, TH WLAN Tag State Disabled

Statistics Timer 180 AP Image Management

CAPWAP MTU 1483

Predownload

AP Link Latency Disabled
) ) AP Crash Data

TCP Adjust MSS Option

Download to bootflash Get Crash File
AP TCP M55 Enabled
Adjust

Hardware Reset
AP TCP MSS Size 1250
ﬂg_ IPvE TCPR MSS Enabled Performs reset on the AP

just -

j Update & Apply to Device

SAVIART

TELCOMS



ADAPT] .
5 Backup Wireless Lan Controller
Select Administration > Backup & Restore

nthaili Cisco Catalyst 9800-40 Wireless Controller Welcome samart

CISCO

Dashboard

tf:::l Monitoring DHCP Poals

Command Line Interface

Device

From Device v

_ . B Dns
Configuration B NG Configuration v

Management

Startup Config -

. - File Manager HTTE v
) Licensing

HTTP/HTTPS/Netconf/VTY

Troubleshooting -

Time

2 User Administration
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adY” Backup Wireless Lan Controller

il Cisco Catalyst 9800-40 Wireless Controller Welcome samart
17.6.2

Administration ™ > Management~ » Backup & Restore

Config File Management

Copy [ From Device - l
File Type [ Configuration v l
Config Type [ Startup Config - l
Transfer Mode [ HTTP - l

+" Download File

SAVIART
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Cisco ISE Hardware Appliance

SNS-3515-K9 Small Secure Network Server for ISE Customer must choose either upgrade or new
Applications purchase

SNS-3505-K9 Large Secure Server for ISE Customer must choose either upgrade or new
Applications purchase

SNS-3615-K9 Small Secure Network Server for ISE Customer must choose software option
Applications

SNS-3655-K9 Medium Secure Network Server for ISE Customer must choose software option
Applications

SNS-3695-K9 Large Secure Network Server for ISE Customer must choose software option
Applications

SAVIART

TELCOMS



ALERT]
ADAPT]

g Cisco ISE Hardware Appliance

Processor 1 - Intel Xeon 1 - Intel Xeon 1 - Intel ¥Xeon

2.10 GHz 4110 2.10 GHz 4116 2.10 GHz 4116

Cores per 8 12 12
processor

Memory 32 GB (2 x 16 GB) 96 GB (6 x 16 GB) 256 GB (8 x 32 GB)

Hard Disk 1-2.5-in. 4 - 2.5-in. 8 - 2.5-in.
600-GB 6Gb SAS 10K 600-GB 6Gb SAS 10K RPM 600-GB 6Gb SAS 10K RPM
RPM

Hardware RAID Mo Level 10 Level 10

Cisco 12G SAS Modular Cisco 12G SAS Modular
RAID Controller RAID Controller

SAVIART
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What makes up an ISE deployment?

& ®
<

° ©
( eg

CiscolISE

o

- Users - Switches - Standalone ISE - ADADAFP
- Devicas - WLCs/ Aps - Multi-node ISE - MDM
- Things - VPN gateways - VMiAppliance - Security services

Endpoinis Network Devices Cisco ISE External Services

SAVIART
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Cisco DNA Center 1.2.10
- Automation

- Assurance

- Maps & topology

Cisco Catalyst 9800
Wireless Controller 16.10

Jst ISE 2.2/2.3/2.4
- BYOD

00000000
- Guest Access

Access Points Supported

- 1lac Wave2 )
- 1lac Wavel What Wireless controllers are

- 1lax WiFi6 supported ? (e i) Prime Infrastructure 3.5
- Physical: Cisco Catalyst C9800 Series - Configuration
Appliances —— - Monitoring
- Cloud: Private and Public Offering
- Catalyst 9800 SD-Access Embedded
Wireless .
What modes are supported? CMX 10.5.1 /Cisco DNA Space

- Local, Flex, Fabric, Cisco Catalyst 9800 on - Connect / DétECt/ Engage
ME (Future) - Hyperlocation

What are the Differentiating features? - BLE
- High Availability, Patching, ETA
Programmability, Telemetry

SAVIART
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Cisco ISE

Cisco ldentity Services Engine
(ISE) is an industry leading,
Network Access Control and
Policy Enforcement platform

Visibility
Context about everything
touching the network

Control

Network access control
and segmentation

Enterprises comply to
industry regulations

Cisco ldentity Services Engine

CISCO ISE SIEM, MDM, NBA, IPS, IPAM, €

PXGRID
} €. APis

ACCESS POLICY

FOR ENDPOINTS

Partner Eco System

FOR NETWORK

WIRELESS E VPN l

Role-based Access Control | Guest Access | BYOD | Secure Access

SAVIART
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ISE Architecture

STANDALONE ISE ﬁ Policy Services Node (PSN) MULTI-NODE ISE
@ - Makes policy decisions
) = - RADIUS / TACACS+ Servers

Policy Administration Node (PAN)

m - Single plane of glass for ISE admin
e

- Replication hub for all database config changes

Monitoring and Troubleshooting Node (MnT)

@w, - Reporting and logging node

- Syslog collector from ISE Nodes

pXGrid Controller

ﬁ - Facilitates sharing of context

Single Node (Virtual / Appliance) Multiple Nodes (Virtual / Appliance)

Up to 50,000 concurrent endpoints Up to 500,000 (2M DOT1X/MAB) concurrent endpoints

SAVIART
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Visibility
The profiling service in Cisco ISE identifies the devices that connect to your network

' 0 Policy Service
. | Enable Session Services (i’

' Enable Profiling Service

Endpoints send

interesting data,

-

Feed Service
(Online/Offline)

that reveal their

device identity

Cisco ISE

[%-_---—‘__’_ () MAC Address IPv4 Address Username  Hostname Endpoint Profile
TP
_® = MAC Address IPv4 Address Username Hostname Endpoint Profile
ACIDex |

)] 00:22:BD:D3:5B:2F 10.34.75.13 Cisco-IP-Camera

)] 00:02:4B:CC:D6:63 10.35.68.203 Cisco-IP-Phone

O 5C:F9:38:AA:1F:90 10.32.2.127 jim Jim-Air Apple-MacBook

)] 30:46:9A:2E:C3:F0 10.86.98.138 host/ALICE win7pc Microsoft-Workstation

AnyConnect Identity Extensions (ACIDex) | Device Sensor (DS)

SAVIART
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g |[dentity Service Engine
Hardware/Virtual appliances

3515 - Small Secure Network Server for ISE Application

Cisco Identity Services Engine

Mediam Secure Network Server for ISE Application

Large Secure Network Server for ISE Application

« Cisco ISE Virtual on Vmware ESX/ESXi 5.x/6.x and
3595 KVM Redhat Enterprise Linux (RHEL) 7

Cisco Identity Services Engine

SAVIART
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Fundamentals of 802.1x

Credentials Endpoint Network Device Cisco ISE Active Directory
(Certificate / Password / Token)  (Supplicant) (Authenticator) (AUthen“(fE)P Server) (Identity Store)

s
<

2 =]F\3

RADIUS

RADIUS: ACCESS-REQUEST
RADIUS SERVICE-TYPE: FRAMED
EAP: EAP-RESPONSE-IDENTITY

EAP: Extensible Authentication Protocol

SAVIART
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MAC Authentication bypass (MAB)

Endpoints without supplicant will fail 802.1X authentication! Bypassing “Known” MAC Addresses

Cisco IS

00-10-23-AA-1F-38 Network Device

L] E (

o000 \

888
802.1X EAP: What's your 1d?
Timeout |

Any Packet

| User: 00-10-23-AA-1F-38
MAB -
a ACCESS-ACCEPT

Cisco ISE

<

T T T T T T T T T T T T T T T T T T T T T T T T T T T

SAVIART
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gy Authentication Methodology

Central Web Authentication (CWA)

Endpoint Network Device Cisco ISE

o | NETWORK

\ 4

A 4

Initial packet MAB Request

< Initial AuthZ

Limited Access ACL + URL-Redirect to ISE

Sign On
Welcome to the Guest Portal. Sign on with the

username and password provided to you. G OOgIe .com > >

Username:

alice

Password: < ISE login page
=

Don't have an account?

L

CoA
Full Access ACL

A

SAVIART
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Easy Connect- Identity based network access without 802.1x

DOMAIN
DOMAIN\bob :
@ CONTROLLER £\ Bob logged in

ISE retrieves user-ID and
user’'s AD membership

CoA: Full Access |
N AL | .
A ' CISCO ISE
\ Enterprise b
Network .
No 802.1X e f S e
’ Lo

D A Immediate value &ﬁ Increased visibility “ﬁ Flexible deploy_ment
Leverage existing infrastructure into active network sessions co-operates with other auth methods

SAVIART
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Identity Store integrations

@ | ik 1dentity Servioes Engine

» System v Identity Management  » Network
» identties Groups Extemal ldentity Sources
epzmoe sz oo scem mezsemmozzeemcoms

(= y-
- Q [—
% % CiscoISE % :

Valudate Endpomts via B SAML 10 Provders

TELCOMS
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ISE Login

e
CISCO

[dentity Services
-Ngine

Username

Password

English | B%35

Problems logging in?

SAVIART
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ISE Dashboard

‘tees  |dentity Services Engine » Context Visibiity ~ » Operations  » Policy  » Administration  » Work Centers License Waming

Summary Endpoints Guests Vulnerability Threat +

>
Click here to do wireless setup Do not show this again.

METRICS -0

Total Endpoints € Active Endpoints & Rejected Endpoints @ Anomalous Behavior € Auth

“Cp e A, n A, o B, 0 Seb

i AUTHENTICATIONS © 8 O X & NETWORK DEVICES @ & O X £ ENDPOINTS @ 2 O X

Identity Stone Identity Group Memwork Device Failure Reason Device Name  Type Location Type Profile

guest users: [<1%]
moi_radius: [3.66%]

other: [1.09%] .
mobil__vices: [11.85%]

inter. _ints: [22.82%] —.

workstations: [31.09%] — — misc: [55.97%]

“—— inter...users: [72.68%]

SAVIART
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‘tuey  Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy RECLIC G * Work Centers License Waming

« Sysiem ¢ ldentity Management  » Metwork Resources ¢ Device Portal Management  pxGrid Services » Feed Service ¢ Threat Centric NAC

Click here to do wireless setup Do not sh

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Health Checks  » Backup & Restore  » Admin Access  » Settings

Deployment Deployment Nodes
A | =~ by Selectzd 0 | Total
3 o ni o

‘;Efﬂﬂﬂ JmE f Edit Register @ Syncup EDeregister Show | All

w.ﬁf PAM Failover

] | Hostname - | Personas Role(s) Services | Mode Status
[0 coPHSE-01 Administration, Monitoring, Policy Service PRI{A), SEC(M)  SESSION,PROFILER,DEVICE ADMIN
] cOPHSE-02 Administration, Monitoring, Policy Service SEC(A), PRI(M) SESSION,PROFILER,DEVICE ADMIN

SAVIART
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ISE Net k Devi
il 1dentity Services Engine Home » Context Visibility » Operations 3B ~ Administration » Work Centers

» System  » Identity Management | - Metwork Resources | » Device Porial Management  pxGrid Services  » Feed Service  » Threat Centric MAC

- Metwork Devices  Network Device Groups  Metwork Device Profiles  External RADIUS Servers RADIUS Server Sequences  MNAC Managers  External MDM
<]

Metwork Devices List > COPI_WLC

Metwork Devices
Network Devices
Default Device
* Name | COPL_WLC |
Device Security Seitings
Description | |

IPAddess  »| *IP: [ 10.252.0.11 E

* Device Profile | Cisco »| &

Somvare vorsen [ 7]

* Wetwork Device Group

Location |a)| Locations © || SetToDefault |

IPSEC [No © || SetToDefault |

Device Type [all Device Types ) | [  Set To Default |

SAVIART
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[ ]
ISE Identity Management
Identity Services Engine Home » Context Visibility » Operations 2Bl  ~ Administration

b System | - |dentity Management ¢ Metwork Resources ¢ Device Portal Management  pxGrid Services ¢ Feed Service ¢ Threat Centric NAC

= |dentities  Groups External ldentity Sources  ldentity Source Sequences » Settings
|
<]

Network Access Users
Users

Latest Manual Metwork Scan Resulis
J Edit =pAdd | [ Change Status + | @pImport @oExport v | I Delete v L{3jDuplicate

| Status | Username - | Description | First Mame | Last Name Email Address
[0 mEnabled g 1100200013057 kazenika thammayothin
L] [ Enabled £ 1100200103323 SIRIVIMON NAKPRASOP
[ @ Enabled § 1100200155340 parichat waichai
[ @ Enabled § 1100200273512 uraiwan amnuay
(] @mEnabled g 1100200357171 pimpathai ploymakom
(] @mEnabled § 1100200402444 Wonlapa Makjumlang
[ @ Enabled § 1100200418570 Arporn sodsung
[ @ Enabled § 1100200533620 Panadda Piyasil
O] @ Enabled £ 1100200539288 NEDMNAPA LAMDABPONG
L] [ Enabled £ 1100200555381 PAWADEE KITINAM
[ @ Enabled § 1100200591379 Sudawan Aungsawut
[ @ Enabled § 1100200598195 Chanittha Phoonsuk
(] @Enabled § 1100200617009 Thitaphat Thienwijitchai
[l @Enabled ¢ 1100200677303 amorn thanastisubwao...
[ @Enabled § 1100200775674 Parkpob Sanidvong Na ...
[ @ Enabled § 1100200823270 Mawapol Prodkornburi

SAVIART
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ISE Policy

‘asco.  l0ENIly Services Engine Home » Context Visibility » Operations » Administration » Work Centers

FPolicy Sets Profiling Posture  Client Provisioning ¥ Policy Elements

Policy Sets = Wireless_Dot1x_Local Authen

Status FPolicy Set Name Description Conditions

Search

@ Wireless_Dot1x_Local Authen @ Wireless_802 1X

¥ Authentication Policy (2)
¥ Authorization Policy - Local Exceptions
? Authorization Policy - Global Exceptions

» Authorization Policy (85)

SAVIART
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ISE Policy

e Identity Services Engine Home » Context Visibility » Operations ¢ Administration » Work Centers License Waming

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements . )
Click here to do wireless setup Do

¥ Authentication Policy (2)

2 Authorization Policy - Local Exceptions

2 Authorization Policy - Global Exceptions

W Authorization Policy (85)

Results
Status Rule Name Conditions Profiles Security Groups Hits
Search

Radius-Called-5Station-1D

Select from list v =+ 0
CONTAINS SKL-IPPHOMNE-WIFI

SKL VLANTTOZ

0

= ParmitAccess

+

Radius-Called-Station-1D +

i Select from list v =+
CONTAINS RG12-IPPHONE-WIFI * PermitAccess L

RG12 VLAN1792

1

Radius-Called-Station-1D

Select from list v = 0
CONTAINS TRG-IFFHOME-WIFI

TRG VLANT7S0

0

= PermitAccess

+

Radius-Called-Station-1D +

i Select from list .+
CONTAINS PTL-IPPHONE-WIFI * PermitAccess ,

PTL VLAN1TTS

®© ©®© © @

i

SAVIART
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ISE Radius Live Logs

asee  Identity Services Engine Home » Context Visibility ~ Operations » Policy » Administration » Work Centers License Warmning

*RADIUS | Threat-Centric MAC Live Logs » TACACS » Troubleshoot  » Adaptive Network Control  Reports _ )
Click here to do wireless setup Do not shov

Live Logs  Live Sessions
I

Misconfigured Supplicants € Misconfigured Network Devices RADIUS Drops € Client Stopped Responding @ Repeat Counter €
i ]

0 0 1 76 0

Refresh | Every 1 minute ~ | Show | Latest 100 records + | Within | Last 24 ho

2 Refresh © Reset Repeat Counis 2 ExportTo~ Y Filter
Time Status Details Repeat Count |dentity Endpoint ID Endpoint P...  Authentication Policy

x £ |dentity Endpoint ID Endpoint Prof Authentication Policy

Feb 15, 2022 04:31:57 732 PM [ -] a 1640100096746 CAD1BIFGC1:84

Feb 15, 2022 04:31:39.787 PM o a 0 1100701671952 1A-AE:0OF-0B:56:65 0S_X-Work... Wireless_Dot1x_Local Authen == User ..
Feb 15, 2022 04:31:37.915 PM i) a 0 3102001872571 B6:03EDF8:84.D1 Android-Sa. .. Wireless_Dot1x_Local Authen == User ...
Feb 15, 2022 04:31:34.753 PM | a 1100701671952 1A-AE:0OF-0B:56:65 0S_X-Work... Wireless_Dot1x_Local Authen == User ..
Feb 15, 2022 04:31:17 497 PM . a 0 1509901202225 6677 30:2FEF:0D Unknown Wireless_Dot1x_Local Authen == User .
Feb 15, 2022 04:31:15.662 PM ﬂ a 1509901202225 66-77-30:2F EF:0D Unknown Wireless_Dot1x_Local Authen == User
Feb 15, 2022 04:30:46.026 PM . a 0 3800900560212 C2'O9EEC:1543 4B Unknown Wireless_Dot1x_Local Authen == User
Feb 15, 2022 04:30:45975 PM ﬂ a 3800900560212 C2'9E:EC:1543:4B Unknown Wireless_Dot1x_Local Authen == User

SAVIART
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ISE Radius Live Logs

bl |dentity Services Engine

Overview Steps

11001 Received RADIUS Access-Reguest
11017 RADIUS created a new session
Username 3120300276277 15049 Evaluating Policy Group

Event 5200 Authentication succeeded

15008 Evaluating Service Selection Policy

11507 Exfracted EAP-Responselldentity
Endpoint Profile Linux-Waorkstation 12500

Endpoint Id 58:C5:CB:75:12:93 &

Prepared EAP-Request proposing EAP-TLS with challenge
Authentication Policy Wireless_Dot1x_Local Authen >= User Authen Dotix 12625 Valid EAP-Key-Name atribute received

11006 Returned RADIUS Access-Challenge

Authorization Policy Wireless_Dot1x_Local Authen == RG01 VLAN1616 11001 Received RADIUS Access-Request
Authorization Result FermitAccess 11018 RADIUS is re-using an existing session

12301 Exfracted EAP-Response/MAK requesting to use PEAF instead
. 12300 Prepared EAP-Request proposing PEAP with challenge

12625 Walid EAP-Key-Mame atiribute received
Authentication Details 11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Reguest
Source Timestamp 2022-02-15 22:31:06 257
11018 RADIUS is re-using an existing session

Received Timestamp 2022-02-15 22:31:06.257 12302 Extracted EAP-Response containing PEAF challenge-response and
accepting PEAFP as negotiated
Policy Server COPHSE-N 12218 Successfully negotiated PEAP version 0

Event 5200 Authentication succeeded 12800 Extracted first TLS record; TLS handshake started
12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello messaae

Username 320200276277

SAVIART
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