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Cisco UCS C220 M5 Server (SFF Drives) Front Panel

1 Drive bays 1 — 10 support SAS/SATA hard disk drives (HDDs) | 7 Fan status LED
and solid state drives (SSDs)
2 » UCSC-220-M5SX: Drive bays 1 and 2 support NVMe PCle | 8 Network link activity LED

SSDs.
UCSC-220-M5SN: Drive bays 1 — 10 support only NVMe
PCle SSDs.
3 Power button/power status LED 9 Temperature status LED
il Unit identification button/LED 10 Pull-out asset tag
5 System status LED 11 KVM connector (used with KVM cable that provides one

DB-15 VGA, one DB-9 serial, and two USB connectors)

6 Power supply status LED -
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Cisco UCS C220 M5 Server Rear Panel

SAMART

COMTECH

1 ModularLAN-on-motherboard(mLOM)cardbay (x16 PCle 7 Rear unit identification button/LED
lane)

2 USB3.0 ports (two) 8 Power supplies (two, redundant as 1+1)

3 Dual 1-Gb/10-Gb Ethernet ports (LAN1 and LAN2) The 9 PCle riser 2/slot 2 (x16 lane) Includes PCle cable
dual LAN ports can support 1 Gbps and 10 Gbps, connectors for front-loading NVMeSSDs(x8 lane)
depending on the link partner capability

a4 VGAvideo port (DB-15 connector) 10 PCle riser 1/slot 1 (x16 lane)

5 1-Gb Ethernet dedicated management port 11 Threaded holes for dual-hole grounding lug

6 Serial port (RJ-45 connector)
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Physical Appliance Options

SAMART

COMTECH

Specification

Configuration

Gen-3 Appliance

Hardware Specifications

CPU (cores/threads)

20C/40T

Memory 64 GB

Disk Capacity HDD-4x 1.2 7TB

RAID Level RAID 10

Disk 1/O Speed 320 MBps
System Users Concurrent GUI clients 50

Concurrent API clients 5
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Supported Scale for Prime Infrastructure Installation Options (includes Assurance)

Parameter (Maximums) Hardware Appliance (Gen 3)
Maximum number of devices (combination of wired and wireless devices) 24,000
Unified APs 20,000
Autonomous APs 3,000
Wired Devices 13,000
NAMs 1000
Controllers 1000
Wired Clients 50,000
Wireless Clients 200,000
Cisco Mobility Services Engine (MSE) 12
Changing Clients (every 5 minutes)? 40,000
Events Sustained Rate (events per second; includes syslogs, traps, and system events) 1000
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Supported Scale for Prime Infrastructure Installation Options (includes Assurance)

SAMART

COMTECH

Parameter (Maximums) Hardware Appliance (Gen 3)
Syslog Rate 600

Trap Rate 300
System Event Rate 100
NetFlow Rate (flows per second)? 80,000
Supported Hourly Host Records 12,000,000
Interfaces 350,000
Compliance Violation Limit2 80000
NAM Data Polling Enabled 40

Polling Interfaces (polling of trunk ports) 100,000
Number of Sites/Campus 2500
Groups: User-Defined + Out of the Box + Device Groups + Port Groups 150
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Supported Scale for Prime Infrastructure Installation Options (includes Assurance)

Parameter (Maximums) Hardware Appliance (Gen 3)
Location Group 1000

Virtual Domains 750

Concurrent GUI Clients 50

Concurrent API (or northbound interface) Clients 5
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Ports Used by Prime Infrastructure

SAMART

COMTECH

Port Protocol |Direction MlFau

7 TCP/UDP [Server to endpoints Endpoint discovery N1u ICMP

20,21 |TCP Bidirectional server/devices  [n13sanelaulud FTP ludsuagaingunsal
Server to Cisco.com FTP anilluanlnaain Cisco.com

22 TCP Server to endpoints WelsuAuNsWonse SSH Tudsuanemislusyninenszuaunisunladam
Client to server WolauneiudsWiies Prime Infrastructure

23 TCP Server to devices n1sdeans Telnet fiugunsal

25 TCP Server to SMTP server SMTP email routing

49 TCP/UDP [Server to TACACS server Authenticate users using TACACS

53 TCP/UDP ([Server to DNS server DNS

69 UDP Devices to server TFTP
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Ports Used by Prime Infrastructure
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Port |Protocol [Direction N5k

80 HTTP Server to devices Provisioning U84 Nexus devices

161 UDP Server to devices SNMP polling

162 TCP/UDP |Endpoints to server SNMP Trap receiver port

443 |TCP Client to server Browser 10154 Prime Infrastructure agld HTTPS (Waltaulngaisudu)

443 [TCP Server to cisco.com LWOATIVEDUNITOUAATONALITIZIINUGINIBS Prime Infrastructure Waz
cisco.com

443 TCP Prime Infrastructure to Cisco |Device, Groups, Maps, CMX migration U89 DNA Center.

DNA Center server

514 UDP Devices to server Syslog server

830  [TCP Prime Infrastructure to Device [iiVoiUaneasn NETCONF dniunisdoans

1099 [TCP/UDP [AAA server to server RMI registry
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Ports Used by Prime Infrastructure
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Port |Protocol |Direction A9l

1522 [TCP/UDP [Primary to secondary server, [iiemvuafin1siensegiudeyainilanumiesldanugssening Prime
Secondary to primary server [Infrastructure #aniazss

1645 |UDP Server to RAS Authenticate Prime Infrastructure rzﬂ%ﬂ’lumu RADIUS Remote Access Server

1646 RAS to server

1812 Server to RAS

1813 RAS to server

4444  TCP AAA server to server RMI server

8078 [TCP Client to Server Browser 11814 Prime Infrastructure 61U HTTPS 183 Cisco DNA Center

Coexistence Tool

8080 |TCP Devices (Cisco Wireless Wa3n SSL (HTTPS) dwmsusu Wireless Client Health Metrics 91ngunsal WLC
Controllers version 8.6 or
higher) to Server
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Ports Used by Prime Infrastructure

Port |Protocol [Direction N5k
8082 |TCP Client to server Health Monitor web interface, Apache/Tomcat JSP engine
8085 [TCP Client to server l4lne Health Monitor process HBATI98BUANNLILUUAINYILAS DU TENING

@Srlesuanuazigsnneseilegldnnidunmmaaauniuniouniels High

Availability
8087 [TCP Client to server nuOWAR Secondary server software
9991 |UDP Devices to server (?h%’u%’aga NetFlow
9992 [TCP Lync server to Prime MTudeya Lync
Infrastructure server
10022 [TCP Devices to server Prvasmnaiailddmiunsaeloulnd FTP wuumadn (Msd1sestoya
to aoulnsalaesmsimuargUnsainsiansnuagdy 9)

10041
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Ports Used by Prime Infrastructure

Port |Protocol [Direction N5k

110118 |TCP Endpoints to server Wosn Plain text dispatcher @1%5U Plug and Play Gateway

11012 Wosn SSL dispatcher @143U Plug and Play Gateway

11013 [TCP Endpoints to server Wasn Plain text plug and play

11014 Wosm SSL @15U Plug and Play Gateway

20830 [TCP Devices to Coral Coral gausun1sIavslnauuu TOL 5ude AP uazdeyalaaiewiaingunsel
(law1zd1miu 17.12 Cisco Catalyst 9800 Wireless Controllers)

61617~ [TCP Server to endpoints WOSMSSL duSUNISIlonse Java Message Service

6 Mo Plug and Play Gateway T2 ULE5WII8S Prime Infrastructure

7 14lme Prime Infrastructure Plug And Play Gateway Lﬂ/]'?ﬁ?u
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Web Client Requirements SAMART
COMTECH

Prime Infrastructure users access the product using a web browser client. Web client requirements are:

Hardware—A Mac or Windows 7 or Windows 10 laptop or desktop compatible with one of the following tested and

supported browsers:
® Google Chrome 65 or later
®*  Microsoft Internet Explorer 11 (No plug-ins are required.)
®* Mozilla Firefox ESR 59 or later

®*  Mozilla Firefox 59 or later

Display resolution—Prime Infrastructure supports 1366 x 768 or higher, but we recommend that you set the screen
resolution to 1600 x 900.
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Getting Started SAMART
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ad . oyyw &
35015 Login ynlanedl
\Ja Web browser wazld url ildidouse

WL 199U Cisco Prime Infrastructure

Language: English | 486 | $30f
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Getting Started

© b Prime Infrastructure

{

Click here to open
and close the Menu

!

Type here to
search

M Don't show this again

Okay, got it.

A root - ROOT-DOMAIN X%

o]

Click here for Alarm  Click here for
Summary User Settings

Docking panel for training, :
videos, recently visited links
efc.
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Getting Started

Y o/

35015 Logout vinlanedl

1. iden L3 iduspuanuues Web browser

2. \@en Log out

A Dashboard / Network Summary

Overview Incidents Client Summary Site Summary Network Devices x Network Interface Overview_Export x4

v Metrics
ICMP Reachability Status SNMP Reachability Status Alarm Summary Unified AP Status
Al Reachable  Unreachable Al Reachable  Unreachable Critcal Major Minor Al Associated  Dissociated
Last Updated Saturday, July 31, 2021 at .34 37 AM T LR

Fiters  TeneFrome  Pastidour ¥ =3

Coverage Area | View Maps 7000 -X

SAMART

COMTECH

Change Password

Set Current Page As Home
Controll My Preferences
Support Cases
Virtual Domain ROOT-DOMAIN
Help

Getting Started

a Red

Contextual Help
REST APls

Supported Devices

AP v | Saturday, Ady 31, 2021 at 93438 AM IT
v/ A Satuday, July 31, 2021 at 93439 AMIT

Client Count By Association/Authentication | view Detsis
MSE installaton Guide
Total APs not yet assigned 1o maps-Unitied 25 | Autonomous Associated | Authenticated
Documentation Home Page
Radio Clients Zoom: 1h | Bh | 1d | tw | 2w | 4w 3m | 6m | 1y | From  7/312021, 834 AM [ To'| 7]  peedback
Name Total APs.
5GHz 24GHz QANar.. ¥ Wireless Wired | wish this page would
Chont ount
waaad un " " 1" 0 2 o 2 ' About Prime
WA o L] 9 1] o 0 0 s
WA Y(SoRy 5 5 5 @mo 0 0
AN 4 4 . 0 0 0
manaedainsad (01 0 0 0 @mo 0 0
mamnamadaninnungd [ 0 0 @mo 0 0
mawmandiwiesnnag 0 0 0 @o 0 o
dviniloouazn e 0 0 o o (] 0 T a5 A "2 2240 3220 M
mannardaiaiumngd 0 0 0 ®o 0 0 b
@] etess Count () [l Associated Wired Count
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Menu
- pANT el gduygagsingg

" Prime Infrastructure

4 root - ROOT-DOMAN %3

M | Settings / Getting Started

System Setup Manage Network

Job Dashboard

Configuration Archive Settings
Software Image Management Settings
Network Devices

Compute Devices

Monitoring Policies

Plug and Play Profiles
Discover Davices

AVC Profiles

Associate Endpoints to Sites

Manage Users & Roles

Create Virtual Domains

Create Credential Profiles
Create Network Device Groups
Create Wireless Site Maps

Create Port Groups
Mail Server Settings
Data Retention
Server Settings

Homepage Setup

You can change your homepage by using £ Settings > Set Current Page as Homepage Show me how
To get started, select your initial homepage. Your current homepage: Getting Started

Overview Dashboard
A classic dashboard displaying a large variety of network information

Save and Launch Homepage

Network Summary Dashboard New
Anew dashboard optimized for performance and ease of use

Save and Launch Homepage

Nogw e S Har Sy

Msspdliy st

eown

-
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Menu SAMART

COMTECH

»
A | Settings / Getting Started

Dashboard » System Setup Manage Network

Manage Users & Roles Create Port Groups Monitoring Policies Job Dashboard
Monitor » Create Virtual Domains Mail Server Settings Plug and Play Profiles Configuration Archive Settings

Create Credential Profiles Data Retentio Discover Devices Software Image Management Settings

Create Network Device Groups Server Sett AVC Profiles Network Devices
Configuration > Create Wireless Site Maps Cisco DNA Center coexistence Associate Endpoints to Sites Compute Devices
Inventory >

Homepage Setup
Maps > You can change your homepage by using £¥ Settings > Set Current Page as Homepage Show me how

To get started, select your initial homepage. Your current homepage: Network Summary
Services »

b
Reports * | Getting Started |
Netwiork Summary Dashboard | New Overview Dashboard
- Anew dashboard optimized for performance and ease of use. Aclassic dashboard displaying a large varety of network information
Administration »
Save and Launch Homepage Save and Launch Homepage

Cisco DNA Center coexistence
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Menu SMART
COMTECH
Task Area Description
Dashboard warveiadudiuiuanininsinvestoyatuaietie linmaaeuaniustoyausydnsnin, wenisalsaquesgunsaliienis
F189UTDYATIALUANITBUAAI)MITANTNUALUN U]
Monitor Wuduineadeaiunisnsiaaeulazdnnis network device inventory wag configuration Tuatia Monitor Usgnaunie
Dashboard wag Tool N3ndudmsu day-to-day monitoring, troubleshooting, maintenance, iLa¢ operations
Configuration Judwiniferdesiuauaudfniseenwuuaninsaasne templates Hilddmsunsagunsal
Inventory Juihdeiiiesdesiunsaniiunsdnnisgunsalvianunau adding devices, running discovery, managing software
images, configuring device archives, ¥ auditing configuration changes on devices
Maps T 57980U network topology Way wireless maps
Services Wudwfineateaiu Access mobility services, Application Visibility, Control services &g IWAN features.
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Menu SAMART

COMTECH

Task Area Description
e o dd o o ,
Report Wuiadanineadesiunig Create reports, view saved report templates WaZ run scheduled reports
Administration udauininendasiunig szyn19fIAINIININUAANTIENTEU WAZENAINITNAANIINNTATLIANNIIENTINTZ UL

Cisco DNA Center | «Juilariduiile integrated floor plan, device $¥¥314 Cisco Prime Infrastructure U Cisco Digital Network Architecture

coexistence Center (Cisco DNA Center) 1019814
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Menu

Use the Dashboards
sUstolUluansfivdrudAnyveamthiawavruasauaznIsAIUAY

#  Dashboard / Network Summary

Filters. Time Frame | Past 1 Hour v

Apply

Coverage Area | View Maps

Total APs not yet assigned to maps-Unified 9 Autanomous )

SO0 —-X

Pnauanansaldiieusudeuls

QOverview Incidents Client Summary Site Summary +
~ Metrics
ICMP Reachability Status SNMP Reachability Status Alarm Summary Unified AP Status
Al Reachable  Linreachable Al Reachable  LUinreachable Critical Major [ Al Associated sociated
Last Updated: Salurday, July 24, 2021 at 1:49:34 PM IT ry

Client Count By Association/Authentication
Associated | Authenticated
Zoom 1h | 6h | 1d

1w | 2w | 4w | 3m | 6m | 1y

Controller Status

EN KN >

Al

View Details

Reachable  Unreachable

£FOO0F—-X

Radio Clients
Name Total APs . From:| 7/24/2021,1249PM [T | To| 77242021, 1:49PM [T
6 GHz 2.4 GHz ©AL. ¥ Wireless  Wired
Auiamaainaval 4 4 4 [N 0 0 . Client Count
Add @l am il 11 " 0 2 0
a9 9 9 0 1 0 :
REEINEANGE.. 5 5 5 @o 0 [
mawmandowiavai (. 0 0 0 0 0 0
manawiowiandnd 0 0 0 0 0 0
mananiouianuas 0 0 0 0 0 ]
dviinulonouasus n 0 0 0 0 0 1]

10223 PM

1:11:38 PM 1:26:03 PM

1:37:02 PM 1:48:13 PM
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Menu SAMART

COMTECH

Task Area Description

1 Dashboard filters - nsasuavanualuwaruasanunisiden Tusiegeilagldfinseinuna fnsesiuansluegiu
Usznnunyuese megradulunaruainlsydnsninnudasdondumesinggunsaleasmse VC e

£
Y

2 Metric dashlets - lif@inegmnsidmsunisiioudsgunsaliifiuvazau ¢

3 Dashboard settings and controls:
®  Dashboard icons - Wna3sldeaulaiismsvwaruasanarunLazlntinmie Dock
*  Dashboard Settings menu - WiuwseLUasudounuuwavuasaiinuasanlnd (MnnsgiuLazunsn) Usulaseseveauns
vesasauaruasanmunilunisisaisusulrauwatuein (dlafiuuavuesaainietiewiiv) way dewendeyasin
wATLARALEDN
] & a a A a = P < ] = S &
Note uiiuwnyuaiaiiidlvaiviseidsudeannsaglaamsluyuueswiuwindunisidsunlasillivansduayuayuase

4 Standard dashlets - lidayaaguiiieitesiuwaruasn
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Monitor the Network SAMMART
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35115 Monitor Network @315avinlanadl
- @anLaaNn Menu / Dashboard / Network Summary / Overview

o, ~
A | Dashboard / Network Summary @ owmQ
QOverview Incidents Client Summary Site Summary + L3 settings
~ Metrics 0o
ICMP Reachability Status SNMP Reachability Status Alarm Summary Unified AP Status Controller Status

¢ o EEEKE o KK » CEIME NN KN >

Al Reachable Unreachable Al Reachable Unreachable Critical Magor Minor Al Associated sociated Al Reachable Unreachable
Last Updaled: Saturday, July 24, 2021 at 149 34 PM IT e
Filters Time Frame | Past 1 Hour v Apply
Coverage Area | ViewMaps 70002 —X Client Count By Association/Authentication | view Details SO0 —X
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Showing Active Alarms Show Alarm History

Message

Rogue AP '98 de d0 6¢ 2c be' wit
Rogue AP '2c 08 8c.d4.aa 7c’ wit
Rogue AP '00:1d 7e'dc 1c bS' wit
Rogue AP '6¢ f3.71.3f 21 31" with

Rogue AP '6c 13.71.3f 21.30" with

Adhoc Rogue '10.5b:ad c6.85.ac’
Rogue AP 'd0 'd3 e0 1a.cb 80" wit
Rogue AP 28 de @5 91:43 34" wit
Rogue AP '38.d5 47:20:fe dc’ wit
Rogue AP '94 46 96.52.c5.64' wit
Rogue AP ‘e4 be ed a6:af 47" wit
Rogue AP '022c e8 a8 31 44’ wit
Rogue AP '48 7b 6b:78:02 3¢’ wit
Rogue AP '4c ed 1b:37 8d 38" wit
Rogue AP 10.be {5.d9 9c b8" wit
Rogue AP '58-ef 68 44 6d ac’ wit

Banue AP 140187242195 wit

M | Monitor / Monitoring Tools / Alarms and Events / Alarms

Status

Not Acknowled
Not Acknowled.
Not Acknowled
Not Acknowled.
Not Acknowled.
Not Acknowled.
Not Acknowled
Not Acknowled
Not Acknowled.
Not Acknowled
Not Acknowled.
Not Acknowled
Not Acknowled
Not Acknowled
Not Acknowled
Not Acknowled

Nt &cknawlad

4. awnsaluasaaesunsanBeadayaves alarm lagadnd icon P

Fallure Source

Rogue AP 98 de d0 6¢ 2c be
Rogue AP 2c 08 8c d4.aa 7c
Rogue AP 00 1d 7e:dc 1c b5
Rogue AP 6¢ 137132131
Rogue AP 6¢.13.71.31 2 30
Adhoc Rogue10:5b:ad c6:85:ac
Rogue AP d0'd3 e0 1a.cb 80
Rogue AP 28:de'e5:91.43:34
Rogue AP 38.d5.47 20.fe.dc
Rogue AP 94.46.96 52.¢5.64
Rogue AP e4 be ed a6 af 47
Rogue AP 02 2c e8 a8 31 44
Rogue AP 48 7b:6b 78.02 3¢
Rogue AP 4c ed b 37 8d 38
Rogue AP 10:be f5.d9 9c b8
Rogue AP 58 ef 68 44 6d ac

Baaue AP 14-0187-a4 11 95

Timestamp

July 24
July 24
July 24
July 24
July 24,
July 24,
July 24

July 24,

July 24
July 24
July 24
July 24
July 24
July 24,
July 24,
July 24

1iby 24

2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
2021

2071

15304 PM Ind
1:53.04 PM Ind
15304 PM Ind
1:53.04 PM Ind
15304 PM Ind
15304 PM Ind
1:53:04 PM Ind
. 1:5304 PM Ind
15304 PM Ind
1.53.04 PM ind
15304 PM Ind
1:53:04 PM Ind
1:53.04 PM Ind
1:53.04 PM Ind
1:53.04 PM ind
1:53.04 PM Ind

15904 PM Ind

v

v

Device Timestamp
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root - ROOT-DOMAIN 3

eowQn

Selected 0 /Total 754  (J P4 {3 +

Show | Quick Filter

Owner

M

Category

Rogue AP A
Rogue AP
Rogue AP
Rogue AP
Rogue AP
Adhoc Rogue
Rogue AP
Rogue AP
Rogue AP
Rogue AP
Rogue AP
Rogue AP
Rogue AP
Rogue AP
Rogue AP
Rogue AP

Panua 4D
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Alarm Summary
\loszuunTINEaUNUy Alarm 7inTuain Device Aasihdeyauuanududmnudiasuunt dashboard wazaunsaadniiideves Alarm
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A | Dashboard / Network Summary @eowmQ
Overview  Incidents  Client Summary  Site Summary  + L} Settings
+ Metrics o @0
ICMP Reachability Status SNMP Reachability Status Alarm Summary Unified AP Status Controller Status
Al Reachable Unreachable Al Reachable Unreachable Critical Major Minar All Associated Dissociated All Reachable Unreachable
Last Updated: Saturday, July 24, 2021 at 15523 PM IT .
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2. Device Manageability Status

FPUUAZLAAIIIUIL device Nianunsn Manage lawsidlossuuldansadil Manage device fAagihdayauuantluges Un-Managed &aanunse
paninlunsIRaeudeyalnluidenaula

© Uul Prime nfrastuclure
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I Prime Infrastructure

Overview Incidents. Client Summary Site Summary -
» Metrics eo
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2. Vi Menu / Dashboard / Overview / Incidents

- Device Reachability Status

Prime Inf . ROOT-DOMAN £

A | Dashboard / Network Summary

Overview Incidents Client Summary Site Summary K L3 Settings.
+ Metrics 00
System Health Rogue Alarms Alarm Summary Service Hoalth WAN Link Health
Crivcal Mator Minoe Crtical Wajor Yaor Mayor Minor Crtcal Waming Good Crical Major Minor
Last Updated: Saturday, July 24, 2021 at 300,57 PM IT
Fiters  TimeFrame | PastiMour ¥ =3
Alarms | vie /7 ® O 2 = X | Device Reachability Status | view Detsits /700
zoom 1h | 6h tw dw | 3m | 6m | 1y Oevice Device 1P Lctos Reachability v
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COPI_AGAS2_04 mai go th 10250012 @ Reachable
MOI_AGAS2_01 moi go th 10.250.0.13 1 Reachable
MOI_AGAS2_02 moi go th 102500 14 @ Reachable
MOI_COASK_01 moi.go th 1025003 9 Reachable
COP_SWC38_02 moi.go th 1026111 11 @ Reachabie
COPI_SWC38_03 moi go th 102511112 & Reachable
COPI_SWC92_F1_01moigoth 102511113 3 Reachable
COPI_SWC92_F2_01 moi goth 1 Reachable
~ Rogue AP 20 COPI_SWC92_F2_02 moi go th 8 Reachable
COPI_SWC92_F3 01moigoth 102511116 @ Reachable v
[l RogueAP [ Switches and Routers [ Adhoc Rogue [} System . »
@ A~ | Saturday, July 24, 2021 at 300:58 PMIT A Saturday, July 24, 2021 at 30145 PMIT
Tee Moo 2o won v Tan N Alarme Tunae | s VA Wa o B
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3. 1 Menu / Dashboard / Overview / Network Devices
e Filters Azaunsaldionyieseesidan (Time Frame) wag Device Ndpin1snsiaaeuluusiasdu (Site) Insvsiinnsafinanstoyanudsiuluny

ns1deniiate Filters el
© b Prime Infrastructure

h Top N CPU Utlllzatlon A | Dashboard / Network Summary
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/@O0 =X TopNMemory Utilization | view Dl

- Top N Memory Utilization L L

Device IP
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4. %1 Menu / Dashboard / Overview / Network Interface
e Filters AzanunsaLiionyi9szeziIan (Time Frame) wag Device TAain1Inivaeuluudazdu (Site) lngazinsnuaznsmuaniteyanius
dulumunisiieniinde Filters siail

o T whilie Prime Infrastructure
- Interface Utilization Summary
A | Dashboard / Network Summary eown
. . Overview | Incidents | Client Summary | Site Summary | Network Devices X | Network Interface % o 3 Settings
- Interface Availability Summary |
Filters Tine Frame  Past 1 Hour v She | NoSeeson v Apply
o . Interface Utilization Summary | view© 700 ~-X Top N Interface Utilization 700 -X
- Top N Interface Utilization
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™ ]
o™ 1
™ C ]
o L 1
o 1
o [ 1
BAE| (@7/(Ar] sannsay suy 26 2021 st 40501 PAIT % C ] i
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ez
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5. Vi Menu / Dashboard / Performance / Device

- Device Memory Utilization Trend

- Device Health Information ——
- Device CPU Utilization Trend i O —— o
- Device Port Summary T
1 1 1 dy o o’d‘
lngeinae walazwdsdunugunsali
\danbuag Filters *Device
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6. Vi Menu / Dashboard / Performance / Interface

- Interface Details

- Interface Tx and Rx Utilization
TaeAnsine waniazudsiuny Interface
fidonlutos Filters *Interface

© v Prime Infrastructure
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7. 9 Menu / Monitor Tools / Performance Graphs wazlaaniide
- Top N CPU

Prime Infrastructure W v AQ2 root
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9. 91 Menu / Maps / Wireless Maps / Site Maps (New!)
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o

AQs root - ROOT-DOMAIN {3

A Maps / Wireless Maps / Site Maps ( New! ) eown
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a w
O | 1 1 1 1 1 1 1 1 1 1 1
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= M Monitor p 80211 bigh
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Next Generation Map Icon
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M Monitor b ?Eié;%gn
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R Rogue Detector (2.4GHZ)
S Sniffer XOR (Monitor
B EBridge Mode)
c SE-Conﬁect Radio Status
FB Flex+Bridge E:) Not Associated
Se Sensor

' Unreachable
AP Status ) Admin Disable
. Unknown ‘ Down

Critical
8 fhea }:) Minor Fault
Major Q
Ok
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O Warning Rx N:iilga:rs Lines

-— 2 z
O Information — 5GHz
O o

lcons

802.11 Tags
€ Rogue AP
£ Adhoc Rogue
&8 Rogue Client

Interferers

Wips Attacks
& Markers
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3¢ Choke Points

i Wifi TDOA
Ml Receivers

@ Services

Clients RSSI/SNR
@ Mot available
@ Excellent
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AP Mode : L Local
AP Status : Minor
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802.11 a/n/ac (5 GHZ)
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q. Juhdenanunsadendeay

2

%4

04 Radio 99 AP 1594013 IALEAIUL map

Sites / System Campus / Aaa.al.un. / Floor5 ¥ 4

Q o)
O —

A | Maps / Wireless Maps / Site Maps ( New! )

me v Recompute Refresh | Q Search on map

5 GHz
2.4 GHz . 1 1 1
2.4 &5GHz b

O

5. \Huiidedanunsadenuansnuninuesdyeia Radio ¥ad AP flaguu map

© lul Prime Infrastructure

A | Maps / Wireless Maps / Site Maps ( New! )

Coverage Recompute Refresh Q Search on map

Sites / System Campus / aaa.ad.un. / FloorS ¥ 4 248&5GHz ~
Q o o of None
: f ¢ Coverage
o IDS
Air Quality
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il
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Prime Infrastructure

A | Maps / Wireless Maps / Site Maps ( New! )

Sites / System Campus / aaa.ad.uw. / Floor5 ¥ 4 248&5GHz ¥ Coverage ¥ Refresh Q Search on map
? o o) o o o ()
o f T 1 1 1 | 1 1 } P—
Yo o o . a & v
7. Refresh T4 wsu Up date siuvilaaafinss AP uumitil map

=)
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cisco

A Maps / Wireless Maps / Site Maps ( New! )

Sites / System Campus / daa.ad.un. / FloorS ¥ 4

[+)
=)

Prime Infrastructure

Q
¥
t

6. Recompute Tadwsudslui Cisco Prime Infrastructure ﬁﬁuﬁmﬁsﬁUﬂ’J’mLLSQ“UENﬁfgm’lﬁu AP heat map UU map

1

SAMART
COMTECH

248&5GHz ¥ Coverage ¥ Recompute Q Search on map
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8. Search on map l¥dwmiuAumdayaieguuy map

© il Prime Infrastructure
M | Maps / Wireless Maps / Site Maps ( New! )
Sites / System Campus / Aaa &l an. / Floors 4 2485GHz ~ Coverage ~ Recompute Refresh I Q, Search on map I
o 0 o) o o) 0 o)
¥
(+] f 1 1 1 f 1 1 f f
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9. Edit I%ﬁWM%JULLm%%a%auuMﬁﬁ map Wi Add, Position %58 Delete Access Point, Edit Floor WHudu

=)

sl DEma IRfrastnietiare
asco. Prime Infrastructure

Maps / Wireless Maps / Site Maps ( New! )

3. Sites/ System Campus / aaa.alam. / FloorS % 4 2485GHz v Coverage v Recompute Refresh |Q Search on map
Q o o o o o (@) (@) o o]
1 1
T 1 1 1 1 1 1 1

« @O0
ol
i

a
@
3
1

Il
$
1
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-

499 root - ROOT-DOMAIN ¥
eown
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x
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10. Data l¥dmsuasratouly Filter lunisuansnavestoyauu map

© !l Prime Infrastructure v 4010 oot -ROOT-DOMAIN  $¥

A | Maps / Wireless Maps / Site Maps ( New! ) eowmQ

4 Sites / System Campus / eaa @ 1m_/ Floor5 ¥ 4 2485GHz ¥ Coverage ¥ Recompute Refresh |Q Search on map Edit m Charts Segments Tools %%
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—
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11. Charts uanstoyaluguuunsi

© il Prime Infrastructure v 4010 100t - ROOT-DOMAIN ¥
]

Maps / Wireless Maps / Site Maps ( New! )

eowQ
5 Sites/ System Campus / daa @il am / Floors ¥ 4 2485GHz v Coverage + Recompute Refresh |Q Search on map Edit DataSegmenls Tools &%
X
Q o) ) ) O o) O O ) o] o Q
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12. Segments idanUsznnngulunisuanstoyauy map WU Wieiden

[

Layer : Access Point, Segment By : Type ﬁ%wu%’agamm Access Point ﬁammmjumm Type

Y

© ‘lul Prime Infrastructure X £ ©10  root-ROOTDOMAN ¥

A Maps / Wireless Maps / Site Maps ( New! )

eown
1. Sites/ System Campus / aaa @l am /Floors & 4 2485GHz v  Coverage + Recompute Refresh |Q Search on map Edit Data Charts SERELEE Tools €
@A -
) . , o > o . . Layer Segment By
O f . i = g = Access Points v | Controller IP ~
° f 1 1 1 1 T
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102520.1 2 A
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= ey T
D
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dBm
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Showing 1101 of 1 entries
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13. Tools tJun3esiiolun1sudmsdnnis map
(=)

aisco. Prime Infrastructure

Maps / Wireless Maps / Site Maps ( New! )

5 Sites/ System Campus / daa @il am / Floors ¥ 4

2485GHz » Coverage + Recompute Refresh

Q, Search on map

AQ10 root - ROOT-DOMAIN  {¥

o O o o (o] [¢
f i
1 1 1 1 1 1 1 1

- QOO R

a
@
3

eow

Edit Data Charts Segmenlsb

BEASEL _GEE
0 =% = 1

Tools

Inspect Location Readiness
Inspect Voice Readiness
RF Calibration Models
Planning Mode

Show Wired Device Info
Configure Interferer Notification
Show/Hide Gnd

Export to PDF

Measure Distance

Set Scale

Show/Hide CAD Layers
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14. Display Setting M. Juinasilelddmsuminunailunisuaninasos map

© ‘il Prime Infrastructure O, ~ A @10  rool-ROOTDOMAN ¥

A Maps / Wireless Maps / Site Maps ( New! )

eocwn
1. Sites/ System Campus / daa.@lam / Floor5 ¥ 4 2485GHz » Coverage ~ Recompute Refresh |Q Search on map Edit Data Charts Segments Tools a
@« X
Access Points (2) al
o o) o] o] o) o o)
1
° f T T T T T 1 Display Label | None v
o Air Quality ~ @Average AQ  OMinimum AQ
35 Heatmap Opacity (%)
dBm AV,
= o1 D P i
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J1 : q-
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r

.

Show Mobility Express  Off

Overlay Objects |

E MSE / CMX Settings -
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Map Properties -
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FBN1INTINEDUTIazLEn Access Point (AP) Radio
lalaeandlai Icon AP ieguu map Aaganunsansivaeudeyaiiowuves AP 1 1w Name, MAC Address, Model 1Jusiu

© i Prime Infrastructure O, ~ 40100 root - ROOT-DOMAIN ¥

A Maps / Wireless Maps / Site Maps ( New! ) e wQ
Sites / System Campus / #aa.alam. / Floors ¥ 4 248&5GHz > Coverage ¥ Recompute Refresh |Q Search on map Edit Data Charts Segments Tools &
A , : : > o :

Y
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-35
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Tunsdidesnsnsadeuneasidenves AP NunTwilalaetiundluadnil Icon AP flagun map AU nTneAuansIEagBeaNIAuY

‘UEN map e ‘il Prime Infrastructure \ v AQ10 root - ROOT-DOMAIN {3

A | Maps / Wireless Maps / Site Maps ( New! ) eowmQ

. Sites/ System Campus / aam.alam / Floor5 ¥ 4 248&5GHz ~ Coverage ~ Recompute | Refresh | Q Search on map Edit Data Charts Segments Tools &

AP-COPI-B1F5-01 8- X [=
AP Type APO1171
MAC Address 00:77:8d:22:92:80
AP Model C9117AXI-S
Software Version 17.3.3.26
Controller IP Address 10.252.0.11

o440

Product Type Cisco Catalyst 9117AXT Unified A

3 atarms B
o J

802.11bigin/ax 802 1Ma/n/ac/ax BLE

Radio Interface Summary oo [3-

Attribute Value

Radio Interface )

g q Details

y Channel Number 1

Extension Channel N/A

a ¢ Channel width 20 Mhz

: Tx Power Level
Tx Power (dBm) 6
il Client Count (2 1

I

", : Rx Utilization (2. 0%
nausnTassadus A umsmsaumauarmsfams

Tx Utilization (2 2%

Channel Utilization
2

lnswnisarsmmssuulnsany (1P Telephony) tilon 1580a15UUUATUINITYENN 529529099 e




Monitor the Network

SAMART

COMTECH

PNUTARNUIINYTUNINIAIUYI @111507192 Monitor Access Point #5e Configure Access lalaaidon Setting

AP-COPI-B1F5-01

AP Type A Monitor Access Point

MAC Address 0

AP Model €

Software Version 1
Controller IP Address 10.252.0.11

Product Type Cisco Catalyst 9117AXI Unified A...

Alarms ﬂ

Configure Access Point

Associated Clients (1)

HAWATYUUANNTANTIAEOU Alarm TAnTuu AP
nuthendlalaadend Alarms Aazusinguiineng
#1 link Wivaidrlunsivaey Alarm MAaTy

© b Prime Infrastructure

A | Monitor / Monitoring Tools / Alarms and Events / Alarms

Severity WMessage Status

AP-MOI-DRF4-03 - X

AP Type APS1171
MAC Address 00:77:8d:22:93:00
AP Model C9117AXI-S
Software Version 17.3.3.26
Controller IP Address 10.252.0.11
Product Type Cisco Catalyst 9117AXI Unified A..

Alarms Rl

\ 4

Failure Source Timestamp ¥ Device Timestamp

v

v D Crical a0z of AP AP-MO

AP APMORDRF4-03, Interface B0 (/) July 26, 2021, 11:58.09 AM Indoehi.

eow[

Salocted 0/Towl 1 (I B L3~

Show | Quick Fiter * A
Owner Category e
AP R
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v I

YONINLIUMTNANNLTa1150Rz U lURNS1980U Performance 189 AP lalasaan link icon %118 Radio Interface Details

AP-COPI-B1F5-02 L- X

802 Tibiginvax | 802 Mamieciax  BLE
Radio Interface Summary ee 5-
Attribute Value

Prime Infrastructure

M ../ Wireless Technologies / Access Point Radios f AP-COPI-B1F5-02 / 802.11bfg/n/ax @ o
Virw: O Demand Sutsacs | (Ga

General =

AP Base Radio MAC 0077822 b 50
802 b

s Enabics

Gperational Status L =)

w
Extansion Chamnal WA
Chanmel width 20 Mz
Power Level 4
vern O

saapLocation  System Gampus = sad ol > Floors
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NsAAEmIUTALAU Backup Configuration ¥89 device aunsansAnlosiuiioliszuvannsadanulnesnludinlassd

1. Backup and Export Devices Configuration

[

#i Manu / Administrator / Settings / System Settings idonvda Devices wazadndenidosreluil

v
v

v
v

Archive configuration while adding a device -> dnLfiu configuration Tuaue i Device

collect Configuration Archive whenever configuration is changed -> FUTITALAY Configuration Lfia Configuration %84 Device LAf
nsidsuudas

Maximum configuration archive version to be retained device -> 31U1U version g4gAvas device faziAuly

Maximum days to retain configuration archive -> S1uauiugegafiagldiiu configuration
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A Administration / Settings / System Settings

Inventory

System Setti ‘ ‘
ystem Settings Configuration Archive

Advanced

Known Ethernet MAC Address Li .

¥ Inventory
Thread peol count | 10
Configuration
Archive configuration while adding a device ()
Datacenter Settings Archive Canfiguration after Inventory Syne (@)
Discovery Collect C Archive whenever vis changed @)
Grouping Hold Off Timer(min) = 10 Q
Software Image Management Maximum configuration archive versions to be retained per device
> Inventory 5 )
Smart Inventor
i Maximum days to retain configuration archive
User Defined Fields.
7 (7]

* Alamms and Events
Do you want to save Software Image Version along with configuration archive details?
Alarms and Events v e g g e

Alarm Severity and Aulo Clear Reset

System Event Configuration m
Alarm Notification Policies
Syslog Policies

¥ Client and User [

Client

A © 999+
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COMTECH

@313 Export devices configuration ¢lne AANT Menu / Inventory / Device Management / Configuration Archive Laan Devices

1. piniden device

2. ABn Export Latest Archive agUsnguiieindliidendsd
Sanitized: starufiogulu configuration azgndatiluléfiniilnan
Unsanitized: sarufiogiulu configuration a¢ligndatdulniaiinnnilvan

3. Jedenideiioglu Export Latest Archive fagnitisnslii Save File Tidan Save File uas adn OK

© M prime Infrastructure

A | Inventory / Device Management / Configuration Archive

. Groups
roups All Devices
= Devices | Archives

All Devices

v Device Type

» Roulers Schedule Archive Collection
» Switches and Hubs

Schedule Archive Overwrite Deploy Config Export Lateat Archive

Unsanitizod

eocwnO

Selected 1/ Total62 (7 (% TF ~

Show  Quick Filter -

. Ut AR 5 Name A Device Type 1P Address outof.. Startupt... Archive ...
» Wirsless Cantraller Q - M M M
> Location l COPI_AGAS2_03.moigo.th Gisco ASR 920 24TZM Router 10.250.0.11 () July 04, 2021, 03:41.01 PM Yes Yes |8
ser Defined () COPLAGA92 04moigoth | ——fecn ASE 030 2£L2M Geuer. 40.250.0.42 iy 04, 2021, 03:41:38 PM Yos =
[0 copl_swess 02moigo.th ho 16, 2021, 00:30:07 PM_.. Yo ves Yos
. You have chosen to open:
[ copl_swess_ o3moigoth ’ Iy 04, 2021, 04:07:38 PM Yo ves
I Export Configs 1627282511643 2ip
COPL_SWES2_F1_01.moigo | Iy 11,2021, 062051 AM L. Yes e
[ - ! 9 which is: Compressed (zipped) Folder (5.9 KB) 4
[) copLswcsz_F2_o01 mul.gul from: hips//10.252021 Iy 11,2021, 09:4341 AM L. Yes e
[) copL_swesz_F2_ozmoigo. Iy 11,2021, 12,3850 PM 1. Yas e
What should Firefox da with this file?
[) COPL_SWC82_F3_01.moi Iy 11,2021, 02,0855 PM L. Yas Yer
[) COPI_SWC82_F3_02moigo Iy 04,2021, 08.34 27 PM e
[ COPI_SWCE2 F4_01moigo| [ Do this automatically for iles ike this rom now on. Iy 11,2021, 022114 PM L Ye e
[J GOPI_SWGS2_F4_02 moiga Iy 04, 2021, 08 35 65 PM e
[ GOPI SWGS2 F5 01 moig oK cancel | |y 04,2021, 0535 30 PM Yes -
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&11130 Compare devices configuration f1syuuladniiulilag Adn? Menu / Inventory / Device Management / Configuration Archive
\d@en Archives
1. finFe device NAvINI5LULDY Filter Device Name Loy AaNYITe device

e il

cisco

Prime Infrastructure

_ e 10 root - ROOT-DOMAIN ¥
A | Inventory / Device Management / Configuration Archive e oowmQ
Groups
Groups All Devices
= Devices Archives

All Devices
v Device Type All Devices Selected 0 /Total 1 () [ LF

> Routers Show | Quick Filter v

> Switches and Hubs -

» Unified AP [] )| pevice Name a [|IP Address Date Created By Tag Description Software Ver... outof ...

> Wireless Controller -AGA92_03.moigo.th x M M

> Location [J COPI_AGA92_03moig..  10250.0.11 () July 04,2021, 03:41:01 PM Inc Inventory Initial version 1693 No

User Defined
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2. AANLaDN configuration ﬁﬁaqmsmnaau

3, fithitie Compare @nunsafiazidenisnis compare M 3 Uszunm
Previous / Startup = LWU3gULByu configuration version fidentu version aedawn
Other Version = a1unsaiden version fiaulaunIeuiiieuls
Other Device = 1W3yuULileu configuration device fiden fu configuration device by

il
cisco

=)
n

Prime Infrastructure

Inventory / Device Management / Configuration Archive / COPI_AGA92_03.moi.go.th

ing Confi i i status:  C:

Configuration Archive Details

changed @

Schedule Archive Rollback Schedule Archive Overwrite Edit Tag Schedule Archive Collection Schedule Archive Deploy
Date v Software Version Created By Tag Description Out of band
i @ v July 04, 2021, 03:41:01 PM Indochina Time 1693 Inventory Initial version I
Running Configuration Startup Configuration Admin Configuration Vlan Configuration

There is no Admin configuration available for this

Device Device

Configurations Details Configurations Details
q Compare Startup | Other Version | Other Compare Other Version | Other Device I
Dgnce

4010

Show | Quick Filter

There is no Vlan configuration available for this

root - ROOT-DOMAIN £

eowQn

Selected 1 /Total 1 () 3 I3 ~

- M
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fiaeEy Woadniaean Compare Agide Other Device
\laidan Configuration 7ifiBsnTs wazAand Other Device LilafaIn15719z compare AazUsnguiansluniliden Device 7
A9N15UIN compare

© vl Prime Infrastructure - 4 @10  root-ROOTDOMAN ¥
A | Inventory / Device Management / Configuration Archive / COPI_AGA92_03.moi.go.th eownO
ing Confil i ison status: C changed @

Configuration Archive Details Selected 1/Total 1 (J (B I3~

Schedule Archive Rollback Schedule Archive Overwrite Edit Tag Schedule Archive Collection Schedule Archive Deploy Show | Quick Filter v

Date v Software Version Created By Tag Description Out of band
@ v July 04, 2021, 03:41:01 PM Indochina Time 1693 Inventory Initial version
Running Configuration Startup Configuration Admin Configuration Vlan Configuration
Configurations Details Configurations Details There is no Admin configuration available for this There is no Vlan configuration available for this
Device Device
Compare Startup | Other Vers\on Compare Other Version | Other Device
Device
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Available Devices x

Groups el 02 L3 L3+

P v |

Name 1P Address Datz GCrestaapy

vic Trps COPLSWGIZFP01 1925111 14 Al 11, 7021 8 4341 AM IET Sysiag
» Locaton COPLSWER2 205 102014104 June 1, 2021 32162 PM 1G] Syslog
User Detimed COPI SWOE2 12 01 102511114 Uy 4, 2021 3530 P ICT Sysion
COPI_SWCI2_F2 02 102511114 AN 27, 2021 820 44 PM 1GT Sysiuy
COPLSWET2F2_02 1925111 1 dun 3, 2021 1955 32 AM ICT Syslag

COPLSWOE2 1102 10201199 U4, 2021 B 1M ICT Invantory

COPI_SWCE2 F5 0. 12511120 Uiy 4, 2021 53538 PM ICT Inveniory

MOLSWCES DRES_ 10251 13207 il 13, 2091 1110 18 PM 1T Sylag -

T | e

A . Ay 2 . . .
wan Device Me4N19688N Running configuration

£% a
LLﬁ'Jﬂaﬂ Com pare Available Devices P
Groups: Total 106 (T v

Shaw Guck Fiter 2l v |
o, Name IP Address Date Created By

All Devices

» Device Typa MOI_AGAS?_02 moi 10250014 Jduly 12,2021 45556 PM ICT Inventory -

» Location
Configuration Typs

User Dermed =
@ Running configuration

cise
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waanInden Compare AagUsnguiiadliianunsansiaaey compare configuration 5313 Device

Configuration Comparison

Processed Configuration Raw Configuration

Configlets

¥ Configlets

Difference Only

Global
vrf

P

MPLS
Key Chain
Crypto

Spanning Tree

B Added/Deleted B Updated M No Change

COPI_AGA92_03.moi.go.th / Running Configuration / July 4,

20213:41:01 PM ICT/ Initial version

Global
version 16.9
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no platform punt-keepalive disable-kernel-core
platform bfd-debug-trace 1

platform xconnect load-balance-hash-algo mac-ip-
platform tcam-parity-error enable

platform tcam-threshold alarm-frequency 1
hostname COPI_AGA92_03
boot-start-marker

boot-end-marker

enable secret 5 ********

no aaa new-model

clock timezone THA 7 0

login on-success log

no mpls Idp advertise-labels

il bl e mdhndicabad

MOI_AGA92_02.moi.go.th / Running Configuration / July 12,
2021 4:55:55 PM ICT/ Initial version

~ Global

version 16.9

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec

no platform punt-keepalive disable-kernel-core
platform bfd-debug-trace 1

platform xconnect load-balance-hash-algo mac-ip-instanceid
platform tcam-parity-error enable

platform tcam-thresheld alarm-frequency 1
hostname MOI_AGA92_02

boot-start-marker

boot-end-marker

enable secret 5 *******

no aaa new-model

login on-success log
no mpls Idp advertise-labels
Tl b

vt nticnbad

Note:The commands entered in the Command Exclude List in Administration > Settings > System Settings > Configuration Archive page will be excluded when Prime Infrastructure compares different versions of

'same type of configuration to identify the configuration changes(e.g. Changes in different versions of running configuration).

==

7
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Deploy an External Configuration File to a Device SAMART
COMTECH

Deploy an External Configuration File to a Device

NM13ALEUAT Schedule Deploy updates configuration File 984 Device f8 external file ANMULANAT9TE1MIN Rollback
wag Schedule Deploy o Rollback 1% existing file 21n archive Fiauiuly Prime Infrastructure Tuveusdi Schedule
Deploy Mglnaannieuen 1ne38n15 Deploy External Configuration 1Ugs Device vilasad

1. Aan¥l Menu Inventory > Device Management > Network Devices tazldonae hyperlink 949 Device

© ! Prime Infrastructure \ v LAY root - ROOT-DOMAIN - £

A | Inventory / Device Management / Network Devices e e

Di G
Device Groups evice broups

All Devices Selected 0/ Total62 () (B L&+
=+ + v Admin State v Groups & Sites ¥ Show | Quick Filter v
o, —
O Reachabi... Admin Status Device Name A IP Address DNS Name Device Type Last Inventory Collecti... Last Successfu
All Devices

v Device Type

» Routsrs O Managed 10.250.0.11 G 102500.11 Cisco ASR 920 24TZM...  Completed () July25,2021 "
» Switches and Hubs 0 Managed COPI_AGAQ2_ 04 10.2500.12 () 10250012 Cisco ASR 920 24TZM._.  Completed () July 25,2021
> Unified AP 0 Managed COPI_SWC38 02 102514111 G 102511141 Cisco Catalyst3sxx sta..  Completed G July25, 2021
* Wireless Controller O Managed COPI_SWC38_03. 10.251.11.12 () 102511112 Cisco Catalyst38xx sta Completed () July 25,2021

> Location 0 Managed COPI_SWCO2_F1.. 102511113 G 102511113 Cisco Catalyst 9200L .. Completed G duy25 2021
User Defined (| Manages Tal COPlI SWCO2 F2 102511114 10251 11 14 Cisco Catalvst 92001 Comnleted luly 26 2021
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Deploy an External Configuration File to a Device

SAMART

COMTECH

Deploy an External Configuration File to a Device

2. \@on Configuration Archive > Schedule Archive Deploy

© v Prime Infrastructure

- 4010 root - ROOT-DOMAIN ¥
A | ... / Network Devices / Device Groups / All Devices / COPI_AGA92_03.moi.go.th eocen
Device Details Confi i Applied/Scheduled Templates Configuration Archive Software Image Service Container

Star

status: Configuration changed 0
Configuration Archive Details

Selected 0 /Total 1 (J (3 %F ~

Schedule Archive Overwrite Archive Collecti Archive Deploy Show | Quick Filter v

v Software Version Created By

Date

Tag Description Out of band

O » July 04,2021, 03:41:01 PM Indochina Time ~ 16.9.3 Inventory

Initial version
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Deploy an External Configuration File to a Device SMART
COMTECH

Deploy an External Configuration File to a Device
3. fiate Configuration File 1&®n Browse.... k& Configuration File Viagjmsmaﬂ Prim Infrastructure lneil parameters ﬁwialﬂﬁ
Startup configuration: \dan Overwrite Startup Configuration #NABINT reboot device Ma3A1NAIANTUNTT Deploy  T¥ilden
FaaiAvang Reboot
Running configuration: {dan Merge with Running Configuration yn@asn1suuiinlwalu Device L‘flustartup configuration 14
den Save to Start Wlewden parameters i3uSosudindn Submit

Schedule Deploy >

Owerwrite Startup Conflguration option Is avallable only for the devices with startup configuration.

Check and unmask the security content before deploying the configuration archive.

~ Deploy Options
Configuration File | Browse... | No fie selected.
O Overwrite Startup Configuration (@) Merge with Running Configuration

(] save lo Starup

~ Scheduling Options
ok Name | Job_Configuration_Archive_Deploy_2_12_46_237_PM_7_26_2021

Start Time @) Now (O Date
(MG B AMIPA)

|
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Deploy an External Configuration File to a Device SAMART
COMTECH

Deploy an External Configuration File to a Device
4. 1@on Administration > Job Dashboard > User Jobs LaTAENIUE Job fiAeafu schedule deploy job Tunsdifl Job vhau

1SeUspsuA U Status = Completed, Last Run Status = Success
Note: tasnlyléivins Schedule Deploy updates configuration File L8 Device Javilguanuandlildl Job fideniu

schedule deploy job ﬂi’mg‘?’lju

@ st Prime Infrastructure

M | Administration / Dashboards / Job Dashboard Job Apg i | ungs @ (7 W 1
* Metrics
User Job Status Paller Job Status System Job Status in Progress Jobs My Job:
< KN N N KN [ 13 [ o ] o | [ o ] o >
Scheduled Failed Suspended Scheduled Failed Suspended Scheduled Faied Suspended User System Poller Scheduled F e Suspendad
Last Updated Monday, July 26, 2021 at 2.16.04 PM IT
Jobs
User Jobs Selected 0/ Tolal [ I o
show | auck Fine - 52
Nam Job Type Status Last Run Stat Last Start T... ¥ Duration( Next Start Time  Job Interval ow
« Reports Stalus Completed Success (/) 2021-07-25 18 00.00.05 NA root
Jol ¥_13_14_53 201 25 Discovery Comploted Success (j 2021-07-26 13 00:32:00 NA root
o y_13_27_0_112_24_7 Discovary Completed Success ()  2021-07-24 13 00.00:10 NA rool
CigGrp_07_20_08_05_15_1 Config Deploy Comploted Success |, 2021-07-20 08 00.00:02 NA root
AP Utilization Last 8 Hours Reports Status Completed 3 Success ()  2021-07-11 15 00.00.02 NA rool
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Roll Back a Device’s Configuration To an Archived Version SAMART
COMTECH

Roll Back a Device’s Configuration To an Archived Version
n3aLiiu Roll Back azAnaenlndain Archived fidawfivaglu Prime Infrastructure TUés Device Inaiianunsa roll back running,
startup, wae VLAN configurations files l¢f dstumaudsail

1. @an¥l Menu Inventory > Device Management > Configuration Archive > Archives Lagldan Device 1784015 Roll Back

‘tisco. Prime Infrastructure
i | Inventory / Device Management / Configuration Archive @ owmn
Groups Al Bevices
= Devices
All Devices
* Device Type Selected 0/ Total 106 (7 P¥ L3 ~

" Roulers Show | Quick Filter A n

* Switches and Hubs

v Unied AP Device Name a [l IP Address Date Created By Tag Description Software Ver... outof...

» Wireless Controller v M

> Location COPI_AGA92_03 moig 10250011 July 04, 2021, 03:41:01 PM I Inventory Initial version 1603 No ~

User Defined COPI_AGA92_04 mol.g 10250012 (7) July 04, 2021, 03:41:38 PM In Inventory Initial version 1693 No
COPI_SWC38_02 moi.g 10.251.11 June 18, 2021, 09.30.07 PM It Syslog Archived by syslog fro 1694 Yes
COPI_SWC38_02 moig... | 10.25111 May 20, 2021, 11:53:53 AM In_Inventory Initial version 16.9.4 No
COPI_SWC38_02 moig... | 1025111 June 01,2021, 01:49:36 PM Ir Syslog Archived by syslog fro 16.9.4 Yes
COPI_SWC38_02moig... § 1025111 () June 03,2021, 11:11:08 AM In Syslog Archived by syslog fro 16.9.4 Yes
COPI_SWC38_03 moig 1025111 June 03, 2021, 112801 AM Ir Sysiog Archived by syslog fro 1612 4 Yes
COPI_SWC38_03 moi g 10251 11 June 03, 2021, 114007 AM I Syslog Archived by syslog fro 1612 4 Yes
COPI_SWC38_03 moi.g 1025111 () June 27,2021, 03:53:27 PM Ir Syslog Archived by syslog fro 16.12.4 Yes
COPI_SWC38_03moig... | 1025111 June 01, 2021, 03:19:30 PM It Sysiog Archived by syslog fro 16124 Yes
COPI_SWC38_03moig... § 1025111 () July 04, 2021, 04:07:38 PM I Syslog Archived by syslog fro 16.9.4 Yes
COPI SWCE82 F1 01 1025111 July 04, 2021, 04:01:25 PM I Syslog Archived by syslog fro 1612 4 Yes v
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Roll Back a Device’s Configuration To an Archived Version

SAMART

COMTECH

Roll Back a Device’s Configuration To an Archived Version

2. 1@on Configuration fifoen 314 Roll Back uazidon Schedule Archive Rollback

aisco Prime Infrastructure

A | Inventory / Device Management / Configuration Archive / COPI_AGA92_03.moi.go.th

ing Confi i i status:  Ci

p changed @
Configuration Archive Details

A Q10 root - ROOT-DOMAIN  §¥

eocwn

Selected 1 /Total 1 () @ L3 +

Schedule Archive Rollback Schedule Archive Overwrite Edit Tag Archive C: Archive Deploy Show | Quick Filter v
Date v Software Version Created By Tag Description Out of band
—
} ® » July04,2021,03:41:01 PM Indochina Time ~ 16.9.3 Inventory Initial version 1
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Roll Back a Device’s Configuration To an Archived Version SAMART
COMTECH

Roll Back a Device’s Configuration To an Archived Version
3. 1390 Files to rollback = Al il roll back running, startup, k& VLAN configurations files Wagidon Submit
Note: §m3uginsnd Cisco 10S XR 64 fismniaan Admin configuration Ttfausiacinu Device VM Admin

Schedule Configuration Rollback X

@ The Rollback option will merge the selected configuration with current configuration on the device.

¥ Rollback Options

|| Fites to rollback | Al |

D Reboot Overwrite Running Configuration 0
Save to startup
Archive before rollback || Continue rollback on archive failure (2]

v Scheduling Options

Job Name | Job_Configuration_Archive_Rollback_2_23_41_661_PM_7_26_2021

StartTime ® Now (O Date
(MM/Add/yyyy hh-mm AM/PM)

-
Y
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Roll Back a Device’s Configuration To an Archived Version

COMTECH

$1519 Roll Back Device Configuration

Area Option Description
Files to rollback \@8n Database Configuration, Running Configuration 38 Admin Configuration
(Startup only) ¥a<4a1N rolling back startup configuration Glﬁ?fym Device e i startup
Rollback Reboot o . o
configuration naneLili running configuration
(Running only) #4910 rolling back running configuration liiinlusa startup
Save to startup _ _
configuration
Archive before rollback d13asaniaennenBuaiiunsdaunay
Overwrite configuration Wi (Wnnazan) Aeuinedunnasiuaginniuneuinedulud
Continue rollback on (MNLABN Archive fiaw rollback) AMLHWNNT roliback sialiudanlnaniaanazdsasdayaliles
archive failure g’mﬁ@yj@iﬂﬁ%%
VRF Name ‘wanTe VRF NiNg91e9a1nanan1suuuiaeua e VRF lafunisamassuaiugnaeslunisgd
Schedule (see web GUI) szyanazINsdaunauiunvise luannua lnnamad
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SAMART

Roll Back a Device’s Configuration To an Archived Version
COMTECH

Roll Back a Device’s Configuration To an Archived Version
4. \8en Administration > Job Dashboard > User Jobs wazgaanue Job e rollback jobs Tunsdlil Job vieuidusesudn
luses Status = Completed, Last Run Status = Success

Note: fjasanlallévinig Schedule Deploy updates confisuration File U8 Device Feibrguauandlilll Job FiAeau
rollback jobs Uiﬂﬂgﬁﬁu

O & Prime Infrastructure

M Administration / Dashboards / Job Dashboard

ot - ROOT-DOMAIN  §F

Job Approval | Settings @ (7 @ [

* Metrics
User Job Status

< N KN

Scheduled Failed

In Progress Jobs My Jobs

User System Poller Scheduled Failed Suspen

Poller Job Status

Scheduled Failed Suspended Scheduled

System Job Status

N KN

Last Updated. Monday, July 26, 2021 al 2:16.04 PM 1T .e
Jobs Jobs
User Jobs Selected 0/ Total 5 P+ {3
ig Show Quick Filter A
Name Job Type Status Last Run Stat Last Start T... ¥  Duration( Next Start Time  Job Interval Owner
PU Utilization Reports Status Completed Success 2021-07-25 18 000005 NA oot
Job_Discovery_13_14_53_201_25 Discovery Complatod Success (; 2021-07-2513 00:32:00 NA oot
Summary Job_Discovery_13_27_0_112_24_7 Discovery Complatod Succoss 2021.07-24 13 00.00:10 NA root
ClgGrp_07_20_08_05_15_1 Config Deploy Completed Success 2021-07-20 08 00 00:02 NA oot
iscavery Jobs AP Utilization Last 6 Hours Reports Status Complated Success 2021-07-11 15 00.00:02 NA root
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Reports SAMART

COMTECH

Prime Infrastructure reports Iﬁ‘ﬁagalﬁmﬁu System wag network Health 521819 fault information 1ng Report mmsmﬁmua%’amﬂugmmu
AN1TRTURUIUNT TN (VoraunNaUaaRagULuY) tazanansatudin report lugduuu CSV vise PDF sansaduiinbiluidsuiiesiion1iilvan

Tuneanadla BluldauluFeswes Reports @wnsavinlansil man? Menu / Reports / Report Launch Pad
© Ui Prime infrastructure

MAIN O3

A Reports / Reports / Report Launch Pad e ow(
Autonomous AP Ml Report Launch Pad

Autonomous AP Memory and C Autonomous AP —

Autonomous AP Summary Autonomous AP Memory and CPU Utization @

Autonomous AP Utiization

Busiest Autonomous APs

Catalyst 9800 Telemetry Stats
Catalyst 9800 Telemetry Stats —

elemetry Statistics © Now

CleanAir

Identty Service Engne

t Node Hops @ New

£

New Network Summary —
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Reports SAMART

COMTECH

\leidon Report 1gnfiu Device Aaznuiu Report Aeldwide Device Minaulvagnanemite 1nfeg1eazuanddsldau Report CPU
Utilization ag

© il Prima Infrastructure

A o .
1 . La@ﬂ CPU Utl llzatIOﬂ A | ../ Report Launch Pad / Device / CPU Utilization | New CPU Utilization

2. fifadla Report Title 1dan CPU Utilization ——  — -

3. Weunnguihendlusfiviade Report Title Toildavas Report
4. it Reporting Period Tildeny3e3a191604n139 Report

mmmmm

5. 149N Run Liteguaansy Report wans
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Reports SMART

COMTECH

6. Weunnguieawdafouduintvien Continue

X

Click Export Report, to export the reports.Click Email
Report, to email the reports.You can also choose both the
options at the same time.

Click Continue to wait for the reports to be generated,

else click Run in Background. You can view the job
status in the Dashboard.

6 [ ) Export Report O Email Report
Continue Run in Background Cancel

7. Jeusngleyaluiade Report Run Result Nansd1 Report ansnsaldeulanuusnd urdlivsngeyalaemsivaeusaznaaeuiieoy

deully Report L% Report Type, Reporting Period Dusu
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Reports

SAMART

COMTECH

8. 1a9n Save and Export

© !yl Prime Infrastructure

Settings

A | .../ Report Launch Pad / Device / CPU Utilization / New GPU Utilization

Schedule

Report By: Devices By Groups.
Groups: Location/All Locations

Reporting Period: Last 1 Hour
Device CPU Utilization

Utlization for Device Name: COPI_AGA2_03.moi.go.th, Device IP: 10,250.0.11 and CPU Instance:

pu RO/O

O Create the report in the current virtual domain and each of its sub-domains @ Scheduling () Enable
View Sub-Virtual Domains
Report Title | CPU Utilization Export Format | CSV v
Report Type | CPU Utilization v File /localdisk/ftp/reports/CPUUtilization/<ReportTitleName
>_<yyyymmdd>_<HHMMSS>. csv p
Report By | Devices By Groups -~ /
Report Criteria Location/All Locations = All Devices| Destination Email
Sftp
4
Start Date/Time (GMT+7:0) Asia/Bangkok
Current a3 of last page refresh fime: 25-Jul.2021, 17:57:08 1CT
Recurrence © NoRecurrence Hourly Daity © Weeldy Monthly
Reporting Period @ |Last 1 Hour v
O From
To
o o
Report Run Result
CPU Utilization Cisco Prime
Generated: 2021-9ul-25, 17:57:04 ICT Infrastructure

Megabits/Sec

root-ROOT-DOMAIN  XF

eow[

Save and Export | [ Save and Emai | [ Cancel |

-
123450
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SAMART

Reports
COMTECH

9. firate Export Format l#laan Format ¥04 Report (CSV, PDF) wazadn OK

X

Export Report g!

Export Format csv

SMTP (Email) server is nd|iC8V.
sent out when export is c PDF

Send me an email when report has been generated.

" Email To
" Subject |

Include the generated report as an attachment.
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10. %

Reports

v

g

11. iv99 Download Wieaniilwanusngetuiinlvdasiunses

U9 Report Generation Method 1#tdan On-demand Export wagmAan Go

e aliali
cisco

Prime Infrastructure

A  Reports / Reports / Reports Launchpad / Export Results

Reportis being generated,please refresh this page or check
Scheduled Results page after some time.

25-Jul-2021, 18:36:21 ICT

AQs root - ROOT-DOMAIN  $3
eoen
Show: Report Category Device ~ | Report Type| CPU Utilization ~ | From| 7/25/2021 To| 7/25/2021 Report Generation Method | On-demand Export ~ =)
Report Title ¥ Report Type Status  Message Run Date/Time
CPU Utilization CPU Utilization ﬂ

Total Entries 1
Download Virtual Domain

ROOT-DOMAIN

Total Entries 1

I Prime Infrastructure

A | Reports / Reports / Reports Launchpad / Export Results

408

Show: Report Category Device v

Report Type | CPU Utilization v | From| 7/25/2021 To| 7/25/2021 Report Generation Met
Report Title & Report Type Status

Message Run Date/Time
CPU Utilization CPU Utilization

Saved to CPU_Utilization_20210725_183619_045_pdf

25-Jul-2021, 18:36:23 ICT

root - ROOT.DOMAIN £}

eown

On-demand Export

v

[eo] &

Total Entries 1
Download Wirtual Domain
o

[ROOT-DOMAIN

Total Entries 1
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SAMART

COMTECH

aNa A

Tunsaliliden Report wdUsNg New Jusnauaiulunin wanddn Report Wenfuidentimdeniudilineasnetumn Tiadnil New wagyi

auddutumneufina1alitesiu Nzanunsoguay Save Report sanunlgauls

A ../ Reports / Report Launch Pad / Performance / Interface Errors and Discards

Autonomous AP » Interface Errors and Discards

Catalyst 980 Telemetry Seats e

CleanAir New.

Clent
Complance

Composte

>
>

>

>

>

Device >
Faut >
Guest >
Tdentky Service Engine >
Mesh >
>

Network Summary

802 11 Counters
AP RF Quality

AP RF Qualty History
Application Summary

Conversations

Coverage Hole
End User Summary

Environmental Temperature

Interface Errors and Disca
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lcon and State Reference

Device Reachability and Admin States

SAMART

COMTECH

Device Reachability and Admin States: 5¥y31 Prime Infrastructure anunsadeansivgunsallaeldluslaneanivuaanlvisuansels

Icon

Device Reachability
State

Description

Troubleshooting

Reachable

Prime Infrastructure @1u15aL0184
gunsallalagly SNMP, ICMP

Ping reachable

Prime Infrastructure @3150L0194
gunsailealaeld ICMP usliianansald
SNMP 191

Tingaaaeu SNMP Alamvuaa
TTuugunsal v gunsaieguu

Prime Infrastructure 1uan

fugunsalld

a U A 1
Wwieauvselyl
e Unreachable Prime Infrastructure lianaunsadndia | Tinsasdeuaunsalindeusont
gunsailalagldisng Ping fuszuunisansalyl
g Unknown Prime Infrastructure lianunsaitensie | insavaeunisigunsnl
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lcon and State Reference SAMMART
COMTECH

Device Admin State

[

Device Admin State: sgyanugAfimuavesgunsal (Fegrudumndauaszuulngunsaimenueaiaieuiugunsaliidwmeniinauiesin
Ping ldaunsawniala)

Device Admin State Description Troubleshooting
Managed Prime Infrastructure f11840519@9U -

gunsal
Maintenance Prime Infrastructure mMasnsiadeu | TilUdeu Device naul1 Managed state

gunsaldmsunisindausilale
processing traps, syslog, or TL1

messages.
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lcon and State Reference SAMMART

COMTECH
Device Admin State
Device Admin State Description Troubleshooting
Unmanaged Prime Infrastructure ils monitor | lunnsaunsalinseviedumaunsaluasaintonou " dnandeyaluneduaniugnis
device wTwaumasnaaan nirsdelduaglineazidenauasAuugilunmsudlatagm

awglagyhludmiutammssausm i -

Toyasused SNMP asgunsailaignsias

514 Prime Infrastructure \Auduaugunsalloyaalaslueyge
pUnsaignidaldarudusumsinaudumeaintiviy
mnlisesulsennaunsalussinmaunsalaglingiu anaunsansivaeuininissedsy
gUnsaiUszamiunielsiann Cisco.com Tneidenmisguaszuus luoygauasn1ssuion
o> Mmasinnrendainnduadnanammsstian

Unknown Prime Infrastructure ldaunse Tinsaaeunfiigunsal

\Jouserugunsalld
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lcon and State Reference SAMMART
COMTECH

Port or Interface Admin States

Port or Interface Admin Status: vsngfisan Uy configure Yeanasnvisedumesiva (Feghadumngguaszuvlanainmeniies)

Port or Interface Admin Icon
Status

Description

Unknown Lifinnsmevauessaingunsal

Admin Down Port %38 Interface 8N manually shut down 1my administrator

a2

4

Up A Port %39 Interface gn enable 1ny administrator

Test Port %138 Interface Mad test lme administrator

| ©
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lcon and State Reference SAMMART

COMTECH

Port or Interface Operational State

1 o

Port or Interface Operational State: §1599807UZNIIVINIUVDY port 130 interface Wag mmmugﬂéfaw%alaj

Y

Port or Icon Description Icon Description
Interface Operational
State
Unknown x| Lifinnsnevauessainaunsel
Down o Port %130 Interface yhaulsigneias
Up % | Port 38 Interface MaAsTunIeditaya
@V
Auto Up © |t 38 Interface Miads¥unsedsdoya (lanzugunsaliisesiuaniug
)
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lcon and State Reference

Link Serviceability States

SAMART

COMTECH

Serviceability State

Icon

Description

Admin Down

Link gnUalagdauwasyuy

Down

Link laivinenu

Up

&

| T
Y

Link up wag traffic Tdausunsitoules

Unavailable

Link &slsign Discovery n3panuglinsauldan

Partial

aanfiaulinseiusEnINg@nIuy requests, resources, or resource
F0E:

- Link fdsUszananaraasiiodaldnunineinsuinisuisegiauas
Yansldadu q

- Link n3wennsildaueguazninensiitaldamey

- n$mensuns Link Up wag ninennssu Down

- aonuzdmiuvilduninensves Link lai3an
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lcon and State Reference SAMMART

COMTECH

Link Characteristics

msnmslulesutemsifoulesssinneng 9 Aldiieuaninisieusesznintgunsalluyuues Topology Map 484 Prime Infrastructure
M1519% 5 Link Characteristics

Link Type Description
S— Solid Line: 521 physical, topological, %39 service link 191
o ‘ A )
TN\ Link 58113199Uns0la09AT01
a2 W Q
Dashed Line: s¥ynswaslesna business link 581319
89 29AUTENBU LU EVCs, VPLS service instances, VPN
A components
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lcon and State Reference SAMMART
COMTECH

Equipment Operational States (Chassis View)
#01ULNNTYINNUYIRUNTALARIANTULNNTYINNUYBIRIAUTENDUIAT YUY

AN57971 6 Equipment Operational States (Chassis View)

Equipment Operational State | Icon Description
In Service (none) gunsalinauegegnaes
Pre-provisioned (Cisco NCS 2000 and Cisco ONS

devices only)
fnsivuadgunsal weilsld
physica Tu chassis aga34

Failed/Disabled/Down/Out of | == gunsalvianiligneies
Service/Out of Service

Maintenance

Unknown Linsanugnsvinaures
gunsal ldiinsmeuaues (Miens

navauedliiiissme) 9ngunsal

lnswnisarsmmssuulnsany (1P Telephony) tilon 1580a15UUUATUINITYENN 529529099 e ﬁ



lcon and State Reference SAMMART
COMTECH

Alarm Severity Icons
AN UENERsEvRd IR uLAr SERUANNTULSINERudmSUlanauLanslusULUUR9Y d1umilaves web GUI

M1519% 7 Alarm Severity Icons

Severity Icon Description Color

o Critical alarm auns

v Major alarm A
Minor alarm Andes

0 Warning alarm dnoou
Alarm cleared normal, OK e

g‘@}; Informational alarm glhuaunany

n Indeterminate alarm ARuy
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lcon and State Reference SAMMART

COMTECH

Device Type Icons

asnmuaniualensuilduansssinnaunsaiang 9 luyuues Topology way Multi-layer Trace lu Prime Infrastructure
t:{' .
$13191 8 Device Type Icons

Icon Definition
Switch
(2] Router
D Router Aggregated
Cisco NCS 6000 device on which a Secure Domain Router (SDR) resides.

The SDR's name is listed directly above the device's icon.

'
a

Note: 8198U19n56l#1 SDR label dwsugunsaililuvesngunsenguigliimvualivans (Hosain

Y

nsdangudnludfgmirluldiugunsallasduegiuaiulnalaes)

$ Router configured with an L3VPN service.

Switch Aggregated
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lcon and State Reference

SAMART

COMTECH

Icon Definition
6= Access Point
Service Module
= © UCS C-Series
NAM Blade
EEE Group
[ ] Generic Device
| Virtual Server
EPM Wireless LAN Controller
Unknown
() DWDM ROADM Regeneration/NCS 2000
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Add User SAMART

COMTECH

351583579 User @1unsavinla mani Menu / Administration / Users / User, Roles & AAA

1.  @en Uers

2. asn Ad Users

e Wil prime Infrastructure

A © 999+

M | Administration / Users / Users, Roles & AAA

"0
AAA Mode Settings Users o
Active Sessions. l Add User Show | Quick Filter v

Change Password User Name Member Of

Status Audit Trail

Local Password Policy
RADIUS Servers root Root a
880 Server Settings

S50 Servers

TACACS+ Servers

User Groups

| veem
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Add User SAMART

COMTECH

3. @90 General

A @ 999+

e alial.
cisco

y’f’j\jﬂfli A Administration / Users [ Users, Roles & AAA ecwn

4. Td Username wag Password 7

AAA Mode Settings Add User
5. \RenATominggn aslugeeiineanisli | e womms

Change Password

U H G Local Password Policy Username apiadmin
Ser E] % rou p RADIUS Servers New Password sesssssee @ | Genesate New Password @ | (1ol (Reset
Confirm Password ~ sssssssss (%]

S50 Server Settings

6. L@an Save —_—

TACACS+ Servers Groups Assigned to this User B

User Groups E Admin

O CLI Network Admin

Users OJ CLI Security Admin

O Config Managers ‘

[ Help desk Admin @) &
Lobby Ambassador @)
Monitor Lite @)

} NBI Credential

] NBIRead @

1 NBI Write @
North Bound AP1 @)
Root @

O Super Users

6 [ System Monitoring |
&
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Add User SAMART

COMTECH

nRINTEDN Save SrUUNAEULARNITBAINY User added successfully.

© Uy Prime Infrastructure

oot - ROOT-DOMAIN ¥

M | Administration / Users / Users, Roles & AAA @ owmn

AAA Mode Settings Ueser Status

api User
Active Sessions

Add User
Change Password
Local Password Policy General Virtual Domains
RADIUS Servers

Username
880 Server Settings
New Password @ | Generate New Password © | Copy || Reset
880 Servers
Confirm Password @

TACACS+ Servers

Waldeniive Users Aaznuiu User Alatananluluszuy

© i Prime Infrastructure
f | Administration / Users / Users, Roles & AAA

A © 999+ root - ROOT-DOMAIN {3

AAA Mode Settings Users
Active Sessions Add User Show | Quick Filter > K
Change Password User Name Member Of Status Audit Trail

Local Password Policy

—

RADIUS Servers [ ‘apiadmin Admin =] |
— —

$80 Server Settings rool Rool v a

$80 Servers

TACACS+ Servers

User Groups

= ]
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SAMART

COMTECH

N15QUALAZUIFITNYITEUY
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N15QUAKATUFISNYISTUL

SAMART

COMTECH

1. A3FIUANTULVDN Prime Infrastructure WU System Monitoring Dashboard 19811 MUNSIFDUADIULNITHINY CPU, Memory, Disk
4843 Virtual Cisco Prime Infrastructure tnglufl Menu / Administration / System Monitoring Dashboard / Overview wagiden Live Trend

Information

Prime Infrastructure
(] 1D / System g D:
Overview Performance Admin -+

v System Information

Current Time

Sun Jul 25 17:38:38 +07 2021

Name
Operating system
Architecture

Server Up Time
Application Up Time
Temperature Status
RAID Status

Fan Status

Power Supply Status

PIUCSM5-APLKS (Cisco Systems Inc

Red Hat Enterprise Linux Server release 7.8 (Maipo)
xB6_64

20 days, 114639 Hours

20 days, 1152 41 Hours

Both CPU temperatures are OK

RAID array is working fine

Fan1 @ Fan2 @ Fan3 @ Fand @ Fans @ Fant @ Fan7 @
PS1@PS2@

Kernel Version
Linux version 3.10.0-1160.2 2 i7 x86_64 (mockbuild@x86-
040 build eng bos.redhat.com) (gcc version 4 8.5 20150623 (Red Hat 4 8 5-44) (GCC)
)#1 SMP Sat Oct 17 05.06 47 UTC 2020
Configuration

Domain Name moi go th

HostName COPI-Prime

Default Gateway 1025201

DNS Server(s) 127.00.1

NTP Host(s) 1025201

CcPU

Number of Cores 40 (Intel(R)Xeon(R)Gold6248CPU@2 50GHz)

Memory
Installed Physical RAM 62 56

Configured Swap Space 1562 Gi

uDI

Product Identifier PRIME-NCS-APL
Serial Number WMP2427017L

Version Identifier 3900219

oot - ROOT-DOMAN & [

owQ
£3 Settings

v Live Trend Informa

20

Filters Time Frame P

Data Cleanup

tion

40 %0
30 70

0.92 9%

CPU Urnazanow (%)

'ast2Week v

60

20 80

Backup Information

0 % 60
30 70
20 80
10 4.65 %
0 =100
®
Drsx Umnuzamon (%)

Last Poll Time  Sunday.July 25,2021 at 05:38.45 PM ICT
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N15QUAKATUFISNYISTUL

Prime Infrastructure

e o
€1sco

|+ Live Trend Information

10 2.08 90

CPU Unizanon (%)

Filters. Time Frame = Pas! 2 Week v

Data Cleanup

m: Ah | Bh | 1d | tw | 2w | dw o 3m | Bm | Ty | From:| 7111/2021, 5:38 PM

Data Cleanup Schedule Runs every 2 hour

Start Time ¥ Staws
5 17.01
515,00
51268
2021-07-25 1057
2021-07-25 08.56
2021-07-25 0655
5 0454
0253

m| T

Duration (hh:mm:ss)

000108
00:01:15
000102
000059
00:01:14
00:01:13
000103
000105

00:01:44

w0 0 &0

10 70.0 %

0 =100

Masscsry Unuzanon (%)

Administration / System Monitoring Dashboard / Overview wazlufivhde Backup Information

ool - ROOT-DOMAIN 3

Desx Uruizanow (%)
Last Poll Time - Sunday,July 25,2021 at 05:39.48 PM ICT

Backup Information

7126/2021, 538 PM  [1] Zoom: 1h | 6h | 1d | w | 2w | 4w | 3m | 6m

1y

Server Backup Schedule Runs every day (@ 03 30,00

w 7112021, 538PM [ | To | 7282021, 538 [

Start Time v Status Duration (hh:mm:ss)
2021.07-25 03:30 0011015
2021-07-24 03:30 001011
2021.07:23 03:30 001000
2021.07-22 03:30 000842
2021-07-21 03:30 [] 00.09 48 -
‘ v
Sun Jul 25 17:38:27 ICT 2021
Server Backups (Max number of auto-backups stored: 2 )
Backup Name ¥  Repository Size (GB) Avallable Si... Backups takent.. RemoteServer
v copi-prime-21072.  defaulRepa 3 4696 303, 7901 2021.07.250330  Local
2079 deisiBans 1 4280 ana zans 200117940290 iaem
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COMTECH

2. A5IFDUANIUS U89 Prime Infrastructure WU System Monitoring Dashboard lagitnlunsiageuaniugnis backup Taelufl Menu /




SAMART

COMTECH

nsunlyidyivatnvauionuyaeseuy
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n1sun by vadnUaaiaInuuaeszuy SAMART
COMTECH

nmsufladlymdedadoadasuvesszuu
A7 Client ladenunsa Login Cisco Prime Infrastructure st web browser 33n135n529@0uanansavilasil
& Client Fichanldauiulally Client %911 Monitor #e Cisco Prime Infrastructure agJuuszdliingavaeu version ¥a3 Web browsers 71
\Ju version 71 Prime Infrastructure sa35unioll
Tnaaeuld Command Prompt Tu Client wagldi@1ds ping TUss Gateway 183 Core Switch 1
C:\Users\NAdministrator>ping 10.252.0.1
Pinging 10.252.0.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Ping statistics for 10.252.0.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
nfegranulidannsa ping lUgs Gateway ves Core Router a3 spnsnsiadau IP 7 Setting Tu Client isens29@8Ua"Y Lan 9
ansaldaulavseluidudu
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