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Cisco Expressway-Core SAMMART

COMTECH

X Login Cisco Expressway-C
* 1d IP Address 93¢ Web management

* 1d Username, Password lagna Login
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Cisco Expressway-Core SAMMART

COMTECH

J .
*%°* Status > Overview

® Overview: ELﬁi’fmmf\]mUGﬁagamWimlfdu System mode, System information, Resource usage

® System mode: wanslrunidaldauuy Expressway-C 14U Mobile and Remote Access, Registrar, Collaboration
Meeting (CMR) Cloud, Business to Business calls

® System information: LLamsﬁazﬂaLﬁaqsé’fuﬁuﬁmﬁmng&u System name, Uptime, Software Version, IPv4 address

® Resource usage: WAAIUTTLNN resource ﬁgﬂi%ﬁﬂuuu Expressway L1 Registered calls, Rich media session calls,

Location Registrations, Desktop System, Room System
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Cisco Expressway-Core SAMMART

COMTECH

J .
*%°* Status > Overview

alaln
CISCO Cisco Expressway-C

Status > System > Configuration > Users» Maintenance > 7 Help o= Logout
Overview You are here: Status * Overview
e ———————————————————————————————————————————————

Mobile and Remote Access Selected, Click to see status

Collaboration Meeting Rooms (CMR) Cloud Selected, Click fo see status

Selected modes Return to service setup

System name copi-voip-expc01

Up time 96 days 7 hours 17 minutes 2 seconds

Software version x12.7

IPv4 address LAN 1: 10.230.1.29

Options 0 Rich Media Sessions, 0 Room Sy . 0 Desktop Sy . Encryption, Interworking, FindMe, Device Provisioning, Expressway Series.

Resource usage (last upd:

Registered calls Current video 0
Current audio (SIP) 0
Peak video 2
Peak audio (SIP) 3

Rich media session calls Current video 0
Current audio (SIP) 0
Peak video 0
Peak audio (SIP) 0

Monitored resource usage Current 0%

Rich media sessions License usage current N/A
License usage peak N/A

For more detail see the resource usage

page

User admin Access Read-write Sysiem host name: copi-voip-expc01 System time 14:06 ICT Language: en_US S/N: 08D2F919 Version: X12.7
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Cisco Expressway-Core SMART

** Status > System > Information

* System Information: LLaﬂq%auuaLﬁmﬁ’mzwmﬂuﬁﬁa system information Usgnaulumig System name,
Product, Software version, Software build, software release date, software name, software options, Hardware
version, Serial number, VM Size

® Time information: LLam"i’Ta%a Up time, System time, Time zone, Local time

® Active sessions: Lh@nd Administration sessions, User sessions
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Cisco Expressway-Core SAMMART

COMTECH

** Status > System > Information

]
CISCO Cisco Expressway-C

Status > System» Configuration » Users» Maintenance » ?) Help 0« Logout
System information You are here: Status* System Information

System name copi-voip-expc01

Product TANDBERG Video Communication Server

Software version X127

Software build oak v12.7.0_rc_3

Software release date 2020-12-02 14:26

Software name 542700

Software options 0 Rich Media Sessions, 0 Room Systems, 0 Desktop Systems, Encryption, Interworking, FindMe, Device Provisioning, Expressway Series.

Hardware version VMware

Serial number 08D2F919

VM size Medium
e ————

Up time 96 days 7 hours 20 minutes 37 seconds

System time (UTC) 2023-07-22 07:09:38

Time zone Asia/Bangkok

Local time 2023-07-22 14:09:38

Active sessions

Administrator sessions
User sessions 0
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Cisco Expressway-Core

**Status > Calls > Calls

* Call status: wans31uu Call 1AN89HUNIL Expressway-C

Status >

Call status

Records: 0

Disconnect

System >

Start ti

Selectall

CISCO Cisco Expressway-C

Configuration >

Unselectall

7 Help o« Logout

You are here: Status * Calls » Calls

Page 1 of 1
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Cisco Expressway-Core

**Status > Bandwidth > Links

SAMART

COMTECH

CISCO Cisco Expressway-C

Status > System»
Link status
Name -
DefaultSZtoClusterSZ
DefaultSZtoDefaultZ
DefaultSZtoTraversalSZ
TraversalSZtoDefaultZ
Zone001ToTraversalSZ
Zone002ToDefaultSZ
Zone002ToTraversalSZ
Zone003ToDefaultSZ
Zone003ToTraversalSZ
Zone004ToDefaultSZ
ZoneQ04ToTraversalSZ
Zone005ToDefaultSZ
Zone005ToTraversalSZ
Zone006ToDefaultSZ
ZoneQ06ToTraversalSZ
Zone007ToDefaultSZ
ZoneQ07ToTraversalSZ
Zone008ToDefaultSZ
Zone008ToTraversalSZ
Zone009ToTraversalSZ

Configuration »

Users >

Maintenance >

[~ R - M O o J oo YR v L oo YA PN YO - M o O = JO oo TR o IR o YA = T Y = Y o O =}
o
=
o
o
2]

?)Help 0% Logout

You are here: Status * Bandwidth * Links
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Cisco Expressway-Core

** Status > Logs > Event Log

® Event Log:

wanstunnugnsainiindulussuulaglguassuuaiunsafiagly Filter ilaAaum Event NRBan159539a0U

wazfea1u1sn Download Event Log panunansyuutiisdluasivasula

CISCO Cisco Expressway-C

Status > System »

Event Lo

Filter

Configuration >

Users» Maintenance » 7 Help o« Logout

You are here: Status* Logs* Event Log

Contains all of the words:

Filter| Reset

2023-07-22T14:10:45.654+07:00
2023-07-22T714:10:45.641+07:00
2023-07-22T714:10:19.003+07:00
2023-07-22T14:10:19.002+07:00
2023-07-22T14:10:19.001+07:00
2023-07-22T14:09:45.564+07:00
2023-07-22T714:09:45.545+07:00
2023-07-22T14:09:42.906+07:00
2023-07-22T14:08:45.469+07:00
2023-07-22T714:08:45.453+07:00
2023-07-22T14:07:45.378+07:00
2023-07-22T14:07:45.362+07:00
2023-07-22T14:07:42.905+07:00
2023-07-22T14:06:45.294+07:00
2023-07-22T14:06:45.279+07:00

1 more options

123 45 6. Last|Next Go to page] |Go) Page 1 of 211

ssh: Event="sshd" Module="openssh" Level="INFO" Detail="Allocated port 30791 for remote forward fo localhost:8443" UTCTime="2023-07-22 07:10:45"
ssh: Event="sshd" Module="openssh" Level="INFO" Detail="Allocated port 31589 for remote forward to localhost 8443" UTCTime="2023-07-22 07:10:45"

cvs: Level="INFO" Detail="Certificate Valid within the last Hour" SubjectCommonName="Entrust Root Certification Authority - G2" UTCTime="2023-07-22 07:10:19.003"
cvs: Level="INFO" Detail="Certificate Valid within the last Hour" SubjectCommonName="Entrust Cerfification Authority - L 1K" UTCTime="2023-07-22 07:10:19.002"
cvs: Level="INFO" Detail="Certificate Valid within the last Hour" SubjectCommonName="copi-voip-expe01 moi.go.th" UTCTime="2023-07-22 07:10:19 001"

ssh: Event="sshd" Module="openssh" Level="INEFQ" Detail="Allocated port 30791 for remote forward to localhost:8443" UTCTime="2023-07-22 07:09:45"

ssh: Event="sshd" Module="openssh" Level="INFO" Detail="Allocated port 31589 for remote forward fo localhost:8443" UTCTime="2023-07-22 07:09:45"

getty[7257]: /dev/ttySO: not a tty

ssh: Event="sshd" Module="openssh" Level="INFQ" Detail="Allocated port 30791 for remote forward to localhost 8443" UTCTime="2023-07-22 07:08:45"

ssh: Event="sshd" Module="openssh" Level="INFO" Detail="Allocated port 31589 for remote forward to localhost:8443" UTCTime="2023-07-22 07:08:45"
ssh: Event="sshd" Module="openssh" Level="INFO" Detail="Allocated port 30791 for remote forward fo localhost:8443" UTCTime="2023-07-22 07:07:45"
ssh: Event="sshd" Module="openssh" Level="INFO" Detail="Allocated port 31589 for remote forward to localhost:8443" UTCTime="2023-07-22 07:07:45"
getty[6813]: /dev/ttySO: not a tty

ssh: Event="sshd" Module="openssh" Level="INFO" Detail="Allocated port 30791 for remote forward to localhost:8443" UTCTime="2023-07-22 07:06:45"

ssh: Event="sshd" Module="openssh" Level="INFO" Detail="Allocated port 31589 for remote forward fo localhost:8443" UTCTime="2023-07-22 07:06:45"

SAMART

COMTECH
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Cisco Expressway-Edge SAMART

COMTECH

X Login Cisco Expressway-E
* 1d IP Address 93¢ Web management

* 1d Username, Password lagna Login
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Cisco Expressway-Edge SAMART

COMTECH

J .
*%°* Status > Overview

® Overview: EL%mwaaU%agamwmmﬁu System mode, System information, Resource usage

® System mode: wanslundaldauuy Expressway-E 13U Mobile and Remote Access, Business to Business calls

* System information: LLam%muaLﬁaﬁﬁuﬁmﬁmﬁmwm‘du System name, Uptime, Software Version, IPv4 address

® Resource usage: WAMIUTTLNN resource ﬁgﬂi%ﬁﬂuuu Expressway L1 Registered calls, Rich media session calls,
MRA Registrations
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Cisco Expressway-Edge SAMART

COMTECH

J .
*%°* Status > Overview

]
CISCO Cisco Expressway-E
Status > System » Configuration » Applications » Users» Maintenance » ?)Help 04 Logout
Overview You are here: Status » Overview
Mobile and Remote Access Selected, Click to see status
Business to business calls Selected, Click to see status
Selected modes Return to service setup
System information
System name copi-voip-expe01
Up time 96 days 7 hours 22 minutes 25 seconds
Software version X127
IPv4 address LAN 1: 10.230.1.30 LAN 2: 103.28.103.61
Options 0 Rich Media Sessions, 0 Room Systems. 0 Desktop Systems, 1800 TURN Relays, Traversal Server, Encryption, Interworking. FindMe, Device Provisioning, Advanced Networking. Expressway Series.

Resource usage (last updated: 14:11:18 ICT)

Registered calls Current video 0
Current audio (SIP) 0
Peak video 6
Peak audio (SIP) 3
Rich media session calls Current video 0
Current audio (SIP) 0
Peak video 0
Peak audio (SIP) 0
Monitored resource usage Current 0%
Rich media sessions License usage current N/A
License usage peak N/A
MRA Registrations Current 5
Peak 29
User: admin Access: Read-write System host name: copi-voip-expe01 System time: 14:15 ICT Language: en_US S/N: 0CE8ADS3A Version: X12.7
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Cisco Expressway-Edge SMART

** Status > System > Information

* System Information: LLaﬂq%auuaLﬁmﬁ’mzwmﬂuﬁﬁa system information Usgnaulumig System name,
Product, Software version, Software build, software release date, software name, software options, Hardware
version, Serial number, VM Size

® Time information: LLam"i’Ta%a Up time, System time, Time zone, Local time

® Active sessions: LL@nd Administration sessions, User sessions
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Cisco Expressway-Edge SAMART

COMTECH

** Status > System > Information

ol I | cll h
CISCO Cisco Expressway-E

This system has 1 alarm

Status > System > Configuration » Applications » Users» Maintenance » A 7 Help 0% Logout
System information You are here: Status » System Information

System name copi-voip-expe01

Product TANDBERG Video Communication Server

Software version X127

Software build oak_v12.7.0_rc_3

Software release date 2020-12-02 14:26

Software name 542700

Software options 0 Rich Media Sessions, 0 Room Systems, 0 Desktop Systems, 1800 TURN Relays, Traversal Server, Encryption, Interworking. FindMe, Device Provisioning, Advanced Networking, Expressway Series.

Hardware version VMware

Serial number OCESAD3A

VM size Medium

Up time 96 days 7 hours 32 minutes 44 seconds

System time (UTC) 2023-07-22 07:16:15

Time zone Asia/Bangkok

Local time 2023-07-22 14:16:15

Active sessions

Administrator sessions
User sessions
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Cisco Expressway-Edge SAMART

COMTECH

**Status > Calls > Calls

* Call status: Land1uIu Call NA1a9lgeURIU Expressway-E

CISCO Cisco Expressway-E

Status > System » Configuration » Applications » Users > Maintenance » A 7 Help o« Logout
Call status You are here: Status* Calls* Calls

Records: 0 Page 1 of 1

Jisconnect) Seleclal| \JUnssiectal
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Cisco Expressway-Edge SAMART

COMTECH

**Status > Bandwidth > Links

* Link status: uansteyasiuiu Calls way Bandwidth #ldaurtu link logical

CISCO Cisco Expressway-E

Status > System > Configuration » Applications » Users > Maintenance » 7 Help o« Logout

Link status You are here: Status * Bandwidth * Links

0 kbps

CollaborationEdgeZToDefaultSZ 0

CollaborationEdgeZToTraversalSZ 0 0 kbps
DefaultSZtoClusterSZ 0 0 kbps
DefaultSZtoDefaultZ 0 0 kbps
DefaultSZtoTraversalSZ 0 0 kbps
TraversalSZtoDefaultZ 0 0 kbps
ZoneQ01ToTraversalSZ 0 0 kbps
Zone002ToTraversalSZ 0 0 kbps
Zone003ToDefaultSZ 0 0 kbps
Zone003ToTraversalSZ 0 0 kbps
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Cisco Expressway-Edge SAMART

COMTECH

** Status > Logs > Event Log

* Event Log: wanstudinumanisaliiindulussuulaedouaszuvanunsanagly Filter tiveaum Event fiRaans
M519@8ULALEEN15a Download Event Log eaninainssuutietilunsiaaeula

CISCO Cisco Expressway-E

Status > System > Configuration » Applications » Users» Maintenance » 7 Help o« Logout

Event Log You are here: Status » Logs * Event Log

Contains all of the words 1) more options

Reacilte
2023-07-22T14:18:16.527+07-:00 getty[4562]: /dev/ttySO: not a tty

2023-07-22T14:18:13.885+07:00 tves: Event="Registration Rejected" Reason="License limit exceeded" Service="SIP" Src-ip="195.154.58.216" Src-port="58133" Protocol="UDP" AOR="71242@103.28.103.61" Contact="sip:71242@195.154.58.216:58133" Duration="80" Level
="1" UTCTime="2023-07-22 07:18:13,885"

2023-07-22T14:18:13.884+07:00 licensemanager: Level="INFO" Detail="License not granted" call_id="8{7d9b12-00eb-47c9-ae50-a57c49de1fd2" lic_type="tp_registration" tokens=1 UTCTime="2023-07-22 07:18:13.884"

2023-07-22T14:18:13.881+07:00 tvcs: Event="Registration Requested" Service="SIP" Src-ip="195.154 58 216" Src-port="58133" Protocol="UDP" AOR="71242@103.28 103.61" Contact="sip:71242@195.154 58.216:58133" Duration="60" Level="1" UTCTime="2023-07-22 07:18:13 881"
2023-07-22T14:17:35.036+07:00 sshd[4463]: Disconnected from 61.177.172.179 port 58989 [preauth]

2023-07-22T14:17:35.036+07:00 sshd[4463]: Received disconnect from 61.177.172.179 port 58989:11: [preauth]

2023-07-22T14:17:34.365+07:00 sshd[4463]: Event="sshd" Module="openssh" Level="INFO" Detail="Connection from 61.177 172 179 port 58989 on 103.28 103.61 port 22 rdomain " UTCTime="2023-07-22 07:17:34"

2023-07-22T14:17:34.363+07:00 sshd[4463]: error: Unable to load host key: /etc/ssh/ssh_host_dsa_key

2023-07-22T14:17:26.960+07:00 tvcs: Event="Registration Rejected" Reason="License limit exceeded" Service="SIP" Src-ip="195.154.58.216" Src-port="64680" Protocol="UDP" AOR="78676@103.28.103.61" Contact="sip:78676@195.154.58.216:64680" Duration="60" Level
="1" UTCTime="2023-07-22 07:17:26,960"

123 45 6. Last| Next Go to page! | Go| Page 1 0f 140

lassnrsardamiszuulnsany (P Telephony) tien 158081 TUUUATUNISYNNTENTNUKIA 1Y




Cisco Expressway-C and E

SAMART

® (isco Expressway-C and E Backup
1 A .
~1d 1P Address 489 Web management - 18BN Maintenance > Backup and restore
ld u P d Logi
- =%
a S€rmam e’ dSSWOr LLa e ﬂ ﬂ O g N Status > System » Configuration » Users»
Overview Upgrade
S g ogaia
I' T oo :! Mobile and Remote Access Selectec Smart licensing
Collaboration Meeting Rooms (CMR) Cloud Selectec : ] .
$ostiamc == J Selected modes Return ti s a
Password |asssssnssnne | System information Option keys -
System name copi-voif Tools >
Up time 96 days  Security >
Loglnl
Software version X127 _
|IPv4 address LAN 1: 1 ] ]
Options GHicnp Dognosticsd ‘top Syst]
T SR X B W3 E L e 1K 91C Maintenance mode —
Language
Registered calls Current video Restart options
Current audio (SIP) U
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Cisco Expressway-C and E SAMART

® (isco Expressway-C and E Backup
-1d Password asluaing Encryption password, Encryption password confirmation

- \&8n Create system backup file

- I8 backup aggnivanuivasiuipied PC w38 Notebook Ninddlduagdnlusf

2) Help_ 0w Logout

Status » System » Configuration » Users» Maintenance »
You are here: Maintenance * Backup and restore

Backup and restore

| System information [

Information [
Software version X127
Enter a password with which to
encrypt the backup file.

Serial number 08D2F919

The same password will be required
to restore the file.

“ Backup [

WARNING The backup process will create a file containing potentially sensitive information about your system, including configuration settings, clustering configuration, security certificates
and administrator account details. Please take appropriate steps to safeguard this file.

Encryption password

Encryption password confirmation * ]onn

l Create system backup file '
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Cisco Expressway-C and E SAMART

® (isco Expressway-C and ERestore

- @8N Maintenance > Backup and restore

Status » System » Configuration » Users»

Overview Upgrade
System mode Logging -
Mobile and Remote Access SelecteC gant licensing
Collaboration Meeting Rooms (CMR) Cloud Selectec ] . s

Email Notifications
Selected modes Return t

[systeminformation [ —
System name copi-voif Tools >
Up time 96 days  Security >
Software version X127 _

IPv4 address LAN1:1 :
Options e R top Sys
R p | ndated: 14:20:09 ICT Maintenance mode
Language
Registered calls Current video Restart options
Current audio (SIP) U
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Cisco Expressway-C and E SAMART

® (isco Expressway-C and E Restore

4
A 7 Help 0% Logout

Status » System » Configuration » Applications » Users» Maintenance »
You are here: Maintenance * Backup and restore

Backup and restore

7’ System information I
Information IF3]
Software version X127
Enter the password that was used
to create the backup file.

Serial number OCESAD3A

r Backup ‘\
The backup process will create a file containing potentially sensitive information about your system, including configuration settings, clustering configuration, security certificates
RN and admingl?ator account defails. Please takegagpropriat)é steps to safeguard this ﬁIe.y 2 g g 9 g g ty
Encryption password # |e0cecccecee | G
x| | @

Encryption password confirmation

Create system backup file

J[ Restore

WARNING We recommend that you backup the current system prior to attempting a restore operation.

A restart will be required to complete the system restore process.

WARNING
[Backup file to be restored | Browse... | No file selected. i ]
| @

B ‘ooooo

Decryption password

' Upload system backup file '

- 99D Backup file to be restore 1¥iaan Browse wazidanlnanla Backup 13

- 99D Decryption password l4ld Password innvualilutuney Backup

- Aan Upload system backup file
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Cisco Expressway-C and E SAMMART

COMTECH

® Expressway-C and E (Restart, Reboot, Shutdown)

- \§en Maintenance > Restart options suimguszasdnisldaudsd
Restart: \d8n Restart Lﬁ@lﬁmﬁw?amwamau?\lgL'ﬁ%’umqashqﬁwa ‘vﬁaLﬁaﬁzwﬁwé’qgﬂLﬁm%auaaﬂmﬂﬂﬁama%
Reboot: 1dan Reboot Wiadasnsldsendusiessulnl wiodlonseuusludeiinnainvesssuuilininan
Shutdown: 1den Shutdown WladaensUaases

Information

A restart is typically required in order for some configuration changes to take effect, or when the system is being added to, or removed from, a cluster

A rebootl is typically required when you want to apply new versions of software, or when you are trying to resolve unexpected system errors

Note that a restart shuts down and restarts only the application software, whereas a reboot shuts down and restarts the application software, operating system and hardware

A shutdown is typically required if you want to unplug your unit, prior to maintenance or relocation for example

Reslan| Rebootl Shu wn
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